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1 BACKGROUND

This rule addresses the message envelope metadata, the message envelope standards and the
submiter authentication standards for both batch and real time transactions, and
communicationgevel errors and acknowledgemerifishi s rul e i s designed tc
harboro that the application vendor sucesprovi de
can be assured will be supported by any C@Rified trading partneAll CORE-certified

organizations must demonstrate the ability to implement connectivity as described in this rule

This rule is not intended to require trading partners to reneaisting connections that do not

match the rule, nor is it intended to require that all CORE trading partners must use this method

for all new connection®CORE expects that in some technical circumstances, trading partners

may agree to use different camnication mechanism(s) and/or security requirements than that
described by this rule.

1.1 Guiding Principles
The followingCOREGguiding principles apply to the CORE Phase Il Connectivity Rule:

e CORE will not create or promote proprietary approaches to eléctron
interactions/transactions.

o CORE will suggest migration steps to promote successful and timely adoption of CORE
rules.

e To promote interoperability, rules will be built upon HIPAA, and CORE will coordinate
with other key industry bodies (for example, Xdr&dthe Blue Cross and Blue Shield
Association.

e Where appropriate, CORE will address the emerging interest in, XMather evolving
standards

e Whenever possible, CORE has used existing market research and proven rules. CORE
rules reflect lessons learnfrfdm other organizations that have addressed similar issues.

e CORE rules will support the Guiding Princi
Network (NHIN).

o CORE will not build a switch, database, or central repository of information.
e All CORE recommadations and rules will be vendor neutral.

e Rules will not be based on the least common denominator but rather will encourage
feasible Phase Il progress.

o CORE will promote and encourage voluntary adoption of the rules.
e CORE participantbidg. aot support HAphis

e CORE rules address bo#atchandReattime (these terms are definedAppendix 6.1
Abbreviations and Definitions used in this Ruleith a movement towards Reahe
(Hence, Phase Il certification related to batch does not apply to entitiethat do
batch transactions

o All of the Phase Il rules are expected to evolve in future phases.

e COREO® s Conn amrwriten suthythatrthey cansaccommodate not only
Eligibility transactions, but also can apply to any other administrativeatttios
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2 ISSUES TO BE ADDRESED AND BUSINESS JUSTFICATION

Currently, multiple connectivity methodssome based on open standards, others on proprietary
approaches arein use for administrative electronic transactions in the healthcare industry.
Healthcae providers and health plans support multiple connectivity methods to connect to
different health plans, clearinghouses, provider organizations and others. Supporting multiple
connectivity methods for administrative electronic transactions adds cokesaftr plans and
providers. Connectivity and Security standards from standards development organizations such
as OASIS, W3C, and IETF are intended to be industry neattalving for implementation
variations, and thuare not specific enough to providearoperability irhealthcareFor

example, several open standards for enveloping, such as SOAP and ebMS exist in the
marketplace. These open standards are industry neutral and hence do not define the metadata,
vocabularies and semantics needed to supmadustry specific transactionsSurther

complicating thigssue is thevide variance in implementations thiese standards the

healthcare market t he conti nuing use of proprietary ap
use of the public internet.

The Committee on Operating Rules for Information Exchange (CORE) Conne@&iBigcurity
Subgroup aims to fill this gap by adopting existing open standards and formulating
Connectivity/Security Rules that provide industry specific (i.e., for healthcare attatinges

electronic transactions) guidance on using these open standards. The CORE Connectivity Rule
was developed using a consenbased approach among industry stakeholders, and is designed
to facilitate interoperability, improve utilization of adminggive transactions, enhance

efficiency and lower the cost of information exchange in healthcare.

The following sections describe the work completed while developing the CORE Phase |
Connectivity Rule, and the outstanding issues that are being addreskeC®RE Phase Il
Connectivity Rule. The rationale fre selecte@énvelope and authentication standards within
the CORE Phase Il Connectivity Rule is also presented.

2.1 CORE Phase Il Connectivity Rule Background

CORE Phase(i.e., CORE Operating Rul#53 Connectivity Ruledefined a

Connectivity/Security Rule, which is a safe harbor that required the use of the HTTP/S transport
protocol over the public Internet. It also specified a minimum set of metadata outside the X12
payload (e.g., date/time, paylodd, land other elements), and aspects of connectivity/security
such as response times, acknowledgements and errors. Since the CORE Phase | Connectivity
Rule is a safe harbor, CORE Phaseltified entities are required to support the adopted CORE
Phase | Conectivity method at a minimum, but may also implement additional other
connectivity/security methods. A set of Conformance Tests were defined for CORE Phase |
Connectivity certification and many organizations have attained CORE Phase | certification.

The CORE Phase | Connectivity Rufiee., CORE Operating Rul&53 Connectivity Rulg

required the use of HTTP/S over the public Inter@@RE made a decision to limit the rule at

this highlevel to provide a first step toward Connectivity, understandinddtetphases of

CORE would issue more detailed requireme@GGRE was aware the Phase | Rule did not
provide the optimum level of specificity for implementations as it was developed as a first step
CORE Phase | Connectivigertified implementations wetgsed on many types of enveloping
methods: HTTP POST with name/value pairs, HTTP MIME Multipart, W3C XML Schema, and
SOAP+WSDL among others. Further, within each of these envelope method implementations,
significant variations exist in field names anddtions of PhaseConnectivitymetadata,
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message envelope structure, authentication methods, routing approaches and security related
information. Variations among enveloping methods and metadata pose a major challenge for
interoperability.

The CORE Phask Connectivitycharge waso create a definitive Ruliaat would further
facilitate interoperability. Such interoperability is expected to improve efficiencies and
utilization of electronic transactions, and ultimately lower the administrative costsditnd¢are
providers and payers.

2.2 CORE Phase Il Connectivity Decisions on Message Envelope Standards

The CORE Phase Il Connectivity efforts were focused on creating a definitive safe harbor that
reached the envelope levAk part of CORE Phase II, the Guectivity & Security Subgroup
performed extensive analysis of open standards that are available for enveloping the payload
(X12 or other types of datajhe available open standards were rated against the agreed upon
CORE Phase Il Connectivity criteria atids rating process was used to select the envelope
standards that met the large majority of these criteria; first creating dishartd then reducing
thatshortlist to two envelope standartisatmet theoverwhelmingmajority of the criteria:

A. HTTP MIME Multipart
B. SOAP + WSDL

Over several monthsjscussions were held dine relative merits of these two envelope

standards to determine if there is a clear winner among th&@AP+WSDL supports

interface definition with a XSD schema/WSDL, automatedelopment/validation, and is well
aligned with standards adoption within healthcare industry bodies such as HL7 and HITSP
Furthermore, the SOAP+WSDL methodology lends itself to future Rule development using
Web-Services standards for more advanced requents like reliability. HTTP MIME Multipart

on the other hand provides a relatively simple and well understood protocol framework and a
lower performance overhead relative to SOAP, and has a large implementation base within this
industry;including manyof the CORE Phase | certified entities.

Having analyzed the advantages and challenges of the two envelope stab@&Hshen

analyzed several CORE Phaggdnnectivitycompliant real world implementations of the above
two envelope standards. The real Maxamples confirmed that both the envelope standards are
in widespread use in this industry, and both perform well undewadd transaction volumes.
Hence, the realorld implementation analysis did not point to a clear winner among the two
envelopestandards.

2.2.1 Why Two Standards in Phase II?

After extensive analysis, the two envelope standards (HTTP MIME Multipart and
SOAP+WSDL) selected by the CORE Phase Il Conneci#viBecurity Subgrougfrom the
initial long list of standards were shown to

e meet tlie CORE Phase Il Connectivity criteria
e have significant installed base in this indusémyd
e perform well under real world transaction loads.

Since both these standards have significant merits, the Subgroup debated the advantages and
challenges of having single envelope standard versus both these envelope standards as part of
the CORE Phase Il Rule and Skfarbor. The major advantage of a Rule based on a single
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envelope standard is that it would be more definitive and facilitate better interoperability.
However,having just one standavaould require implementers of the other envelope standard
(i.e., the one that was not chosen) to modify their implemensatiohe CORE Phase |
compliant. Since both standantiet thecriteria andchave large installedases, convergence on a
single standard would create a barrier to adoption of CORE Phase Il Connectivity Rule by a
large segment of the industiMoreover, the two standards have many similarities that the
market is still exploring.

Based on the above ansily, the consensus view of the Subgroup was that a CORE Phase II
Connectivity Rule should be based on both envelope standards. This provides CORE with a path
to facilitate adoption in a market that is still maturingd where many still require education
CORErecognizes that two standards do not support interoperability as much asweeer a

CORE Phase Il Rule and Safe Harbor based on two envelope standards would facilitate adoption
while also improving interoperability relative to the current sthte@industry. Given the

current state of the industry, where the number of variations in the envelope standards and
metadata iextremelylarge, reducing the number of envelope methods tagaaignificant

step forward in facilitating interoperabilitimproving efficiencies, improving utilization and

hence lowering administration cost for healthcare providers and healthAdaisonally,

CORE is offeringa path to use twstandardnarketimplementation$ an optionthat desnot

exist today.

2.2.2 Will C ORE Move to One Standard in Future Phases?

In the interest of further facilitating interoperability, CORE expects to move towards a single
envelope standard in future phases. Given the current state of healthcare connectivity ¢fe., us
many distinct canectivity methods), creating a CORE Phase Il Connectivligwith two

envelope methodgstlyimproves the state of thearket while also providingain opportunity

for education and greater experiemgéh two standargithat meet the growing market nasddr
connectivity. Taking this phased steppabésthe healthcare industry to make a more informed
decisionas it considers supporting a single envelope, safe hstdradardn future CORE

phass.

The choice of two envelope standsprlovides this indusy an opportunity to monitor the
marketplace for movement towards a specific stand#wltling industry discussions on Phase Il
implementations will bessential to ensure th@ORE continues to baligned with the direction
of related healthcare initiag such as the American Health Information Community (AHIE),
successor organizatioand theiraffiliated bodies like the Health Information Technology
Standards Panel (HITSP).

2.3 Rationale for Basic Conformance Requirements

Supporting two envelope stamda and two submitter authentication methods as part of the
CORE Phase Il Connectivity Rule makes it necessaspécifythe conformance requirements
for stakeholders. The rationale for these basic conformance requirements is based on the
following guiding principles and assumptians

It is assumed that the typical message exchange patterns are:

e Realtime Health plan receives a Reahe request directly (or relayed via a
Clearinghouse) from Providers and responds synchronously (as part of the same
connedbn). A sequence diagram of the Reiahe Interaction is provided in Appendix
6.3.
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e Batch Health plan receives a Batch submission directly (or relayed via a Clearinghouse)
from a ProviderProvider pollsHealth plan (directly or indirectly via a Clearingls®) at
a later timeard receives ancknowledgement for thieatch submissiarProvider polls
Health plan (directly or indirectly via a Clearinghouse) at a later time and retrieves the
batchresults as respongerovider then sends an acknowledgement taltHgolan
(directly or indirectly via a Clearinghouse) that the results were received with/without
errors.A sequence diagram of the Batch Interaction is provided in Appendix 6.3.

In both of these message exchange patterns, Provider acts as a cliemakiméldn acts as a
server, and Clearinghouse acts as both client and server.

One of the goals of CORE Connectivity is to improve utilizabbelectronic transactiorsy
enabling more entities to interoperate with other entitnes ding reducingheimplementation
barrier for small entities (e.g., small providers

Based on the above guiding principle and assumption about typical message exchange patterns,
the rationale for the conformance requirements is as follows:

e Envelope standardgOrganizationshat receive and process or relay the requests (i.e., as
a server) are required to support both envelope methods to facilitate connectivity from
multiple clients. Generally organizations implementing a server have higher technical
capabilities, and the ffierence in complexity between HTTP MIME Multipart and
SOAP+WSDLare usuallynot significant for such organizations.

e Submitter authentication standard3rganizations that receive and process (or relay)
requests (i.e., as a server) generally enforce @fgpauthentication method to control
access to their resources. Supporting this authentication method is a credential issuance
and management scheme defined by an organizational policy. The complexity of
supporting two such policies and credential mameage mechanisms is high at the entity
where submitter authentication is enforced (server), but is relatively low at the submitter
(client). For this reason, serveide implementations are only required to support one of
the two submitter authentication theds. To connect to the server, the client
implementation needs to be able to authenticate itself to the server using the
authentication method that is enforced at the server.

3 SCOPE

3.1 What the Rule Applies To

The technical scope of CORE Phase Il ConnegtReille can be described in terms of the

specific network layers within the Open Systems Interconnection Basic Referencé (d&lel
model). As shown in the diagram below, the scope of CORE Phase Il Connectivity Rule is OSI
Layers 5 and 6 (Session and Prgagon layers, also called Message Encapsulation layers).
CORE Phase | Connectivity Ruliee., CORE Operating Rule 15&onnectivity Ruledefined a

Safe Harbor in terms of OSI Layers 3 and 4 (Transport and Network layers). CORE Phase II
Connectivity Rug builds on te Phase foundation and provides a more definitive Rule for
encapsulating the metadata that is required for routing, identification/authentication and auditing.

! Zimmerman, H., OSI Reference Model 8 ISO Model of Architecture fo r Open Systems
Interconnection, |IEEE Transactions on Communications, Vol. Com -28, No. 4, April 1980
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Figure #3.3.1
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Figure Notes

Phasell Connectivity Rule addresses Layers
5 and 6 of the OSI Model

Layer 3 and 4 the Transport Layer and
Network Layer has already been designated as

Phase 11 Connectivity Rule Area Options S SessionlLayer HTTP/S over the public internet in the Phase |
Security Message Handling, Origination Audit Trail E TEnoor fyrsion Connectivity Rule
Authentication  Message Format Addressing Notifieation
Eneryption ::.‘mll:.nl:ling ) Mon-repudiasion 4 Transport Layer
— @ Ensures dalivery of enica e Layers land 2 arenot applicable to CORE
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CORE PHASE | CONNECTIVITY RULE = organization
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| §
g
OSI Model Messaging Infrastructure Model Addressed in
i nati - Payload Standards
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Pp Y Application Layer (e.g.,X12, HLT)
Presentation Layer 0sl6 Phase II
Message Encapsulation Layéenvelopg
Session Layer OslI5 Phase II
Transport Layer osl4 Phase |
je Transport Layer
Network Layer 0osI3 Phase |

As shown in thd-igure 3.3.1above, typically an application file (or Payload) such as X12 or

HL7 is created or processed by an application that resides in the Application Layer (Layer 7 in
the OSI Model). The Message Encapsulation layer (Layers 5 and 6 in the OSI Model) create a
messag envelope, and handle connectivity and security. The underlying layers (Layers 1
through 4) provide the necessary message transport and the network infrastructure (e.g., TCP/IP
is provided at Layer 3).

As shown in Figure #3.3.2 below, the Message Eneeipputside the Message Payload

(content), and inside the Transport Protocol envelope. Here, the Transport Protocol Envelope
corresponds to OSI Model Layer 3 and 4, Message Envelope corresponds to OSI Model Layers 5
and 6, and Message Payload (contentjesponds to OSI Model ar 7.The Phase | CORE

153 Connectivity Rule version 1.0.0 was based on the use of HTTP/S as the transport protocol;
hence the transport protocol envelope consists of HTTP headers. Examples of message payload
include HIPAA adminirative transactions (X12), HL7 clinical messages, zipped files, etc.
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Figure #3.3.2

Communications (Transport) Protocol

Network:

= Public Internet (TCP/IP) i CORE Phase | Rule
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Message Payload (Content) (includes security of payload during transmission)
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= Message Envelope & Message Metadata i CORE
Phase Il Rule
(independent of payload i required by Phase I)

= HIPAA Administrative Transactions (X12)
HL7 Clinical Messages
Zipped Files
Personal Health Record
Other Content

The following is a list of standards and their versions that this Rule is based on:

HTTP Version 1.1

SSL Version 3.0

MIME Version 1.0

The MIME Multipart/FormData(IETF RFC 238)
SOAP Version 1.2

WSDL Version 1.1

Web ServicesSecurity 1.1

3.2 When the Rule Applies

The CORE Phase Il Connectivity Rule is applicable to Eligibflge86.1 for list ofapplicable
CORE Ruleypayloadsn Reattime andBatch modeandmay also be applied to otheayload
types (Note, some entities may also appitg rule toClaim Status, although COREhase Il

only requires Phase | Connectivity compliance for Claim Si&@@GRE Phase 1l Connectivity
Rule is a Safe Haor,and thereforenly needs to be used if mutually agreéety the trading
partners. It is expected that in some instances, other or existing mechanisms may be more
appropriate methods of Connectivity.
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3.3 When the Rule Does Not Apply
The CORE Phase Il Cosativity RuleDOES NOT apply in the following scenarios:

¢ When COREcertified entities exchangsyloadsother than Eligibility Thisruleis
designedo be payload agnostiand as such is expected that COREertified entities
will use this methodologfor payloadsother thareligibility; however, theule does not
require this.

¢ When tading partners mutually agree to @asson-CORE connectivity mechanism.

3.4 What the Rule Does Not Require
The CORE Phase Il Connectivity Rule:

o« DOES NOT require trading partme to discontinue existing connections that do not
match the rule

o DOES NOT require that trading partners must use a C@Riiplaint method for all
new connections

o« DOES NOT require that all CORE trading partners use only one method for all
connections

o« DOES NOT require any COR¥ertified entity to do business with any trading partner or
other COREcertified entity

Further, the CORE Phase Il Connectivity RD®ES NOT require the following:

¢ Additional centralized services other than those that are alreadigied in the Internet
(e.g., Domain name and TCP/IP routing services).

e Additional directories or data repositories.

e Additional centralized Public Key Infrastructure (PKI) Certificate Authorities, identity
management or authentication servers.

e Use of speific hardware platforms, software or programming languages.
3.5 TechnicalRequirements andssumptions
The following technicatequirement applies to this rule

e The use of the public Internet for HTTP/S transjarspecified in Phase | CORE 153
Connectivity Rile.
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The following assumptionapply to thisrule:

Interoperability, utilization and efficiency will improve by having fewer
connectivity/security variations and uniform enveloping standards and metadata.

The typical message exchange patterns for-Raa& and Batch transactions are as
described irg2.3.

Health Plans and Clearinghouses generally have greater technical and infrastructure
capabilities than most Providers.

The difference in complexity between HTTP MIME Multipart and SOAP+WSDL is not
significant for a server implementation.

The Serveiside enforcement of submitter authentication is far more complex than
supporting the submitter authentication method on the dieet

This Rule is based upon a specific set of open standards and the versiase of
standards specified §8.1. As open standards and versions evolve, appropriate version
control practices may need to be applied to keep the Rule consistent with industry best
practices with regards to standard versions.

This rule is a component tife larger set of CORE PhasedRliles; as such, all the CORE
Guiding Principles apply to this rule and all other rules.

All entities seeking Phase Il certification will be Phase | certifidconcurrently testing
for compliance with Phase | ruleas Phae | provides a foundation for CORE Phase II.
The exception is vendors/clearinghouses that do not conduct 270/271 eligibility
transactions.

3.6 Outside the Scope of this Rule
The following items are outside the scope of this:

Theuseof the message enwgde and metadata defined in thite for those messages
that are sent over TCP/IP connections that are private (e.g., Intranet, leased lines, or
VPN).

Non-TCP/IP protocolsuch agpacket switching (e.g., X.25, SNA, and Frame

Application ofthisrule toother administrative transactiorssich as8837 claims, as well
as clinical or other transactions, elITSP interoperability specifications.

Submitter Authorization is a local decision at the site that receives a request.
The list of trusted CertificatAuthorities is a decision between trading partners.

The maximum size of lbatch file that is accepted by a Server. The Server implementer
may publishits file size limit, if any,in its ConnectivityCompanion GuidgSee §84.3.7)

3.7 Relationship to CORE PhaskRule? and Safe Harbor

This Phase Il Connectivity Rule extends the Phase | Connectivity(iRu|€ ORE Operating
Rule 153: Connectivity Ryland Safe Harbor biyrther specifying the connectivity that all

2 CORE Operating Rule 153: Connectivity Rule.
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COREcertified organizations must demonstrate anplementEach of the Phase |

requirements has been incorporated in the Phase Il Rule except that the HTTP error code for
security authorization failures has been superseded under the SOAP option under this Rule
Under the Phase Il SOAP option, seguatithorization failures will follow the SOAP standard.

Since the CORE Phase Il Connectivity Safe Harbor and Rule is more definitive than the CORE
Phase BafeHarbor Connectivity Rule, those entities that achieve CORE Phase Il Connectivity
compliance arassumed to be CORE Phase | compliant, but such entities will not be required to
support CORE Phase | connectioBhould entities ask for CORE Phase | solutions rather than
Phase Il solutions, trading partners will mutually determine which option wilsée. u

Phase | Connectivity Rukdlements raised in this Phase Il Rule:
e Transport standard (HTTP/8FORE Operating Rule 153: Connectivity Rule

e AcknowledgementsGQORE Operating Rule 150: Batch Acknowledgements, CORE
Operating Rule 151: Real Time Acknowledgents

e Response Time, Time Out, RensmissiofCORE Operating Rule 155: Batch Response
Time Rule, CORE Operating Rule 156: Real Time Responsk Rule

Phase | Connectivity Rulge., CORE Operating Rule 153: Connectivity Ruideements
modified in this Phse Il Rule:

e Date/time syntax (to make it UTC standards compliant)

Phase | Connectivity Rulge., CORE Operating Rule 153: Connectivity Ruideements
extended in this Phase Il Rule:

e Envelope structure, metadata names and syntax
¢ Attachment handling

¢ Authentication (e.g.UserNameoken for SOAP envelope)
4 RULE

This sectiorspecifieshe basic conformance requirements, the envelope metadata and the
specifications for HTTP MIME MultiparandSOAP+WSDL. The rationale and business
justification for these confmance requirementgedescribed ir§2.3.

4.1 Basic Conformance Requirements for Key Stakeholders

Like the Phase | Connectiviule (CORE Operating Rule 153: Connectivity Ruld)e Phase Il
ConnectivityRule is aSafe HarbarCOREcertified entities are regred tocomplywith all
CORERules and thus a COReertified entity must support a CORIBmpliant connectivity
method. However, as@afe Harbothe CORE ConnectivitiRule:

e DOES NOT require trading partners to discontinue existing connections that do not
match the rule

e DOES NOT require that trading partners must use a C@Bfaplaint method for all
new connections

e DOES NOT require that all CORE trading partners use only one method for all
connections
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o DOES NOT require any COR¥ertified entity to do busass with any trading partner or
other COREcertified entity

The terms used in this Section, such as Client, Server, Envelope Standard A and B, Submitter
AuthenticationStandard C and D, are defined§6.1Abbreviations and Definitions used in this
Rule The sections belowpecifythe conformance requirements for stakeholders that can be
COREcertified, including Health Plans, Clearinghouses and other intermediaries, Providers,
Provider Vendors and Health Plan Vendors.

4.1.1 Health Plansand Health Plan Vendors

Health Plan®r Health Plan VendorServes) must implement capability to suppg¢8ee 86.1)
both Message Envelope Standards (A and B). For each envelope standard, the following are the
conformance requirements for Ré¢imhe and Batch transactions:

e Reatime® Required
e Batch: Optionalmustbe supportedf Batch is offered

Health Plan®r Health Plan VendorServermust implemenandenforceone of the two (C or

D) Submitter Authentication Standards for CORE Phase Il Connectivity Compliance (fer Real
time and/or Batch transactionf)a Health Plaror Health Plan Vendamplements a client (e.g.,
for planto-plan messaging), then for such clietite Health Plaror Health Plan Vendanust
implementthe capability to support one of the two Message HBopeStandards (A or B), and
must implement suppofbr both SubmitteAuthenticatiorStandards (C and D).

4.1.2 Clearinghouses and Other Intermediaries

Intermediaries, including Clearinghogs8witcres and Information Exchangeact as both
Client and ServeiThe Server portion dflearinghous&SwitchedInformation Exchangemust
implementthe capability to support both Message Envelope Standards (A afidh&Xlient
portion of ClearinghousSwitcheginformation Exchanges must implement the capability to
support one of the two Message Envelope Standards B). For each envelope standard (A
and B), the following are the conformance requirements for-fRealand Batch transactions:

e Realtime: Required
e Batch: Optional, must beupportedf Batch is offered

The Client portion oClearinghous&SwitchedIinformation Exchanges must implement both (C
and D) Submitter Authentication Standards for CORE Phase Il Connectivity Compliance (for
Realtime and/or Batch transactions) to connect to Health Plans (i.ecliasteof the Health

Plan) The Server portion of l€aringhouses/Switches/Information Exchanges rmustement

one of the two AuthenticatioBtandards for authenticating the Providers that submit requests to
them SeeFigure #4.1.6.%or illustration).

If there is more than one intermediary (e.g., Clearinghouse/Switch/Information Exchange)
between a Provider and Health Plan, then the Server portion of each intermediary must
implement both Message Enveldpandard (A and B), and one of the two Submitter
AuthenticationStandards (C or D). Further, the Client portion of each intermediary must
implement one of the two Message Envel&§zsndards (A or B), anthe Client portiormust
implement both the Submitter Authenticati®@andards (C and D).

% Reattime and Batch are definéu §6.1 Abbreviations and Definitions used in this Rule
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Providersor Provider VendoréClients) must implemenbne of the two (A or BEnvelope
Standards for CORE Phase Il Connectivity Compliance. If a ProeidBrovider Vendor
implements a Server, then it must support both envelope methaasl (B) on the ServeFor
theEnvelopeStandard (A or B) implemeat] the following are the conformance requirements
for Realtime and Batch transactions:

e Realtime: Required

e Batch: Optionalmust be supporteifi Batch is offered

Providersor Provider Vadorsmust implemenboth (C and D) Submitter Authentication
Standards for CORE Phase Il Connectivity Compliance (for-iReal and/or Batch
transactions)lf a Provideror Provider Vendomplements a Server, then it must support one of
the two SubmitteAuthenticatiorStandards on the Server.

4.1.4 lllustration of Conformance Requirements for Key Stakeholders

4.1.4.1Envelope Standards

Figure#4.1.6.b el ow

shows
conformance requirements for key stakeholderslthl®ans and
ClearinghouséSwitches/Information Exchangésat conform to CORE Phase Il Connectivity
Rulemustimplement both envelope standards (SOAP+WSDL and HTTP MIME Multipart)
HealthcareProvidersor Provider Vendors musinplement one of thenvebpestandards.

Figure #.1.6.1

t he CORE Phase

Healthcare

Clearinghouses Implement
both Envelope Standards

Provider/Vendor A

Client

SOAP |

Health Plans/

Providers implementing a

Health Plans/
Clearinghouses

OR

Server

Healthcare
Provider/Vendor B

Client

HTTP
Multipart
MIME

™ soap

HTTP
Multipart
MIME

Server

4.1.4.2Submitter Authentication Standards

Figure #4.1.6.Ddelow shows the submitter authentication conformance requirements for key
stakeholders. As shown, the Health Plans (servers) implement drestafat submitter
AuthenticationStandards. Healthcare Providers/Provider Vendors and Clearinghouse
components that handle submissions to Health Phrssimplement both submitter

AuthenticatiorStandards (i.e., only the client portion of authentication).
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Figure #4.1.6.2

Providers/Clearinghouses
Implement both Submitter
Authentication Standards

Health Plans,
Providers impementing a

I—_Iealthcare Server
Provider/Vendor A
Username/
Password >
UserName/
Client AND »  Password Server X
X.509 Certificates
over SSL
) Health Plan Y
Provider ClearingHouse
Client Username/ 500 Client
Connections Password . ien
— Client AND » Certificates over | Server Y

X.509 Certificates SSL

over SSL >

4.2 CORE-compliant Envelope Specifications using Message Enveloping Standards

CORE is not creating its own envelope standdrdsather, suppostthe use of existing
standardsNote: The termsormativeandnon-normativeare defined ir86.1Abbreviations and
Definitions used in this Rule.

4.2.1 Specifications for HTTP MIME Multipart (Envelope Standard A)

Unlike in the SOAP+WSDL (i.e., Envelope B) case, the HTTP MiEiltipart envelope does
not provide a standard Saina specification that is normative (definitive) and can be verified in
an automated manner. For this reason, HTTP MIME Multipart-Beal Request/Response
examples below are narormativé. They are based on the rebrld examples provided by
CORE parttipants, and have been updated to use the C&iRipliant metadata.

4.2.1.1Realtime Request Message Structure @nonmative)

The following is an example of a Re@the request message using the HTTP MIME Multipart
envelope method. The HTTP Header is shown ie.bline remainder of the requestidded in
light gray) is the body of the MIME Multipart message.
POST /coreleligibility HTTP/1.1

Host: server_host:server_port
Content - Length: 2408

Content - Type: multipart/form - data; boundary=XbCY
-- XbCY
Content - Dispositi  on:form -dat a; name=fAPayl oadTypein

X12_270_004010X092A1

-- XbCY

Content - Disposition: form -data; name=AProcessingMode"
RealTime

-- XbCY

Content - Disposition: form -data; name=fAPayl oadl D"

ebld4fae - 7dec - 11d0- a765- 00a0c9le6dab
-- XbCY

* MIME Multipart is defined inETF RFC 238 (http://www.fags.org/rfcs/rfc23Bhtml)

® The lack of a normative schema specification means that-séewer interfaces need to be manually created
and vaidated (i.e., automated interface generation and validation is not supported). This is not considered a
significantlimitation since the request/response interfaces are relatively simple to implement and validate.
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Content - Disposition: for mdata; name=ATi meSt amp"

2007 - 08- 30T10:20:34Z
-- XbCY
Content - Disposition: form -data; name=AUser Name"

hospa
-- XbCY
Content - Disposition: form -data; name=APassword"

8y6dt3dd2
-- XbCY
Content - Disposition: form -data; name=ASender | D"

HospitalA
-- XbCY
Cont ent - Disposition: form -data; name=fAReceiverl|l D"

PayerB
-- XbCY
Content - Disposition: form -data; name=ACORERul eVersi on"

20. 1
-- XbCY
Content - Disposition: form -data; name=fAPayl oad" filename="name. tXx

<contents of file go here -- 1674 bytes long as specifi ed above>
— XbCY--

4.2.1.2Realtime Response Message Structure {normative)

The following is an example of a Re@the response message using the HTTP MIME Multipart
envelope method. The portion of the request below that is colored in blue is the HTTP. Header
The remainder of the requesh@ded in light grgyis the body of the MIME Multipart message.

HTTP/1.1 200 OK
Content - Length: 2408

Content - Type: multipart/form - data; boundary=XbCY
-- XbCY
Content - Disposition: form -data; name=fAPayl oadTypehn

X12_271_0 04010X092A1

-- XbCY

Content - Disposition: form -data; name=AProcessingMode"
RealTime

-- XbCY

Content - Disposition: form -data; name=fAPayl oadl D"

f81d4fae - 7dec - 11d0- a765 - 00a0c91e6da6
-- XbCY
Content - Disposition: form -data; name

1
5

Ti meSt amp"

2007 - 08- 30T10:20:34 Z
-- XbCY

Content - Disposition: form -data; n ASender | D"

Q
=
®

Il
5

PayerB
-- XbCY

Content - Disposition: form -data; name Receiverl| D"

1
=13

HospitalA
-- XbCY
Content - Disposition: form -data; name=ACORERul eVersion"

20. 1
- XbCY
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Content - Disposition: form -data; name=d¢d&€rror C

Success
-- XbCY
Content - Disposition: form -data; name=0Error Messageo

None
-- XbCY
Content - Disposition: form -data; name=fAPayl oad" fil ename=

respons

<contents of file go here -- 1674 bytes long as specified above>
-- XbCY--

4.2.1.3BatchSubmissioMMessge Structure (nomormative)

The following is an example of a Batch Submission message using the HTTP MIME Multipart
envelope method. The HTTP Headers are shown colored in blue. The remainder of the request
(shaded in light grgyis the body of the MIME MlItipart message.

POST /coreleligibility HTTP/1.1
Host: server_host:server_port
Content - Length: 244508

Content - Type: multipart/form - data; boundary=XbCY
-- XbCY
Content - Disposition: form -data; name=fAPayl oadTypein

X12_BatchSubmissionMixed

-- XbCY

Content - Disposition: form -data; name=AProcessingMode"
Batch

-- XbCY

Content - Disposition: form -data; name=fAPayl oadl D"

f81ld4fae - 7dec- 11d0- a765 - 00a0d91e6fab
-- XbCY
Content - Disposition: form -data; name=ATi meSt amp"

2007 - 08- 30T10:20:34Z
-- XbCY

Content - Disposition: fom-dat a; name=fAUser Name"

=23

hospa
-- XbCY
Content - Disposition: form -data; name=APassword"

8y6dt3dd2
-- XbCY
Content - Disposition: form -data; name=ASender | D"

HospitalA
-- XbCY

Content - Disposition: form -data; name=fAReceiverl|l D"

=23

PayerB
-- XbCY
Content - Dispos ition: form -data; name=ACORERul eVersion"

20. 1
-- XbCY
Content - Disposition: form -data; name=fAChecksum"

6A3FE55946
-- XbCY
Content - Disposition: form -data; name-=

=13

Payl oad" filename="batch.'t

<contents of batch file go here>
-- XbCY--
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4.2.1.4Batch SubmissioResponsé/iessage Structure (narormative)

The following is an example af synchronous respontea Batch Submission request message
using the HTTP MIME Multipart envelope method. The HTTP Headers are shown colored in
blue. The remainder of the requesitgded in light grayis the body of the MIME Multipart
message.

HTTP/1.1 200 OK
Content - Length: 2408

Content - Type: multipart/form - data; boundary=XbCY
-- XbCY
Content - Disposition: form -data; name=fAPayl oadTypein

X12_BatchSubmissionReceived

-- XbCY

Content - Disposition: form -data; name=fAiProcessingMode"
Batch

-- XbCY

Content - Disposition: form -data; name=fAPayl oadl D"

f81d4fae - 7dec - 11d0- a765 - 00a0c91le6dab
-- XbCY
Content - Disposition: form -data; name=ATi meSt amp"

2007 - 08- 30T10:20:34Z
-- XbCY
Content - Disposition: fom-data; name=AiSender | D"

PayerB
-- XbCY
Content - Disposition: form -data; name=fAReceiverl|l D"

HospitalA
-- XbCY
Content - Disposition: form -data; name=ACORERul eVersion"

20. 1
-- XbCY
Content - Disposition: form -data; name=AError Code"

Success
-- XbCY
Content - Disposition: form -data; name=0Error Messageo

None
-- XbCY--

4.2.1.5Batch Submission Acknowledgement Retrieval Request Message Structure (non
normative)

The following is an example of a Batch Submission Acknowledgement Retrieval request
message using the HTTP ME Multipart envelope method. The HTTP Headers are shown
colored in blue. The remainder of the request (shaded in light gray) is the body of the MIME
Multipart message.

POST /core/eligibility HTTP/1.1

Host: server_host:server_port

Content - Length: 244508

Content - Type: multipart/form - data; boundary=XbCY

-- XbCY
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Content - Disposition: form -data; name=fAPayl oadTypehn

X12_BatchSubmissionAckRetrieval

-- XbCY

Content - Disposition: form -data; name=fAiProcessingMode"
Batch

-- XbCY

Content - Disposition: form -dat a; n ®mxyeadd"

f81ld4fae - 7dec - 11d0- a765 - 00a0d91e6fab

-- XbCY

Content - Disposition: form -data; name=ATi meSt amp"

2007 - 08- 30T10:20:34Z
-- XbCY
Content - Disposition: form -data; name=fAUser Name"

hospa
-- XbCY
Content - Disposition: form -data; name=fAPassword"

8y6dt3d d2
-- XbCY
Content - Disposition: form -data; name=fASender | D"

HospitalA
-- XbCY
Content - Disposition: form -data; name=fAReceiverl| D"

PayerB
-- XbCY
Content - Disposition: form -data; name=ACORERul eVersion"

2,01
- XbCY--

4.2.1.6Batch Submission Acknowledgement Reafi®@esponse Message Structure (non
normative)

The following is an example of a Batch Submission Acknowledgement Retrieval Response
message using the HTTP MIME Multipart envelope method. The HTTP Headers are shown
colored in blue. The remainder of the regu(shaded in light gray) is the body of the MIME
Multipart message.
HTTP/1.1 200 OK

Content - Length: 2408
Content - Type: multipart/form - data; boundary=XbCY

-- XbCY
Content - Disposition: form -dat a; name

I}
=13

Payl oadTypeh

X12 997
-- XbCY
Content - Disposition: f oom-dat a; name

I}
=13

ProcessingMode"

Batch
-- XbCY
Content - Disposition: form -data; name-=

=13

Payl oadl D"

f81d4fae - 7dec - 11d0- a765 - 00a0c91le6dab
-- XbCY
Content - Disposition: form -data; name

I}
=13

Ti meSt amp"

2007 - 08- 30T10:20:34Z
-- XbCY
Content - Disposition: form -data;nam e=nAnSender | D"

PayerB
-- XbCY
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Content - Disposition: form -data; name=fAReceiverl| D"

HospitalA
-- XbCY
Content - Disposition: form -data; name=ACORERul eVersion"

2.0.1
-- XbCY
Content - Disposition: form -data; name=fAError Code"

Success
-- XbCY
Content - Disposition: f oom-dat a; name=0Error Messageo

None
-- XbCY
Content - Disposition: form -data; name=AChecksum"

6A3FE55946
-- XbCY
Content - Disposition: form -data; name-=

=23

Payl oad997.ftixltdiname="

<contents of batch file go here>
— XbCY--

4.2.1.7BatchResultsRetrievalRequesMessage Structure (namormative)

The following is an example of a BatBlesultsRetrieval request message using the HTTP
MIME Multipart envelope method. The HTTP Headers are shown colored in blue. The
remainder of the requesthiaded in light grgyis thebody of the MIME Multipart message.

POST /coreleligibility HTTP/1.1
Host: server_host:server_port
Content - Length: 244508

Content - Type: multipart/form - data; boundary=XbCY
-- XbCY
Content - Disposition: form -data; name=fAPayl oadTypehn

X12_Batch Results Retrie val

-- XbCY

Content - Disposition: form -data; name=AProcessingMode"
Batch

-- XbCY

Content - Disposition: form -data; name=fAPayl oadl D"

f81ld4fae - 7dec- 11d0- a765 - 00a0d91e6fab
-- XbCY
Content - Disposition: form -data; name=ATi meSt amp"

2007 - 08- 30T10:20:34Z
-- XbCY
Content - Disposition: form -data; name=AUser Name"

hospa
-- XbCY
Content - Disposition: form -data; name=fAPassword"

8y6dt3dd2
-- XbCY
Content - Disposition: form -data; name=fASender | D"

HospitalA
-- XbCY
Content - Disposition: form -data; name=fAReceiverl D"

PayerB

© CAQH 20®

Page22 of 67



CORE 270: Phase Il Connectivity Rule

version 2.0.1

- XbCY

Content - Disposition: form -data; name=ACORERul eVersion"

20. 1
-- XbCY--

4.2.1.8BatchResultRetrieval Response Message Structure {mamative)

The following is an example of a Batch Retrieval Response message using the HTTP MIME
Multipart envelope methtb The HTTP Headers are shown colored in blue. The remainder of the

requestghaded in light grgyis the body of the MIME Multipart message.

HTTP/1.1 200 OK
Content - Length: 2408

Content - Type: multipart/form - data; boundary=XbCY

-- XbCY
Content - Disposition :foom -data; name=

|
=23

Payl oadTypein

X12_BatchResults
-- XbCY

Content - Disposition: form -data; name=AProcessingMode"
Batch

-- XbCY

Content - Disposition: form -data; name=fAPayl oadl D"

f81d4fae - 7dec- 11d0- a765 - 00a0c91e6da6
-- XbCY
Content - Disposition: form -data;n ame=AT

me St amp "

2007 - 08- 30T10:20:34Z
-- XbCY

Content - Disposition: form -data; name Sender | D"

1
=23

PayerB
-- XbCY

Content - Disposition: form -data; name Recei verl| D"

1
=23

HospitalA
-- XbCY
Content - Disposition: form -data; name=ACORERul eVersi on"

1
5

20. 1
-- XbCY

Content - Disposition: form -dat a; name Error Code"

1
=23

Success
-- XbCY
Content - Disposition: form -data; name

1
o

Error Messageo

Content - Disposition: form -data; name Checksum"

1
5

6A3FES5946
-- XbCY
Content - Disposition: form -data; name

1
=13

<contents of batch file go here>
-- XbCY--

Payl oad" fixtemame="batch.'t
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4.2.1.9Batch Results Acknowledgem&uibmissiomMessage Structure (nemormative)

The following is an example of a Batch Results Acknowledger8abmissionmessage using
the HTTP MIME Multipart envelope methodh& HTTP Headers are shown colored in blue.
The remainder of the request (shaded in light gray) is the body of the MIME Multipart message.

POST /coreleligibility HTTP/1.1

Host: server_host:server_port

Content - Length: 244508

Content - Type: multipart/form - dat a; boundary=XbCY

-- XbCY
Content - Disposition: form -data; name=fAPayloadTypein

X12_997
-- XbCY
Content - Disposition: form -data; name=AProcessingMode"

Batch
-- XbCY
Content - Disposition: form -data; name=fAPayl oadl D"

f81ld4fae - 7dec- 11d0- a765 - 00a0d91e6fab
-- XbCY
Content - Disposition: form -data; name=ATi meSt amp"

2007 - 08- 30T10:20:34Z
-- XbCY
Content - Disposition: form -data; name=AUser Name"

hospa
-- XbCY
Content - Disposition: form -data; name=APassword"

8y6dt3dd2
-- XbCY
Content - Disposition: form -data; name=IB@DSender

HospitalA
-- XbCY
Content - Disposition: form -data; name=fAReceiverl| D"

PayerB
-- XbCY
Content - Disposition: form -data; name=ACORERul eVersion"

2.0.1
-- XbCY
Content - Disposition: form -data; name=AChecksum"

6A3FE55946
-- XbCY
Content - Disposition: form -dat a ; name=APayl oad"997.itl xetnfia me ="

<contents of batch file go here>
-- XbCY--

4.2.1.10 Batch Results Acknowledgem&utomissioliResponse Message Structure (on
normative)

The following is an example of a Batch Results AcknowledgenseriimissionResponse
messag using the HTTP MIME Multipart envelope method. The HTTP Headers are shown
colored in blue. The remainder of the request (shaded in light gray) is the body of the MIME
Multipart message.
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HTTP/1.1 200 OK
Content - Length: 2408

Content - Type: multipart/form - data; boundary=XbCY
-- XbCY
Content - Disposition: form -data; name=fAPayloadTypein

X12_ResultsAckReceived

-- XbCY

Content - Disposition: form -data; name=AProcessingMode"
Batch

-- XbCY

Content - Disposition: form -data; name=fAPayl oadl D"

f81d4fae - 7dec - 11d0- a765 - 00a0d91e6fab
-- XbCY
Content - Disposition: form -data; name=ATi meSt amp"

2007 - 08- 30T10:20:34Z
-- XbCY
Content - Disposition: form -data; name=fASender | D"

PayerB
-- XbCY
Content - Disposition: form -data; name=fAReceiverl| D"

HospitalA
-- XbCY

Content - Disposition: f om-dat a; name=ACORERuUl eVersion"

=23

2.0.1
-- XbCY

- XbCY--

4.2.1.11Envelope Processing Error Message Structure {nommative)

The following is an example of an Envelope Processing Error message using the HTTP MIME
Multipart envelope method. The HTTP Headersstn@wvn colored in blue. The remainder of the
requestghaded in light gragyis the body of the MIME Multipart message.

HTTP/1.1 200 OK
Content - Length: 2408

Content - Type: multipart/form - data; boundary=XbCY

-- XbCY

Content - Disposition: form -data; nameafifFyyplead
COREEnNvelopeError

-- XbCY

Content - Disposition: form -data; name=AProcessingMode"
RealTime

-- XbCY

Content - Disposition: form -data; name=fAPayl oadl D"

f81ld4fae - 7dec- 11d0- a765 - 00a0a9le6fab
-- XbCY
Content - Disposition: form -data; name=ATi meSt amp"

2007- 08- 30T10:20:34Z

-- XbCY

Content - Disposition: form -data; name=fASender | D"
PayerB

-- XbCY

Content - Disposition: form -data; name=AReceiverl| D"
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HospitalA
-- XbCY
Content - Disposition: form -data; name=ACORERul eVersi on"

201
-- XbCY
Content - Disposition: form -dat a; name=AError Code"

VersionMismatch
-- XbCY
Content - Disposition: form -data; name=0Error Messageo

Expected Version X, received version Y
-- XbCYd

4.2.1.12Payload Attachment Handling

ThePayload must be sent as a MIME Multipart attachment for bothtiRealas vell as Batch
transactions.

4.2.2 Specifications for SOAP + WSDL (normativé) (Envelope Standard B)

This sectiordefinesthe SOAP+WSDL envelope method for CORE Phase Il Connectivity. The
XML Schema that is defined below is used within the Web Services Defihiioguage
(WSDL) specification.

Note The terms SOAP, WSDL, MTOM, Normative and Noormative are defined idppendix
86.1 Abbreviations and Definitions used in this Rule

4.2.2.1CORE Phase Il Connectivity XML Schema Specification (normative)

The CORE Phase lbpliant XML Schema Specification file name below is called
CORERule2.0.1.xs@nd is available dtttp://www.cagh.org/SOAP/WSDL/CORERule2.0.1.xsd
This schema hagnelements, each represieig a type of request or response message envelope:

¢ Realtime Request Schema (Element nam@@REEnvelopeRealTimeReqlest

¢ Realtime Response (Element nam&€®REENvelopeRealTimeRespgnse

e Batch Submission (Element nameC©®REEnNnvelopeBatchSubmission

e Batch Submission Response (Element nan@OREEnvelopeBatchSubmissionResppnse

e Batch Submission Acknowledgement Retrieval Request (Element name is
COREEnNvelopeBatchSubmissionAckRetrievalReguest

e Batch Submission Acknowledgement Retrieval Response (Elemaetisa
COREEnNvelopeBatchSubmissionAckRetrievalResponse

e Batch Results Retrieval Request (Element name is
COREEnNvelopeBatchResultsRetrievalRequest

e Batch Results Retrieval Response (Element name is
COREEnNvelopeBatchResultsRetrievalResponse

e Batch Results AakowledgemenSubmissior(Element name is
COREEnNvelopeBatchResults&cbmission

6 See §6.1 Abbreviatiorend Definitions sed in this Rule for a definition of Normative.
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e Batch Results AcknowledgemeBtibmissiorResponse (Element name is
COREEnNvelopeBatchResults&clbmissioriResponse

<?xml version="1.0"?>

<xs:schema xmins:xs =" http://www.w3.0rg /2001/XMLSchema "
xmlins =" http://www.cagh.org/SOAP/WSDL/CORERule2.0. 1.xsd "
targetNamespace =" http://www.cagh.org/SOAP/WSDL/CORERule2.0. 1.xsd ">

<xs:element  name=" COREEnvelopeRealTimeRequest ">
<xs:complexType >
<xs:sequence >
<xs:element name=" PayloadT ype" type ="xs:string "/>
<xs:element  name="ProcessingMode " type =" RealTimeMode "/>
<xs:element  name="PayloadlID " type ="xs:string "/>
<xs:element  name="TimeStamp " type ="xs:string "/>
<xs:element  name="SenderlD " type ="xs:string "/>
<xs:element = name="ReceiverID " type ="xs:string "/>
<xs:element  name=" CORERuleVersion " type ="xs:string "/>
<xs:element  name="Payload " type ="xs:string "/>
</ xs:sequence >
</ xs:complexType >
</ xs:element >
<xs:element  name=" COREEnvelopeRealTimeResponse ">
<xs:com plexType >
<xs:sequence >
<xs:element  name=" PayloadType type ="xs:string "/>
<xs:element = name="ProcessingMode " type =" RealTimeMode "/>
<xs:element  name="PayloadlID " type ="xs:string "/>
<xs:element  name="TimeStamp " type ="xs:string "/>
<xs:ele ment name="SenderID " type ="xs:string "/>
<xs:element  name="ReceiverlD " type ="xs:string "/>
<xs:element  name=" CORERuleVersion " type ="xs:string "/>
<xs:element  name="Payload " type ="xs:string " minOccurs ="0"/>
<xs:element  name="ErrorCode " type ="xs:string " minOccurs ="0"/>
<xs:element  name="ErrorMessage " type ="xs:string " minOccurs ="0"/>
</ xs:sequence >
</ xs:complexType >
</ xs:element >
<xs:element  name=" COREEnvelopeBatchSubmission ">
<xs:complexType >
<xs:sequence>
<xs:element name="Pa  yloadType" type="xs:string"/>
<xs:element name="ProcessingMode" type="BatchMode"/>
<xs:element name="PayloadID" type="xs:string"/>
<xs:element name="PayloadLength" type="xs:int" />
<xs:element name="TimeStamp" type="xs:string"/>
<xs:ele ment name="SenderID" type="xs:string"/>
<xs:element name="ReceiverID" type="xs:string"/>
<xs:element name="CORERuleVersion" type="xs:string"/>
<xs:element name="CheckSum" type="xs:string" />
<xs:element name="Payload" type="xs:base64Binary" />
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="  COREEnvelopeBatchSubmissionResponse ">
<xs:complexType>
<xs:sequence>
<xs:element name="PayloadType" type="xs:string"/>

<xs:element name="ProcessingMode" type="BatchMode ">
<xs:element name="PayloadID" type="xs:string"/>
<xs:element name="PayloadLength" type="xs:int" minOccurs ="0"/>

<xs:element name="TimeStamp" type="xs:string"/>
<xs:element name="SenderID" type="xs:string"/>
<xs:element name="Receiver ID" type="xs:string"/>
<xs:element name="CORERuleVersion" type="xs:string"/>
<xs:element name="CheckSum" type="xs:string" minOccurs="0"/>
<xs:element name="Payload" type="xs:base64Binary" minOccurs="0"/>
<xs:element name="ErrorCode" type="x s:string” minOccurs="0"/>
<xs:element name="ErrorMessage" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
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</xs:element>
<xs:element name="  COREEnvelopeBatchSubmissionAckRetrievalRequest ">
<xs:complexType>
<xs:sequence>
<xs:element name="PayloadType" type="xs:string"/>
<xs:element name="ProcessingMode" type="BatchMode"/>
<xs:element name="PayloadID" type="xs:string"/>
<xs:element nhame="PayloadLength" type="xs:int" minOccurs="0"/>
<xs:element name="TimeStam p" type="xs:string"/>
<xs:element name="SenderID" type="xs:string"/>
<xs:element name="Receiver|D" type="xs:string"/>
<xs:element name="CORERuleVersion" type="xs:string"/>
<xs:element name="CheckSum" type="xs:string" minOccurs="0"/>
<xs :element name="Payload" type="xs:base64Binary" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="  COREEnvelopeBatchSubmissionAckRetrievalResponse ">
<xs:complexType>
<xs:sequence>
<xs:element name="PayloadType" type="xs:string"/>
<xs:element name="ProcessingMode" type="BatchMode"/>
<xs:element name="PayloadID" type="xs:string"/>
<xs:element name="PayloadLength" type="xs:int" minOccurs
<xs:element name="TimeStamp" type="xs:string"/>
<xs:e lement name="SenderID" type="xs:string"/>
<xs:element name="ReceiverID" type="xs:string"/>
<xs:element name="CORERuleVersion" type="xs:string"/>
<xs:element name="CheckSum" type="xs:string" minOccurs="0"/>
<xs:element name="Payload" type="x s:base64Binary" minOccurs
<xs:element name="ErrorCode" type="xs:string" minOccurs="0"/>
<xs:element name="ErrorMessage" type="xs:string" minOccurs="0"/>
</xs:sequence>
<I/xs:complexType>
</xs:element>
<xs:element name="  COREEnvelopeBatchResultsRetrievalRequest ">
<xs:complexType>
<xs:sequence>
<xs:element name="PayloadType" type="xs:string"/>
<xs:element name="ProcessingMode" type="BatchMode"/>
<xs:element name="PayloadID" type="xs:string"/>
<xs:element name="Pa  yloadLength" type="xs:int" minOccurs="0"/>
<xs:element name="TimeStamp" type="xs:string"/>
<xs:element name="SenderID" type="xs:string"/>
<xs:element name="ReceiverID" type="xs:string"/>
<xs:element name="CORERuleVersion" type="xs:string"/>
<xs:element name="CheckSum" type="xs:string" minOccurs="0"/>
<xs:element name="Payload" type="xs:base64Binary" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="  COREEnvelopeBatchResultsRetrievalResponse ">
<xs:complexType>
<xs:sequence>
<xs:element name="PayloadType" type="xs:string"/>
<xs:element name="ProcessingMode" type="BatchMode"/>
<xs:element name="PayloadID" type="xs:string"/>
<xs:element name="PayloadLength" type="xs:int" minOccurs
<xs:element name="TimeStamp" type="xs:string"/>
<xs:element name="SenderID" type="xs:string"/>
<xs:element name="ReceiverID" type="xs:string"/>
<xs:element name="CORERuleVersion" type="xs:string"/>
<xs:element name="CheckSum" type= "xs:string" minOccurs="0"/>
<xs:element name="Payload" type="xs:base64Binary" minOccurs
<xs:element name="ErrorCode" type="xs:string" minOccurs="0"/>
<xs:element name="ErrorMessage" type="xs:string" minOccurs="0"/>
</xs:sequence>
</x s:complexType>
</xs:element>
<xs:element name="  COREEnvelopeBatchResultsAck  Submission ">
<xs:complexType>
<xs:sequence>
<xs:element name="PayloadType" type="xs:string"/>

="0"/>

="0"/>

= 0"/>

="0"/>
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</xs :schema>

<xs:element name="ProcessingMode" type="BatchMode"/>
<xs:eleme nt name="PayloadID" type="xs:string"/>
<xs:element nhame="PayloadLength" type="xs:int" minOccurs="0"/>
<xs:element name="TimeStamp" type="xs:string"/>
<xs:element name="SenderID" type="xs:string"/>
<xs:element name="ReceiverID" type="xs:stri ng"/>
<xs:element name="CORERuleVersion" type="xs:string"/>
<xs:element name="CheckSum" type="xs:string" minOccurs="0"/>
<Ixs:sequence>
</xs:complexType>
</xs:element>
<xs :element name="  COREEnvelopeBatchResultsAck  Submission Response ">
<xs:complexType>
<xs:sequence>
<xs:element name="PayloadType" type="xs:string"/>
<xs:element name="ProcessingMode" type="BatchMode"/>
<xs:element name="PayloadID" type="xs:stri ng"/>
<xs:element name="PayloadLength" type="xs:int" minOccurs ="0"/>
<xs:element name="TimeStamp" type="xs:string"/>
<xs:element nhame="SenderID" type="xs:string"/>
<xs:element name="ReceiverID" type="xs:string"/>
<xs:element name="CORER uleVersion" type="xs:string"/>
<xs:element name="CheckSum" type="xs:string" minOccurs="0"/>
<xs:element name="Payload" type="xs:base64Binary" minOccurs ="0"/>

nAn

nAn

<xs:element name="Er rorMessage" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
<Ixs:element>
<xs:simpleType name="RealTimeMode">
<xs:restriction base="xs:string">
<xs:pattern value="RealTime"/>
<Ixs:restriction>
<Ixs:simpleType>
<xs:simpleType name="BatchMode">
<xs:restriction base="xs:string">
<xs:pattern value="Batch"/>
<Ixs:restriction>
</xs:simpleType>

4.2.2.2CORE Phase Il Connectivity Web Services Definition Language (WSDL) Specification

(normative)

The CORE Phase Il Connectivity Web Services Definition Language (WSDL) file below is
calledCORERule2.0.1.wsdhnd is available at
www.cagh.org/SOAP/WSDL/CORERule2.0.1.wEdé WSDL below makes usé the XML

Schema (CORERule21xsd) as specified in 84.2.2.1. Within this WSDL the following types of
messages are defined:

Realtime RequesMessage (Message namd&salTimeRequestMessage
Realtime Response Message (Message narReaTimeResponseMesspge
Batch Submission Request Message (Message ndBag¢cisSubmissionMessgge

Batch Submission Response Message (Message name is
BatchSubnssionResponseMessage

Batch Submission Acknowledgement Retrieval Request (Message name is
BatchSubmissionAckRetrievalRequestMegsage

Batch Submission Acknowledgement Retrieval Response (Message name is
BatchSubmissionAckRetrievalResponseMe$sage
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Batch Reslis Retrieval Request Message (Message name is
BatchResultsRetrievalRequestMesgage

Batch Results Retrieval Response Message (Message name is
BatchResultsRetrievalResponseMessage

Batch Results AcknowledgemestibmissiorMessage (Message name is
BatchResusAckKubmissioNessage

Batch Results AcknowledgemeBtibmissiorResponse Message (Message name is
BatchResultsAdubmissioResponseMessage

Using the above message definitions, the following types of transactions are defined:

e Realtime Transaction (Opetian name iRealTimeTransaction
e Batch Submit Transaction (Operation namBaschSubmitTransaction
e Batch Submit Acknowledgement Retrieval Transaction (Operation name is
BatchSubmitAckRetrievalTransact)on
e Batch Results Retrieval Transaction (Operatiomeds
BatchResultsRetrievalTransactjon
e Batch Results Adlowledgement Transaction (Operation name is
BatchResultsA&ubmiTransaction)
<?xml version="1.0" encoding="UTF - 8"?>
<wsdl:definitions xmIns:CORE =" http://www.cagh.org/SOAP/WSDL/

xmins:soapl2 =" ht tp://schemas.xmlsoap.org/wsdl/soap12/

xmins:xsd =" http://www.w3.0rg/2001/XMLSchema

xmins:soap =" http://schemas.xmlsoap.org/wsdl/soap/

xmins:wsdl =" http://schemas.xmlsoap.org/wsdl/

xmins:CORE - XSE=" http://www.cagh.org/SOAP/WSDL/CORERule2.0. 1.xsd "

xmlns =" http://schemas.xmlsoap.org/wsdl/ "

name=" CORE

targetNamespace =" http://www.cagh.org/SOAP/WSDL/ ">
<wsdlitypes >

<xsd:schema xmins =" http://schemas.xmlsoap.org/wsdl/

elementFormDefault =" qualified
targetNamespace =" http://ww  w.cagh.org/SOAP/WSDL/ ">
<xsd:import namespace =" http://www.cagh .org/SOAP/WSDL/CORERule2.0. 1.xsd "

schemalocation =" http://www.cagh.org/SOAP/WSDL/ CoreRule2.0.1 .xsd "/>

</ xsd:schema >
</ wsdl:types >
<wsdl:message name=" RealTimeRequestMessage ">

<wsdl:part name="body " element =" COREXSD:COREEnvelopeRealTimeRequest "/>
</ wsdl:message >
<wsdl:message name=" RealTimeResponseMessage ">

<wsdl:part name="body " element =" COREXSD:COREEnvelopeRealTimeResponse "/>
</ wsdl:message >
<wsdl:message name="Batch SubmissionMessage ">

<wsdl:part name="body " element =" COREXSD:COREEnvelopeBatchSubmission "/>
</ wsdl:message >
<wsdl:message name=" BatchSubmissionResponseMessage ">

<wsdl:part name="body " element =" COREXSD:COREEnvelopeBatchSubmissionResponse ">
</ wsdl:m essage >

<wsdl:message = name=" BatchSubmissionAckRetrievalRequestMessage ">
<wsdl:part name=" body "
element =" CORE XSD:COREEnvelopeBatchSubmissionAckRetrievalRequest ">
</ wsdl:message >
<wsdl:message name=" BatchSubmissionAckRetriev alResponseMessage ">
<wsdl:part name=" body "
element =" CORE XSD:COREEnvelopeBatchSubmissionAckRetrievalResponse ">

</ wsdl:message >

© CAQH 20® Page30of 67




CORE 270: Phase Il Connectivity Rule version 2.0.1

<wsdl:message = name=" BatchResultsRetrievalRequestMessage ">
<wsdl:part name=" body "
element =" CORE XSD:COREEnvelopeBatchResultsRetrievalRequest ">
</ wsdl:message >
<wsdl:message = name=" BatchResultsRetrievalResponseMessage ">
<wsdl:part name="body "
element =" CORE XSD:COREEnvelopeBatchResultsRetrievalResponse ">
</ wsdl:message >
<wsdl:message name=" BatchResultsAck  Submission Message ">
<wsdl:part name="body " element =" COREXSD:COREEnvelopeBatchResultsAck  Submission "/>
</ wsdl:message >
<wsdl:message name=" BatchResultsAck  Submission ResponseMessage ">
<wsdl:part name="body " element =" COREXSD:COREEnvelopeBatchResultsAck  Submission Response "/>
</ wsdl:message >
<wsdl:portType name=" CORETransactions ">
<wsdl:operation name=" RealTimeTransaction ">
<wsdl:input message =" CORE:RealTimeRequestMessage "/>
<wsdl:output message=" CORE:RealTimeResponseMessage "/>
</ wsdl:operation >
<wsdl:operation name=" BatchSubmitTransaction ">
<wsdl:input message =" CORE:BatchSubmissionMessage "/>
<wsdl:output message =" CORE:BatchSubmissionResponseMessage  "/>
</ wsdl:operation >
<wsdl:opera tion name="BatchSubmitAckRetrievalTransaction ">
<wsdl:input message =" CORE:BatchSubmissionAckRetrievalRequestMessage ">
<wsdl:output message =" CORE:BatchSubmissionAckRetrievalResponseMessage ">
</ wsdl:operation >
<wsdl:operation name="BatchResultsRe trievalTransaction">
<wsdl:input message="CORE:BatchResultsRetrievalRequestMessage"/>
<wsdl:output message="CORE:BatchResultsRetrievalResponseMessage"/>
</wsdl:operation>

<wsdl:operation name="BatchResultsAck Submit Transaction">
<wsdl:input message="CORE:BatchResultsAck Submission Message"/>
<wsdl:output message="CORE:BatchResultsAck Submission ResponseMessage"/>

</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="CoreSoapBinding" type="CORE:CORETransactions">
<soapl2:bindin g style="document"
transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="RealTimeTransaction">
<soapl2:operation soapAction="RealTimeTransaction" style="document"/>
<wsdl:input>
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="BatchSubmitTransaction">
<soapl2:operation soapAction="BatchSubmitTransaction" style="document"/>
<wsdl:input>
<soapl2:body use="litera I"/>
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="BatchSubmitAckRetrievalTransaction">
<soapl2:operation
soapAction="BatchSubmitAckRetrievalT ransaction” style="document"/>
<wsdl:input>
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="BatchResultsRetrievalTransaction">
<soapl2:0 peration
soapAction="BatchResultsRetrievalTransaction" style="document"/>
<wsdl:input>
<soapl2:body use="literal"/>
</wsdl:input>
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<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>

<wsdl:operation name="BatchResultsAck Submit Transaction">
<soapl2:operation
soapAction="BatchResultsAck Submit Transaction" style="document"/>
<wsdl:input>

<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="Core">
<wsdl:port name="CoreSoapPort" binding="CORE:CoreSoapBinding">
<soapl2:address locat ion="http://URL_OF_WEB_SERVICE "/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

The following sections show Request and Response messages using the SOAP envelope, based
on the WSDL schemas defined aboVbe SOAP Realime Request/Response examples below

are nornormative. They arebased on the reatorld examples provided by CORE participants,

but have been updated to use the Co&tommended metadata that is part of CORE Phase I
Connectivity.

4.2.2.3Realtime Request Message Structure @nonmative)

The Reattime Request message sturet shown belovgpecifiesSOAP 1.2 SOAP version 1.2
must be implemented by all Serversis shows the following components:

1. The HTTP Headers are shown colored in blue.

2. The WSSecurity Username and Password token (shown here with a pink background) is
added to the SOAP Header by the platform on
Web-Services Security Extensions may be configured to insert these tokens.

3. The portion of the SOAP envelope colored in green has the remaining metadata that is
defined as panf the CORE Phase Il Connectivity Ru{€ee §4.4)

" A non-normative description is informational only. S86.1 Abbreviations and Definitions Used in this
Rule.
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POST /corel/eligibility HTTP/1.1
Host: server_host:server_port
Content - Type: application/soap+xml; charset=UTF - 8; action="RealTimeTransaction"

<soapenv:Envelope xmIns:soapenv="http://www.w3.0rg/2003/05/s oap- envelope">
<soapenv:Header >
<wsse:Security

xmins:wsse =" http://docs.oasis - open.org/wss/2004/01/oasis - 200401 - wss- wssecurity - secext -
1.0.xsd " soapenv:mustUnderstand ="true ">
<wsse:UsernameToken  xmlins:wsu =http://docs.oasis - open.org/wss/2004/01/oasis - 200401 - wss-

wssecurity - utility -1.0.xsd  wsu:ld ="UsernameToken - 21621663 ">
<wsse:Username >bob</ wsse:Username >
<wsse:Password  Type =" http://docs.oasis - open.org/wss/2004/ 0l/oasis -200401 - wss- username -
token - profile - 1.0#PasswordText "> bobPW&/ wsse:Password >
</ wsse:UsernameToken >
</ wsse:Security >
</ soapenv:Header >
<soapenv:Body>
<ns1l:COREEnvelopeRealTimeRequest
xmins:ns1="http://www.cagh.org/SOAP/WSDL/CORERule2.0. 1.xsd">
<PayloadType>X12_270_004010X092A1</PayloadType>
<ProcessingMode>RealTime</ProcessingMode>
<PayloadlD>f81d4fae - 7dec - 11d0 - a765 - 00a0c91e6bf6</PayloadlD>
<TimeStamp>2007 - 08- 30T10:20:34Z</TimeStamp>
<SenderlD>HospitalA</Sender|D>
<ReceiverID>PayerB< /Receiver|D>
<CORERuleVersion> 2.0.1 </CORERuleVersion>
<Payload> <! [CDATA[ISA*00* *00* *ZZ*NEHEN780 *ZZ*NEHENO03 ...IEA*1*000000031]]></Payload>
</ns1:COREEnvelopeRealTimeRequest>
</soapenv:Body>
</soapenv:Envelope>

4.2.2.4Realtime Response Messa§tructure (nomormative)

The Realtime Response message structure shown bepeeifiesSOAP 1.2. The HTTP Header

is shown in blue. The remainder of the request is the SOAP Envelope. The portion of the SOAP
envelope colored in green has the metadatagditefined as part of the CORE Phase II
Connectivity Rule(See §4.4)

HTTP/1.1 200 OK
Content - Type: a pplication/soap+xml;
action="http://www.cagh.org/SOAP/WSDL/CORETransactions/RealTimeTransactionResponse";charset=UTF -8

<soapenv:Envelope xmins:soapenv="http://www.w3.0rg/2003/05/soap - envelope">
<soapenv:Body>
<ns1:COREEnvelopeRealTimeResponse
xmins:ns1=" " http://www.cagh.org/SOAP/WSDL/CORERule2.0. 1.xsd">
<PayloadType>X12_271 004010X092A1</PayloadType>
<ProcessingMode>RealTime</ProcessingMode>
<PayloadlD>a81d44ae - 7dec- 11d0- a765- 00a0c91e6bal</PayloadlD>
<TimeStamp>2007 - 08- 30T10:20:34Z</TimeStamp>
<SenderlD>PayerB</SenderlD>
<ReceiverID>HospitalA</Receiver|D>
<CORERuleVersion> 2.0.1 </CORERuleVersion>
<Payload> <! [CDATA[ISA*00* *00* *ZZ*NEHEN780 *ZZ*NEHENO003
...|EA*1*000000031]]></Payload>
<ErrorCode>Success</ErrorCode>
<Erro rMessage></ErrorMessage>
</ns1l:COREEnvelopeRealTimeResponse>
</soapenv:Body>
</soapenv:Envelope>
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4.2.2.5BatchSubmissioMessage (nomormative)

The Batch Submission message structure shown tsdewifiesSOAP 1.2, and also uses
MTOM (See 86.1)o senl the payload file. This shows the following:

1. The HTTP Headers are shown colored in blue.

2. The WSSecurity Username and Password token (shown here with a pink background) is
added to the SOAP Header by the platform on
Web-Services Security Extensions may be configured to insert these tokens.

3. The portion of the SOAP envelope colored in green has the metadata that is defined as part
of the CORE Phase Il Connectivity Ru{See §4.4)

4. The Batch file (MTOM attachment) gdown colored in orange.

POST/core/eligibilityBatch HTTP/1.1

Content - Type: multipart/related; boundary=MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614;
type="application/xop+xml"; start="0.urn:uuid:5117AAE1116EA8B87A1200060184615@apache.org"; start -
inf o="application/soap+xml"; action="BatchSubmitTransaction"

-- MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614

Content - Type: application/xop+xml; charset=UTF - 8; type="application/soap+xml"
Content - Transfer - Encoding: binary

Content - ID: <0.urn:uuid:5117AA E1116EA8B87A1200060184615@apache.org>

<soapenv:Envelope xmlIns:soapenv="http://www.w3.0rg/2003/05/soap - envelope">
<soapenv:Header >
<wsse:Security xmins:wsse =" http://docs.oasis - open.org/wss/2004/01/oasis - 200401 - wss-
wssecurity - secext -1.0.xsd " soapenv:mustUnd erstand ="true ">
<wsse:UsernameToken  xmins:wsu =" http://docs.oasis - open.org/wss/2004/01/oasis - 200401 - wss-

wssecurity - utility -1.0xsd " wsu:ld ="UsernameToken - 21621664 ">
<wsse:Username >bob </ wsse:Username >
<wsse:Password  Type =" http://docs.oasis - open.org/wss/2004/ 0l/oasis - 200401 - wss- username -
token - profile - 1.0#PasswordText "> bobPW</ wsse:Password >
</ wsse:UsernameToken >
</ wsse:Security >
</ soapenv:Header >
<soapenv:Body>
<ns1l:COREEnvelopeBatchSubmission
xmins:ns1="http://www.cagh.org/SOAP/WSDL/CORERule2.0. 1.xsd">
<Payl oadType>X12_BatchSubmissionMixed</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadID>f81d4fae - 7dec - 11d0- a765 - 00a0c91e6bf6</PayloadlD>
<PayloadLength>1551254</PayloadLength>
<TimeStamp>2007 - 08- 30T10:20:34Z</TimeStamp>
<SenderlD> HospitalA </SenderlD>
<ReceiverID> PayerB </ReceiverlD>
<CORERuleVersion>2.0. 1</CORERuleVersion>
<CheckSum>43B8485AB5 </CheckSum>

<Payload>

<xop:Include

href="cid:1.urn:uuid:5117AAE1116EA8B87A1200060184692@apache.org"

xmins:xop="http://www.w3.0rg/2004/ 08/xop/include" />
</Payload>

</ns1l:COREEnvelopeBatchSubmission>
</soapenv:Body>
</soapenv:Envelope>

-- MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614

Content - Type: image/jpeg

Content - Transfer - Encoding: binary

Content - ID: <1.urn:uuid:5117AAE 1116EA8B87A1200060184692 @apache.org>

<Mixed batch file>

-- MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614  --
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4.2.2.6Batch SubmissioResponsé&lessage (nomormative)

The Batch Submission Response message structure shownspeloiesSOAP 1.2 and
MTOM. This shows the following:

1. The HTTP Headers are shown colored in blue.

2. The portion of the SOAP envelope colored in green has the metadata that is defined as part
of the CORE Phase Il Connectivity Ru({&ee 84.4)

HTTP/1.1 200 OK

Server: Apache - Coyote/1.1

Content - Type: multipart/related; boundary=MIMEBoundaryurn_uuid_0B72121B1FEFA9BDD31200060195339;
type="application/xop+xml"; start="0.urn:uuid:0B72121B1FEFA9BDD31200060195340@apache.org"; start
info="application/soap+xml";

action="http://www.cagh.org/SOAP/WSD L/CORETransactions/BatchSubmitTransactionResponse"

-- MIMEBoundaryurn_uuid_0B72121B1FEFA9BDD31200060195339

Content - Type: application/xop+xml; charset=UTF - 8; type="application/soap+xml"
Content - Transfer - Encoding: binary

Content - ID: <0.urn:uuid:0B72121B1FEFA 9BDD31200060195340@apache.org>

<soapenv:Envelope xmIns:soapenv="http://www.w3.0rg/2003/05/soap - envelope">
<soapenv:Body>

<ns1:COREEnvelopeBatchSubmissionResponse

xmins:ns1="http://www.cagh.org/SOAP/WSDL/CORERule2.0. 1.xsd">
<PayloadType>X12_ BatchSubmiss ionReceived </PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadlD>f81d4fae - 7dec - 11d0 - a765 - 00a0c91e6bf6</PayloadlD>
<TimeStamp>2007 - 08- 30T10:20:34Z</TimeStamp>
<SenderlD>PayerB</SenderID>
<Receiver|ID>HospitalA</Receiver|D>
<CORERIeVersion>2.0. 1</CORERuleVersion>
<ErrorCode>Success</ErrorCode>
<ErrorMessage></ErrorMessage>

</ns1:COREEnvelopeBatchSubmissionResponse>
</soapenv:Body>
</soapenv:Envelope>

-- MIMEBoundaryurn_uuid_0B72121B1FEFA9BDD31200060195339

4.2.2.7Batch Sbmission Acknowledgement RetrieRalquesMessage (homormative)

The Batch Submission Acknowledgement Retrieval Request message structure shown below
specifies SOAP 1.2. The use of MTOM in Batch mode request/response creates multipart MIME
even though thre is no payload. This shows the following:

1. The HTTP Headers are shown colored in blue.

2. The WSSecurity Username and Password token (shown here with a pink background) is
added to the SOAP Header by the platform on
Web-Services Security Extensions may be configured to insert these tokens.

3. The portion of the SOAP envelope colored in green has the metadata that is defined as part
of the CORE Phase Il Connectivity Rule. (See §4.4)

POST/core/eligibilityBatch HTTP/1.1

Content - Type: multipart/related; boundary=MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614;
type="application/xop+xml"; start="0.urn:uuid:5117AAE1116EA8B87A1200060184615@apache.org"; start
info="application/soap+xml"; action="BatchSubmitAckRetrievalTran saction"

-- MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614
Content - Type: application/xop+xml; charset=UTF - 8; type="application/soap+xml"
Content - Transfer - Encoding: binary
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Content - ID: <0.urn:uuid:5117AAE1116EA8B87A1200060184615@apache.org>

<soapenv:E nvelope xmiIns:soapenv="http://www.w3.0rg/2003/05/soap - envelope">

<soapenv:Header >

<wsse:Security xmins:wsse =" http://docs.oasis - open.org/wss/2004/01/oasis - 200401 - wss-
wssecurity - secext -1.0.xsd " soapenv:mustUnderstand ~ ="true ">
<wsse:UsernameToken xmins:wsu =" ht tp://docs.oasis - open.org/wss/2004/01/oasis - 200401 - wss-
wssecurity - utility -1.0xsd " wsu:ld ="UsernameToken - 21621664 ">
<wsse:Username >bob</ wsse:Username >

<wsse:Password Type =" http://docs.oasis - open.org/wss/2004/01/oasis - 200401 - wss- username -

token - profile - 1.0#Pa sswordText "> bobPW&/ wsse:Password >
</ wsse:UsernameToken >
</ wsse:Security >
</ soapenv:Header >
<soapenv:Body>
<ns1:COREEnvelopeBatchSubmissionAckRetrievalRequest
xmins:ns1="http://www.cagh.org/SOAP/WSDL/CORERule2.0.1.xsd">
<PayloadType>X12_BatchSubmissionAck Retrieval</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadlD>f81d4fae = - 7dec - 11d0- a765 - 00a0c91e6bf6</PayloadID>
<PayloadLength>1551254</PayloadLength>
<TimeStamp>2007 - 08- 30T10:20:34Z</TimeStamp>
<SenderlD> HospitalA </SenderlD>
<ReceiverID> PayerB </ReceiverlD>
<CORERuleVersion>2.0.1</CORERuleVersion>
</ns1:COREEnvelopeBatchSubmissionAckRetrievalRequest>
</soapenv:Body>
</soapenv:Envelope>
-- MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614  --

4.2.2.8Batch Submission AcknowligemenRetrievalResponsdlessage (nomormative)

The Batch Submission Acknowledgement Retrieval Response message structure shown below
specifies SOAP 1.2 and MTOM. This shows the following:

1. The HTTP Headers are shown colored in blue.

2. The portion of the SAP envelope colored in green has the metadata that is defined as part
of the CORE Phase Il Connectivity Rule. (See §4.4)

3. The MTOM Attachment is colored in orange.

HTTP/1.1 200 OK

Server: Apache - Coyote/1.1

Content - Type: multipart/related; boundary=MIMEBou ndaryurn_uuid_0B72121B1FEFA9BDD31200060195339;
type="application/xop+xml"; start="0.urn:uuid:0B72121B1FEFA9BDD31200060195340@apache.org"; start -
info="application/soap+xml"; action="BatchSubmitAckRetrievalTransaction"

-- MIMEBoundaryurn_uuid_0B72121B1FEFA9B DD31200060195339

Content - Type: application/xop+xml; charset=UTF - 8; type="application/soap+xml"
Content - Transfer - Encoding: binary

Content - ID: <0.urn:uuid:0B72121B1FEFA9BDD31200060195340@apache.org>

<soapenv:Envelope xmIns:soapenv="http://www.w3.0rg/2003/05 /soap - envelope">
<soapenv:Body>

<ns1:COREEnvelopeBatchSubmissionAckRetrievalResponse

xmins:ns1="http://www. cagh.org/SOAP/WSDL/CORERule2.0.  1.xsd">
<PayloadType>X12_TAl</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadlD>f81d4fae - 7dec- 11d0- a765 - 00a0c91e6bf6</PayloadlD>
<TimeStamp>2007 - 08- 30T10:20:34Z</TimeStamp>
<Sender|D>PayerB</SenderID>
<ReceiverID>HospitalA</Receiver|D>
<CORERuleVersion>2.0.1 </CORERuleVersion>
<CheckSum>43B8485AB5 </CheckSum>
<ErrorCode>Success</Error Code>
<ErrorMessage></ErrorMessage>

</ns1:COREEnvelopeBatchSubmissionAckRetrievalResponse>
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</soapenv:Body>
</soapenv:Envelope>

-- MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614

Content - Type: image/jpeg

Content - Transfer - Encoding: binary

Cont ent - ID: <1.urn:uuid:5117AAE1116EA8B87A1200060184692@apache.org>

<997 file>

-- MIMEBoundaryurn_uuid_0B72121B1FEFA9BDD31200060195339  --

4.2.2.9BatchResultRetrievalRequesMessage (nomormative)
The BatchResultsRetrieval Request message structure showmbspecifiesSOAP 1.2. The

use of MTOM in Batch mode request/response creates multipart MIME even though there is no

payload (which may be the case for a Batch Retrieval Request). This shows the following:
1. The HTTP Headers are shown colored in blue.

2. The WSSecurity Username and Password token (shown here with a pink background) is
added to the SOAP Header by the platform

Web-Services Security Extensions may be configured to insert these tokens.

3. The portion of the SAP envelope colored in green has the metadata that is defined as part

of the CORE Phase Il Connectivity Ru({&ee §84.4)

POST/core/eligibilityBatch HTTP/1.1

Content - Type: multipart/related; boundary=MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614;

t ype="application/xop+xml"; start="0.urn:uuid:5117AAE1116EA8B87A1200060184615@apache.org"; start -
info="application/soap+xml"; action="BatchResultsRetrievalTransaction"

-- MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614

Content - Type: application/xop+xml ; charset=UTF - 8; type="application/soap+xml"
Content - Transfer - Encoding: binary

Content - ID: <0.urn:uuid:5117AAE1116EA8B87A1200060184615@apache.org>

<soapenv:Envelope xmins:soapenv="http://www.w3.0rg/2003/05/soap - envelope">

<soapenv:Header >

<wsse:Security xmins:wsse =" http://docs.oasis - open.org/wss/2004/01/oasis - 200401 - wss-
wssecurity - secext -1.0.xsd " soapenv:mustUnderstand ="true ">
<wsse:UsernameToken xmins:wsu =" http://docs.oasis - open.org/wss/2004/01/oasis - 200401 - wss-
wssecurity - utility -1.0xsd " wsu:ld =" Username Token - 21621664 ">
<wsse:Username >bob </ wsse:Username >

<wsse:Password Type =" http://docs.oasis - open.org/wss/2004/01/oasis - 200401 - wss- username -

token - profile - 1.0#PasswordText "> bobPW&/ wsse:Password >
</ wsse:UsernameToken >
</ wsse:Security >
</ soapenv:Header >
<soapen v:Body>
<ns1:COREEnvelopeBatchResultsRetrievalRequest
xmlns:ns1="http://www.cagh.org/SOAP/WSDL/CORERule2.0.1.xsd">
<PayloadType>X12_BatchResultsRetrieval</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadlD>f81d4fae = - 7dec- 11d0- a765 - 00a0c9 1e6bf6</PayloadID>
<PayloadLength>1551254</PayloadLength>
<TimeStamp>2007 - 08- 30T10:20:34Z</TimeStamp>
<SenderID> HospitalA </SenderlD>
<ReceiverID> PayerB </ReceiverlD>
<CORERuleVersion>2.0.1</CORERuleVersion>
</ns1l:COREEnvelopeBatchResultsRe trievalRequest>
</soapenv:Body>
</soapenv:Envelope>
-- MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614  --

© CAQH 20® Page37of 67



CORE 270: Phase Il Connectivity Rule version 2.0.1

4.2.2.10BatchResultRetrievalRespons&lessage (nomormative)

The BatchResultsRetrieval Response message structure shown tsglewifiesSOAP 12 and
MTOM. This shows the following:

1. The HTTP Headers are shown colored in blue.

2. The portion of the SOAP envelope colored in green has the metadata that is defined as part
of the CORE Phase Il Connectivity Ru({&ee 84.4)

3. The MTOM Attachment is colored iorange.

HTTP/1.1 200 OK

Server: Apache - Coyote/1.1

Content - Type: multipart/related; boundary=MIMEBoundaryurn_uuid_0B72121B1FEFA9BDD31200060195339;
type="application/xop+xml"; start="0.urn:uuid:0B72121B1FEFA9BDD31200060195340@apache.org"; start -
info="appl ication/soap+xml"; action="BatchResultsRetrievalTransaction"

-- MIMEBoundaryurn_uuid_0B72121B1FEFA9BDD31200060195339

Content - Type: application/xop+xml; charset=UTF - 8; type="application/soap+xml"
Content - Transfer - Encoding: binary

Content - ID: <0.urn:uuid:0B7 2121B1FEFA9BDD31200060195340@apache.org>

<soapenv:Envelope xmins:soapenv="http://www.w3.0rg/2003/05/soap - envelope">
<soapenv:Body>

<ns1l:COREEnvelopeBatchResultsRetrievalResponse

xmins:ns1="http://www.cagh.org/SOAP/WSDL/CORERule 2.0.1 .xsd">
<PayloadType> X12_BatchResults</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadlD>f81d4fae - 7dec - 11d0- a765 - 00a0c91e6bf6</PayloadlD>
<TimeStamp>2007 - 08- 30T10:20:34Z</TimeStamp>
<SenderlD>PayerB</SenderID>
<ReceiverID>HospitalA</ReceiverlD>
<CORERuleVersion> 2.0.1 </CORERuleVersion>
<CheckSum>43B8485AB5 </CheckSum>
<ErrorCode>Success</ErrorCode>
<ErrorMessage></ErrorMessage>

</ns1:COREEnvelopeBatchResultsRetrievalResponse>
</soapenv:Body>
</soapenv:Envelope>

-- MIMEBoundaryurn_uui d_5117AAE1116EA8B87A1200060184614

Content - Type: image/jpeg

Content - Transfer - Encoding: binary

Content - ID: <1.urn:uuid:5117AAE1116EA8B87A1200060184692@apache.org>
<Response batch file>

-- MIMEBoundaryurn_uuid_0B72121B1FEFA9BDD31200060195339  --
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4.2.2.11 Batch Resu$ AcknowledgemeubmissioMessage (nomormative)

The Batch Results AcknowledgemeBtbmissionmessage structure shown below specifies
SOAP 1.2, and also uses MTOM (See 86.1) to send the payloathideshows the following:

1. The HTTP Headers are showolored in blue.

2. The WSSecurity Username and Password token (shown here with a pink background) is
added to the SOAP Header by the platform on
Web-Services Security Extensions may be configured to insert thesestoke

3. The portion of the SOAP envelope colored in green has the metadata that is defined as part
of the CORE Phase Il Connectivity Rule. (See §4.4)

4. The Batch file (MTOM attachment) is shown colored in orange.

POST/core/eligibilityBatch HTTP/1.1

Content - Type: multipart/related; boundary=MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614;
type="application/xop+xml"; start="0.urn:uuid:5117AAE1116EA8B87A1200060184615@apache.org"; start -
info="application/soap+xml"; action="BatchResultsAckTransaction"

-- MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614

Content - Type: application/xop+xml; charset=UTF - 8; type="application/soap+xml"
Content - Transfer - Encoding: binary

Content - ID: <0.urn:uuid:5117AAE1116EA8B87A1200060184615@apache.org>

<soapenv:Envelope xmIns:soa penv="http://www.w3.0rg/2003/05/soap - envelope">

<soapenv:Header >

<wsse:Security xmins:wsse =" http://docs.oasis - open.org/wss/2004/01/oasis - 200401 - wss-
wssecurity - secext -1.0.xsd " soapenv:mustUnderstand ~ ="true ">
<wsse:UsernameToken xmins:wsu =" http://docs.oasis - open.org/wss/2004/01/oasis - 200401 - wss-
wssecurity - utility -1.0xsd " wsu:ld =" UsernameToken - 21621664 ">
<wsse:Username >bob </ wsse:Username >

<wsse:Password Type =" http://docs.oasis - open.org/wss/2004/01/oasis - 200401 - wss- username -

token - profile - 1.0#PasswordText "> bobPW&/ wsse:Password >
</ wsse:UsernameToken >
</ wsse:Security >
</ soapenv:Header >
<soapenv:Body>
<ns1:COREEnvelopeBatchResultsAck Submission
xmins:ns1="http://www.cagh.org/SOAP/WSDL/CORERule 2.0.1 .xsd">
<PayloadType>X12_997</PayloadType>
<ProcessingMode>Batch</  ProcessingMode>
<PayloadlD>f81d4fae - 7dec - 11d0- a765 - 00a0c91e6bf6</PayloadlD>
<PayloadLength>1551254</PayloadLength>
<TimeStamp>2007 - 08- 30T10:20:34Z</TimeStamp>
<SenderlD> HospitalA </SenderlD>
<ReceiverID> PayerB </ReceiverlD>
<CORERuleVersion >2.0.1 </CORERuleVersion>
<CheckSum>43B8485AB5 </CheckSum>
<Payload>
<xop:Include
href="cid:1.urn:uuid:5117AAE1116EA8B87A1200060184692@apache.org"
xmlins:xop="http://www.w3.0rg/2004/08/xop/include" />
</Payload>
</ns1:COREEnvelopeBatchResultsAck Submission >
</soapenv:Body>
</soapenv:Envelope>

-- MIMEBoundaryurn_uuid_5117AAE1116EA8B87A1200060184614

Content - Type: image/jpeg

Content - Transfer - Encoding: binary

Content - ID: <1.urn:uuid:5117AAE1116EA8B87A1200060184692@apache.org>

<997 file>

-- MIMEBoundar yurn_uuid_5117AAE1116EA8B87A1200060184614  --
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4.2.2.12 Batch Results Acknowledgem&utbomissioiResponse Message (Roarmative)

The Batch Result®\cknowledgementSubmissionResponse message structure showlovbe
specifies SOAP 1.2 and MTOMI his shows the followig:

1. The HTTP Headers are shown colored in blue.

2. The portion of the SOAP envelope colored in green has the metadata that is defined as part
of the CORE Phase Il Connectivity Rule. (See §4.4)

HTTP/1.1 200 OK

Server: Apache - Coyote/1.1

Content - Type: multipart/ related; boundary=MIMEBoundaryurn_uuid_0B72121B1FEFA9BDD31200060195339;
type="application/xop+xml"; start="0.urn:uuid:0B72121B1FEFA9BDD31200060195340@apache.org"; start
info="application/soap+xml"; action="BatchResultsAckTransaction"

-- MIMEBoundaryurn_uui d_0B72121B1FEFA9BDD31200060195339

Content - Type: application/xop+xml; charset=UTF - 8; type="application/soap+xml"
Content - Transfer - Encoding: binary

Content - ID: <0.urn:uuid:0B72121B1FEFA9BDD31200060195340@apache.org>

<soapenv:Envelope xmlIns:soapenv="http://w ww.w3.0rg/2003/05/soap - envelope">
<soapenv:Body>
<ns1:COREEnvelopeBatchResultsAck Submission Response
xmins:ns1="http://www.cagh.org/SOAP/WSDL/CORERule 2.0.1 .xsd">
<PayloadType>X12_ResultsAckReceived</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadlD>f81d4fae - 7dec - 11d0 - a765 - 00a0c91e6bf6</PayloadlD>
<TimeStamp>2007 - 08- 30T10:20:34Z</TimeStamp>
<Sender|D>PayerB</Sender|D>
<Receiver|ID>HospitalA</Receiver|D>
<CORERuleVersion> 2.0.1 </CORERuleVersion>
<ErrorCode>Success</ErrorCode>
<ErrorMessage></ErrorMessage>
</ns1:COREEnvelopeBatchResultsAck Submission Response>
</soapenv:Body>
</soapenv:Envelope>

-- MIMEBoundaryurn_uuid_0B72121B1FEFA9BDD31200060195339

4.2.2.13ErrorMessageStructure(non-normative)

The Error message structigigown below uses the SOAP Fault specifications within SOAP 1.2.
As described ir34.3.3: Error Handling, SOAP Faultsustbe used to send errors at the SOAP
level. The HTTP Headers are shown colored in blue. The remainder of the request is the SOAP
Envelore.
HTTP/1.1 500

Content - Length: 2408
Content - Type: application/soap+xml

<soapenv:Envelope xmiIns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmIns: soapenv ="
http://www.w3.0rg/2003/05/soap - envelope/" xmIns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance">

<soapenv:Header>
</soapenv:Header>
<soapenv:Body>

<soapenv:Fault>
<soapenv:Code><env:Value>env:Client</env:Value></env:Code>
<soapenv:Reason>
<soapenv:Text xml:lang="en">There was an error in the incoming SOAP request</env:Text>
</soapenv:Reason>
</ soapenv :Fault>
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</ soapenv :Body>

</soapenv:Envelope>

4.2.2.14Envelope Processing Error Message (frarmative)

The Error message structure shown below uses the SOAP Fault specifications withid. 30AP
The HTTP Headers are shown colored in blue. The remainder of the request is the SOAP

Envelope. The envelope structure and metadata that is defined within CORE Phase |l
Connectivity Rule is colored in green.

HTTP/1.1 200 OK

Content - Type: application/soap+xml;
action="http://www.cagh.org/SOAP/WSDL/CORETransactions/RealTimeTransactionResponse";charset=UT
F-8

<soapenv:Envelope xmins:soapenv="http://www.w3.0rg/2003/05/soap - envelope">
<soapenv:Body>

<ns1l:COREEnvelopeRealTi meResponse

xmins:ns1="http://www.cagh.org/SOAP/WSDL/CORERule 2.0.1 .xsd">
<PayloadType>CoreEnvelopeError</PayloadType>
<ProcessingMode>RealTime</ProcessingMode>
<PayloadlD>f81d4fae - 7dec - 11d0- a765 - 00a0c91e6bf6</PayloadlD>
<TimeStamp>2007 - 08- 30T10:2 0:34Z</TimeStamp>
<SenderlD>PayerB</SenderlD>
<ReceiverID>HospitalA</Receiver|D>
<CORERuleVersion> 2.0.1 </CORERuleVersion>

<Payload></Payload>
<ErrorCode> VersionMismatch </ErrorCode>
<ErrorMessage> Expecting Version X, received Version Y </ErrorMessage>

</ns1:COREEnvelopeRealTimeResponse>
</soapenv:Body>
</soapenv:Envelope>

4.2.2.15Payload Attachment Handling
Reattime

e Payload must be embedded using the Inline method (using CDATA element as shown

above).
Batch
e Payloadmust be sent as an MTGMncapsulated MIME part.

4.3 General Specifications Applicable to Both Envelope Methods

The following sectios specifyrequirement®f the CORE Phase Il Connectivity Rule that are

applicable to both envelope methods (HTTP MIME Multizenti SOAP+WSDL).
4.3.1 Request and Response Handling

HTTP/S supports a requastsponsenessage pattern, meaning that the sender submits a
message and then waits for a response from the message rddas/@rorks well for the
submission of both batch and réate X12 messages, but the response message from the

receiver is different depending on whether

submission, or batch request pickup.

8 MTOM is defined in Appendi®6.1: Definitions and Abbreviations used in this Rule.
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4.3.1.1Real Time Requests

Real time requests must include a single inquirgulbmission (e.gone eligibility inquiry to

one information source for one patienit) this model the response from the message receiver is
either an error response ($&3.3Error Handling) or the corresponding X12 message response
(e.g,aTAL, 997 0 271 if the request was a 270).

4.3.1.2Batch Submission

Batch requests are sent in the same way as real time re@sstsrequests are acknowledged
using an HTTP/S acknowledgement and the envelope standard andtaeiaspecified igd.4.

4.3.1.3Batch Response Riap

Batch responseare retrievedfter the message receiver has had a chance to process a batch
submission (see the CORE 155: Batch Response Time Rule versioafd@®MRE 26 Claim

Status Rule version 2.0.84.4 and 84.5: Claim Status Response TimguRementdor details

on timing) Under this usage pattern, the message sender connects to the message receiver using
HTTP/S with the envelope standard anetadata specified 4.4, and sends a message

requesting available file3'heresponder then seadback either

1. The file(s) in the HTTP/S response message (payload) using the envelope standard and
metadatapecified ing4.4, or

2. A list of available file(s) in the HTTP/S response message (payload), and supports a
mechanism to request a particular filerh the list. If a Batch response contains a list of
files, t RBamectivithCompanion @uidéSee §4.3.7\ill specify the method
to pick up each file in the list.

4.3.2 Submitter Authentication and Authorization Handling
The wo methods for SubmitteAuthenticationspecified in this rulare:

1. Username/Password (Referred to as Submitter Authentication Standard C in the
Conformance Requiremeng.1) using the COREompliant Envelope to send the
UserNamendPassword as specified in the COR&mpliart Envelope Metadata
specifications. For both envelope methods, the Username and Paassvapdrt of the
CORE-compliant envelopd-or the SOAP+WSDL method, the \A&ecurity standard
mustbe used to embed the Username and Password values inside the &raglop
illustrated in the examples above.

2. X.509 Certificate based authentication over SSL (Submitter Authentication Standard D in
the Conformance Requiremengd, 1), using the Secure Sockets Layer (SSLv3.0) open
standard for client certificate based autication.

The submitter authentication conformamequirements for stakeholders aefined ing4.1.
Submitter Authorization is assumed to be a local decision at the site that receives the submission.
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4.3.3 Error Handling

The error handling describéal this ®ctionis applicableto both envelope methods. As shown in
Figure #4.3.3elow, a submitted request goes through at least 3 logical layers that process the
request.

e Processing of HTTP headers (typically handled by asesler)

e Processing the Envelope (da@ handled by messaging middlare or integration
brokers)

e Processing the Payload (e.g., X12, typically handled by application business logic)

Once a request (e.g., X12 270) is submitted it goes through these 3 logicalAagaich of

these layers, soe part of the request is process&deach layer there can be errors (indicated by
the dotted arrows being returned to the request submitter), which may be returned to the request
submitter If there is an error in processing the message at any logyeal the request does not
getpassedo the next layenf no errors are encountered at that layer, the requpassedo the

next processing layerhe last logical layer that processes the request is the P&ylmaeksing

Layer. Once this layer prasses the payload, it returns a response or et K12271 or

TA1/997).

Figure #4.3.3

HTTP Envdope PaWoad
Processing Processing

Layer
Layer Layer

1. Request (e.g., 270) ~

HTTP Error

i
:
|
|
|
|
|
A

Submitter

Y

Payload Processing
Response or Error
(e.g., 271 or TA1)

Note: In Figure #4.3.3bove, the dottelihe arrows indicate error messages being returned to the
Submitter if there is a processiagor at the corresponding logical processing lajke straight
line arrows indicate the request and response messages
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4.3.3.1HTTP Status and Error Codes (Normative, Not Comprehesive

The processing and error codes for the HTTP Layer are defined as thert-bf TP
specifications littp://www.w3.org/Protocols/rfc26 16/rfc264®c10.htnjl The intended use of
these status and error codes in processing the requests are speciiele 4.3.3.1 andre
consistentvith the HTTP status codes from CORE Phase |

Note: The status and error codes included in Table 4.3.3.1 only represent a short list of several
commonly used status codeghe standard An exhaustive list of HTTP Status Codes and
descriptions are included in the HTTP specification [http://toolsrgihtml/rfc2616#section
6.1.1]CORE Phase Il Connectivity requires the use of the approptial® erroror status

codes as applicable to the erstatussituation.

Table 4.3.3.1
HTTP
Status/Error Status Code Dscription*°
Codes
(Normative, Not (Intended Usg
Comprehensive
200 OK Success
202 Accepted Batch file submission has been accepted (but not necessarily proceg

400 Bad Request | Incorrectly formatted HTTP headers

403 Forbidden Access denied (e.g., X.509 client certificate based authentifatio

500 Internal Serve| The webserver encountered a processing error, or there was a
Error fault (in case of SOAP envelope method)

5xx Server errors | Standard set of server side errors (e.g., 503 Service Unavailable)

4.3.3.2Envelope Processing Status daitor Codes (Normative, Comprehensive)

When SOAP is usedome of the COREompliant Envelope Processing errors map to SOAP
faults [http://www.w3.0rg/TR/soap1gartl/#soapfault (See Table 4.3.2) To handle CORE
compliant envelope processing status and error codes, two fieldsEateGodeand
ErrorMessageare included in the COREompliant EnvelopgSee 84.4FrrorMessages a free
form text field that describes the error (for the purpafdeoubleshooting/logging). When an
error occursPayloadTypes set toCoreEnvelopeErrar

° An exhausive list of HTTP Status Codes and definitions are included in section 6.1.1 of the HTTP
specification http://tools.ietf.org/html/rfc2616#sectiem 1.]].

19 section 6.1.1 of the HTTP specificatibtip:/tools.ietf.org/html/rfc2616#sectieh 1.1].

M f the username/password option is used, then these values are spedifiedd®REcompliantenvelope,
which is not processed at the HTTP lay€his is handled by the error code (Unauthorized) as required
Phase | CORE 153 Connectivity Rule and Phase Il EGR0 Claim Status Rule84.1 Connectivity
Requirements

© CAQH 20® Page44 of 67


http://www.w3.org/TR/soap12-part1/#soapfault

CORE 270: Phase Il Connectivity Rule version 2.0.1

Table 4.3.3.2

CORE-compliant

Envelope Processing Status Code Dscription*?
Status/Error Codes

(Normative, (Intended Usg
Comprehensive)
Success Envelope was prassed successfully.
<FieldName>lllegal lllegal value provided for <FieldName>.
<FieldName>Required The field <FieldName> is required but was not provided.

<FieldName>NotUnderstood | The field <FieldName> is not understood at the receinethe case o

SOAP, this error is returned as a NotUnderstood SOAP fault.

VersionMismatch The version of the envelope sent is not acceptable to the redeither

SOAP version is not valid at the receiver, a SOAP fault is returned
this fault code.

UnAuthorized The username/password or Client certificate could not be verified.

ChecksumMismatched The checksum value computed on the recipient did not match the

that was sent in the envelope.

Sender The envelope sent by the sender did not conform to the exp

format In the case of SOAP, this error should be sent as a SOAP
with fiSendero faul't code.

Receiver The message could not be processed for reasons attributable

Receiver (e.g., upstream process is not reachdbltje case of SOAH
thise¢ ror should be sent as a SO

4.3.3.3Examples of Status and Error Codasnnormative)

The following illustrates the status and error codes that may be returned:

A SOAP or MIME Multipart request that has illegal HTTP headets g response with
HTTP Error Code: fA400 Bad Request. o0

A SOAP or MIME Multipart r eque s-tertificata h an
(in case that method is being used) gets
Forbidden. o

A SOAP request with HTTReaders properly formatted but using the wrong SOAP
version (1.1 instead of 1.2) gets HTTP Status 500, and a SOAP fault with a fault code
AVer si ondMi smat ch

A MIME Multipart request with HTTP headers properly formatted, uses a properly
formatted MIME Headr but does not havayloadTypen the COREcompliant
envelope gets a HTTP Status 200 (since it passed the HTTP layer successfully), but
receives an Envelope processing error \EittorCodeset toPayloadTypeRequired

12 An exhaustive list of HTTP Status Codes and definitions are included in section 6.1.1 of the HTTP
specification http://tools.ietf.org/html/rfc2616#sectiebm 1.1.
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e A MIME Multipart request with HTTP heders properly formatted uses a properly
formatted MIME Header but h&ayloadTypen the COREcompliant envelope with an
unknown value (i.e., not in the Coded Set defined for this field). This gets a HTTP Status
200 response (since it passed the HTTPrlayecessfully), but receives an Envelope
processing error witkrrorCodeset toPayloadTypelllegal.

4.3.3.4Examples of Error Messages (Rnbarmative)

ErrorMessagdield is intended to provide a descriptive text of the error message in free form
text, to aid in bgging and troubleshooting is the responsibility of the implementer to keep this
message consistent with the semantics oEtinerCode and not in conflict with itThe
ErrorMessaganust be related to tHerrorCodeas defined in the table aboviéhe llowing
illustratesErrorMessagdields that may be returned

e ForErrorCode = VersionMismatcitheErrorMessagee oul d be AExpecting
CORERul eVersion=X, Received CORERul eVersio

e ForErrorCode= SenderIDlllegaltheErrorMessagec o ul d be @A Sexoeddsr | D | e
maxi mum all owed | engtho

e ForErrorCode= TimeStamplllegaltheErrorMessagece oul d be ATi mest amp
thetimez one i nf ormationo

e ForErrorCode= CheckSumlllegaltheErrorMessagec oul d be AUnknown al
AUnknown encoding typeo

e ForErrorCode= ReceivertheErrorMessagece oul d be AFail ed to conr
system X to process this messageo

4.3.4 Audit Handling

Auditing is a local decision by each trading parti¢re CORE recommende@t practice is for
each trading partner to audit all teevelope metadata and payload for each transaction.

4.3.4.1Tracking of Date and Time and Payload 1D

In order to comply with th®hase CORE 155 and 156: Response Time Rules version arfal0
Phase Il CORE 2ZbClaim Status Rule, version 2.0.0, 84.4 and 83la&m Status Response
Time Requirementsmessage receivers will be required to track the times of any received
inbound messages, and respond with the outbound message for that payloatitition,
message senders must include the date and time the messagent in the HTTP Message
Header tags.

4.3.5 Capacity Plan
4.3.5.1Realtime Transactions

A CORE-certifiedentity musthave a capacity plasuchthat it can receive and process a large

number of single concurrent re@he transactions via an equivalent number ofotorent

connections. These single transactions must be received, processed and the appropriate response
provided back to the sender withiesponse time requirements specified in Phase | CORE 156

Real Time Response Time Rule version 1.0.0 and Phase €labn Status Rule version 2.0.0,
84.4:Real Time Response Tinfequirements
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Three major factors affect the specific number of Large Volume of SingletiResl
TransactiongSee 86.1)capable of being transported and processed within a given CORE
responséime frame. They are:

1. The amount of message metadata and message encapsulation structureradpicied
for each transaction;

2. The characteristics of the message handling software and how dtsdisgsign and
coding are; and,

3. The architecture of thaiervening hardware, software and communication platform.

COREcertified entitieamustattest that their capacity planning addresses the above 3 factors that
affect large volume single retime processing. COREcertified entitiesnustalso attest that

they have the ability to track, oncalendamweek basis, any changetteir agreed upornolume
capacity.

In the circumstances where the transaction volume throughput is exceeded by one of the trading
partners, the receiving organizatioraydeclare a deniaf service event and request a
temporary waiver of thepplichle CORE r esponse time rulebds perfo
appropriate action.

4.3.5.2Batch Transactions

The COREcertified messaging systemust havehe capability to receive and process ¢éarg

batch transaction files if the entity supports batch transactions. These transactions must be
received, processed and the appropriate response provided back to the sender within the time
specified in the applicable CORHille.

Three major factors that a&fét the specific number of Large Batch payloads capable of being
transported and processed within a given time frame are:

1. The availability and use of capabilities in the messaging protocol which supgare in
files, file attachments, and automated imitygassurance routines, etc., together with the
guality and charactegiics of their implementation;

2. The characteristics of the message handling softwarésscmhcis@ess odesign and
coding and,

3. The architecture of the intervening hardware, soveard communication platform.

COREcertified entitiegmustattest that their capacity planning addresses the above 3 factors that
affect large batch processing. The maximum number of transaction sets to be included in a large
batch fileis determined betwan trading partners.

4.3.6 Response, Timeout and Retransmission Requirements

e Realtime response must conform@®ORE 156: Eligibility and Benefits Real Time
Response Time Rule.

e Batch response time must confornT@@RE 155: Eligibility and Benefits Batch Response
Time Rule

13 See Appendix 6.1 Abbreviationsand Definitions used in this Rufer a definition of Large Volume of
Single Reatime Transactions (Synchronous).
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If a Realtime response message is not received within the 60 second response period, the
s u b mi dydteenrshipidd send a duplicate transaction no sooner than 90 seconds after the
original attempt was sent.

If no Realtime response is receivafter the second attempt, thgbmit e syétem should
submit no more than 5 duplicate transactions within the next 15 minutes.

If additional attempts result in the same timeout terminatiorsubentt e sydSteammustnotify
thesubmitterto contact theeceiverdirectly to determine if system availability problems exist or
if there are known Internet traffic constraints causing the delay.

4.3.7 Publication of Entity-Specific Connectivity Guide

Servergnust publish detailed specifications i€annectivityConp ani on Gui de on t hi
public web site. CORE recommends specifying the following:

e CORE Rule Version for Connectivity.

¢ Details on the message format and the supported transactions (e gimeeBhatch
transactions).

e If a Batch response containsist bf files (instead of returning the Batch file itself), the
location and mechanism to pick up each file in that list (e.g., FTP, HTTP, or Web
Service).

e Value ofReceiverIDror that site.
e Production and Testing URLs for Rdahe and Batch transactions.

¢ Maximum number of Reaime and Batch transactions that can be sent per minute by a
single trading partner (Client).

e Maximum size of Batch files that can be received by a Server.

e Authentication/Authorization policies using either X.509 Client Certificatddser 1D
and Password (e.g., how to enroll and obtain a Client CertificalsenD andPassword
to connect to that Receiver).

e I nformation on obt aierficateguthorityand/Brénteemediater 6 s RO
Certificate Authority public key certiicate.

e System Availability as required by Phase | CORE 157 System Availability Rule version
1.0.0 and Phase Il CORE@&laim Status Rule version 2.0.0, 84%aim Status System
Availability.

e Business/Technical points of contact.

e Rules of behavior for pgrams that connect to this site (e.g., must not deliberately submit
batch files that contain Viruses).

4.4 Envelope Metadata Fields, Descriptions, Intended Use and Syntax/\/&8lets

The Envelope Metadatpecifiedin Table4.4.2on the following pageertaingo the Phase Il
Message Envelope identified 84.4.1, and is applicable to both enveloping standards
(SOAP+WSDL and HTTP MIME Multipart) that may be used for encoding the Phase Il
messagenvelope (subject to the conformance requirements discuselConformance
section of this rule With the exception dErrorCodeandErrorMessagdields, which are only
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sent in the response, the CORE Phaseduiredenvelope metadata for the request and response
arerequiredto be identical.

4.4.1 MessageEnvelope

As shavn in Figure #4.4.below, theMessagdenvelope is outside the ddsagélayload
(content), and inside the transport protocol enveldpe.Phasé CORE153 Connectivity Rule
version 1.0.Qvas based on the use of HTTP/S as the tranppatidcol;hence theransport
protocol envelope consists of HTTP headers. Examples of message paglodeHIPAA
administrative transactions (X12), HL7 clinical messages, zippeddiies

Figure #4.4.1

Communications (Transport) Protocol

Network

Message Envelope +

LS

Message Metadata

Message Payload (Content)

~J

= Public Internet (TCP/IP) i CORE Phase | Rule

=HTTP/ST CORE Phase | Rule
(includes security of payload during transmission)

= Message Envelope & Message Metadata i CORE
Phase Il Rule
(independent of payload i required by Phase I)

= HIPAA Administrative Transactions (X12)
HL7 Clinical Messages
Zipped Files
Personal Health Record
Other Content
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4.4.2 Table of CORE Required Metadata
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Nonnomative(Descriptive)

NormativeéDefinitive)

Requirement
Element Description Expected Use Field Nané (e IEELET o0 DEEL Field Constraints or Valaets
Reaitime and Type )
(Not comprehensive)
Batch
Payload Type Payload Type specifies the type of| e Message routing PayloadType Required for bot| Coded Set Please se&4.4.3or enumeration
payload included within a request, | » ) of PayloadType field.
HIPAA X12 transaction set 270, 27 © Efficient processing
278, etc.). « Auditing
Processing Mod{ Processig Mode indicates Batch or| e Messaging routing | ProcessingMode Required for botl Coded Set RealTime,
Realtimésprocessing mode (as . Batch
defined by CORE) » Resource allocatior
¢ Transaction
scheduling
e Message or
transaction auditing
Payload Length | Defineshe length of the actual payl{ e Efficient processing PayloadlLength Required for Integer
in bytes. and resource Batch. (Base 10)
allocation.
o Shall not be use
* Auditing for Reatime.
¢ Troublshooting
Payload ID Payload ID (unique within the domy e Auditing PayloadID Required for bot| String PayloadI®ill conform to ISO
the party that sets this value) is a . Realtime and UUID standards (described at
payload identifier assigned by the | ® Troubleshooting Batch. ftp://ftp.rfeditor.orgfin
Sender in both Batch and-ieal notes/rfc4122)pxivib hexadecim
processing modes. If the payload i notation, generated using a
being resent in the absence of combination of local timestamp
confirmation of receipt to persisteni milliseconds) as well as the
storage, the same PayloadID may hardware (MAC) add¥eds
used. ensure unigueness.

1 Mixed case (e.gRayloadTypgis used for the field names, since this is consistent with thé&S&¢8rity tags that are used for autheattan.

15 SeeAppendix 6.1Abbreviations and Definitions used in this Rfdea definition of Batch and Regéime.

18 |n multithreaded environments, in addition to the hardware (MAC) address and timestamp, thelProc&dweadID may also be used asditional

parameters to ensuRayloadIDunigueness across multiple processes and/or threads.

© CAQH 2009

Page50 of 67


ftp://ftp.rfc-editor.org/in-notes/rfc4122.txt
ftp://ftp.rfc-editor.org/in-notes/rfc4122.txt

CORE 270: Phase Il Connectivity Rule

version 2.0.1

Nonnomative(Descriptive)

NormativeéDefinitive)

Requirement

used only for identification,
authentication and authorization
purposes while Sender Identifier m
be used to identify trading partners|
convey other business information
a transaction.

Element Description Expected Use Field Namig [MelGEiar ey Data Field Constraints or Valaets
Rl 2 e (Not comprehensive)
Batch P

Time Stamp The Sender (request) or Receiver | e Auditing TimeStamp Required for bot| dateTime dateTime
(response) Time Stamp combines . (http://lwww.w3.0rg/TR/xmlsche
Phase | time and damessage * Troubleshooting 1-2/#dateTime)

(Adjusted from | metadata into a single Coordinateq

Phase 1) Universal Time (UTC) time stamp
(including time zone information)
specifying when a message is creg
and sent to a receiver. This does n
require a shared time server for
consistent time.

User Nanmé User Name is part of User e Authentication and | UserName Required for bot| String Maximum length 50 characters
Name/Password based authentical authorization if X.509 Client
credentials. It can also be usee by . certificate

(Already in Phas| receiver for authorization purposes| * Auditing authentication

1) Name is protected by transport lay{ over SSL/TESs
SSL encryption. User Name must t not used.

”See CORE Phase | Connectivity Rule for time, date message metadata requirements.

18 See CORE Phase | Connectivity Rule for User ID and Password as part otinéy3ad Authentication Requirements.

¥This
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Nonnomative(Descriptive)

NormativeéDefinitive)

Requirement

representing the nleap receiver. eAs a reference to

business agreemen

e Message routiby
the receiver.

Element Description Expected Use Field Namig [MelGEiar ey Data Field Constraints or Valaets
Rl 2 e (Not comprehensive)
Batch P
Password Password is part of the User Submitter Password Required for bot| String Maximum length 50 characters
Name/Password based authentical Authentication if X.509 Client
credentials. Password is protected certificate
(Already inffase | transport layer SSL encryption. authentication
1) over SSL/TLS is
na used. If
UserName field
present, a
corresponding
Password must
be present.
Sender Identifier] A unigqu®business entity identifier | e Message routing ar{ SenderlD Required String Maximum length 50reloters
representing the message envelop| processing by a
creator. Sender Identifier is better §  receiver The use of OIDs (e.g., HL7 or
for i@ntifying business entities and . » IANA) is recommended, but no
trading partners than User Name | ® Transaction auditin required.
because: e As areference to a
User Name is usually anonymized ~bPusiness agreemer)
security reasons and to protect priv
User Name attribute does not exis
another authentication method is u
Authentication and messagang
happen on different |z3tensd
therefore may be handled by dispal
applications and processes.
Receiver Identifi{ A uniqu&business entity identifier | e Transaction auditing ReceiverlD Required String Maximum length 50 characters

The use of OIDs (e.g., HLY
IANA) is recommended, but
required.

®Unique within the Senderds domain.

1 82 shows the layers in the OSI model.

ZUni que wit hidomain. Recei ver ds
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Nonnomative(Descriptive)

NormativeéDefinitive)

Requirement
Element Description Expected Use Field Namig [MelGEiar ey Data Field Constraints or Valaets
Rl 2 e (Not comprehensive)
Batch P

CORE Rule The CORE Rule version that this | e Message routing aj CORERuléersion Required for bot| Coded Set 2.01

Version envelope is using. This value can lf  processing.
used to maintain baakix@mpatibility .
when parsing/processing message| ®Auditing
Phase Il certified receiver must be | § gackward
to interact with both Phase | and P compatibility.

I certified senders for backward
compatibility.

Checksum An element used to allow receiving Message Integrity | CheckSum Required for String Algorithm is SHAEncoding is
to verify the integrity of the messag verification Batch Hex.
is sent.

Not used for Rea Checksum must be computed
time on the payload and not on the
metadata.

Error Code Error code to indicate the error whe e Error handling ErrorCode Required in Coded Set Please see Section on Error
processing the envelope. . Response (for Handling for a definition of erroj

¢ Troubleshooting both Redlme codes.
and Batch)
Not used in
Request.

Error Message | Text Error message that describes| e Logging ErrorMessage Required in String Maximum lengthl624
condition that caused the error. Thg . Response (for characters. Please see Sectiorn
of theErrorMessaggust provide ¢ Troubleshooting both Redlme Error Handling for examples of
additional informatiosadibing how and Batch) Error Messages.
the Error can be resolved, and mug
provide conflicting information from Not used in
provided in ttigrorCode. Request
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4.4.3 Enumeration of Processing Mode and PayloadType Fields

4.4.3.1Realtime Transactions

version 2.0.1

For Realtime requestsProcessingModenustbe set tdRealTimeandPayloadTypenustbe ®t
to the following values for Request, Response and Errors.

Realktime Transaction Type

Payload Type (Field name = PayloadType)
(Normative, Not Comprehensive)

Request

X12_270_004010X092A1

X12_276 004010X093A1

X12 278 Request 004010X094A1
X12_278 Requesf04010X059
X12_ 278 Requesf04010X111

Response

X12 271 004010X092A1

X12 277 004010X093A1

X12_278 Response_004010X094A1
X12 278 Respons€04010X059

X12 278 Respons€04010X111

Errors

CoreEnvelopeError
X12_TA1 004010
X12_997 004010

4.4.3.2Batch Transactions

For Batch requestfrocessingModenustbe set tdBatch,andPayloadTypenustbe set to the
following values for Request, Response and Errors.

Batch Transaction Type

Payload Type (Field name = PayloadType)
(Normative, Not comprehensive)

Batch Submission

X12_BatchSubmissionMixed

Specific Payload (nemixed)
Batch Submission

X12_270_004010X092A1
X12_276_004010X093A1

X12_278_Request_004010X094A1
X12_278_Request_004010X059
X12_ 278 Request_004010X111

Batch Submission Receipt

X12_BatchSubmissionReceived

BatchSubmission
Acknowledgement Retrieval

X12_ BatchSubmissionAckRetrieval
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Batch Submission

Acknowledgement Response

X12_ NoBatchAckFile
X12_997

X12_TA1
X12_997_004010
X12_TA1 004010

Batch Results Pickup Request

X12_ BatchResultsRetrieval

Batch Results PickuBesponse

X12_ BatchResults
X12_ NoBatchResultsFile

Batch Results

Acknowledgement Submission

X12_TA1
X12_997
X12_997 004010
X12_TA1_ 004010

Batch Results

Response

Acknowledgement Submission

X12_ ResultsAckReceived

Core Envelope Error

CoreEnvelopeError

The Batch acknowledgements such as X12_ 997, X12_ TA1 are for use with mixed Batches, and
Batch acknowledgements such as X12_ 997 004010 are for use with Batches with specific

payloads.

4.4.4 Enumeration Convention for PayloadType when Handling NorX12 Payloads (Nonr

normative)

The Envelope metadata specificatinor§4.4.3includes aPayloadType field that is enumerated

for X12 payload typesThis envelopenayalso be used to transport other types of payloads. In
such cases, the convention for BeeyloadTypdield is & follows:

<SDO>_<PayloadType>_<Version>_<Sulersion>

Note SDO stands for Standards Development Organization.

For examplean NCPDP based NEWRX SCRIPT Standard Implementation Guide Version 8.1
transaction of NEWRX payload may spedifgyloadTypeassNCPDP_NEWRX_008 00&n
HL7 based ADTO04 Version 2.3.1 payload may specifyRagloadTypeasHL7_ADT04 2 3 1

5 CORE Safe Harbor

The Phase CORE 153Connectivity Ruleversion 1.0.pr ovi ded

a tieSaf e

Har bor

application vendors, providers, and health plan®{leer information sources) could be assured
would be supported by any CORErtified trading partneiThis Phase IConnectivityRule
extends th&afe Harboby further specifying the connectivity that all CORErtified
organizations must implemeahddemonstrate conformance withs inthePhase |, this rute

o DOES NOT require trading partners to discontinugngexisting conneabns that do not

match the rule.
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o« DOES NOT require that trading partners must use a C@RiEplaintmethod for all new
connectons.

o DOES NOT require all CORE trading partners use ooy method for any connections.

o DOES NOT require COREcertified entity to do business with any trading partner or
other COREcertified entity

CORE expects that in some circumstances, trading pantmey agree to use different
communication mechanism(s) and/or security requirements than those deisctiitedule to
achieve the technical goals of the specific connection.

However, thisSafe Harbors the connectivity mechanism that a COBttified entity MUST

use ifrequestedby a trading partneif the COREcertified entity does not believe that this

CORE Safe Harbads the best connectivity mechanism for that particular trading paitmeay

work with its trading partner to implement a diffetemutually agreeable connectivity method

However, if the trading partner insists on using 8a$e Harbarthe COREcertified entity must
accommodate that request or decline to exchange transactionbatittadingpartner This
clarificationisnotnt ended i n any way to modify entities:
transactions as specified by HIPAA or other federal and state regulations.
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6 APPENDIX

6.1 Abbreviations and Definitions Used in this Rule

Term or Concept

Definition

Asynchronous

A messge exchange interaction is said to be asynchronous when the

associated messages are chronologically and procedurally decoupled
in a requestesponse interaction, the client agent can process the resp
at some indeterminate point in the future wits existence is discovered.
Mechanisms to do this include polling, naotification by receipt of anothe
message, etc. [WS Glossary, 2004]

Batch (Batch Mode, Batch
Processing Mode)

Batch Mode is when the initial (firé®communications session is
establshed and maintained open and active only for the time required
transfer a batch file of one or more transactions. A separate (second)
communications session is later established and maintained open ang
for the time required to acknowledge that thitial file was successfully
received and/or to retrieve transaction responses.

Batch Processing ModHs also considered to be an asynchronous
processing mode, whereby the associated messages are chronologicq
procedurally decoupledin a requestesponse interaction, the client agen
can process the response at some indeterminate point in the future wi
existence is discovered. Mechanisms to implement this capability may
include: polling; notification by receipt of another message; or reogip
related responses (as when the request receiver "pushes" the corresp
responses back to the requestor), etc

Batch, (asynchronous) Processing Mode is from the perspective of the
request initiator. If a Batch (asynchronous) request is sent via
intermediaries, then such intermediaries may, or may not, use Batch
Processing Mode to further process the request

Batch Files (Payload)

A single submission of a message payload that coragx12
Interchange containingneFunctional Group containingne X12
transaction set consisting of more than one business transaction.

Client

An entity that sends/relays a message to a Server.

CORE Safe Harbor

Theconnectivity requirements that application vendors, providers, and
health plans (or other informationwgces) are required to support in ordg
to provide assurance that these requirementsugoeorted byany CORE
certified trading partners.

% CORE Phase | Glossary Definitiorgtp://www.cagh.org/pdf/COREPIGlossary.pdf
2 CORE Phase | Glossary Definitiorgtp://www.cadp.org/pdf/ COREPIGlossary.pdf
% CORE Phase | Rule 153: Eligibility and Benefits Connectivity Rule Version 1.0.0
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Term or Concept

Definition

Extensibility

Extensibility is a property of a system, format, or standard that allows
evolution in performance dormat within a common frameworkyhile
retaining partial or complete compatibility among systemshalaing to
the common framework.

Extensibility is a system design principle where the implementation tal
into consideration future growth. It is a symatic measure of the ability t
extend a system and the level of effort required to implement the extel
Extensions can be through the addition of new functionality or through
modification of existing functionality. The central theme is to provide fc
change while minimizing the imptio existing system functiori$.

HTTP

Hypertext Transport Protocol Version 1.1 (IETF RFC 2616:
http://www.ietf.org/rfc/rfc2616.txt)

HTTP MIME Multipart

MIME Multipart/related Contentype (IETF RFC 238
http://www.ief.org/rfc/rfc238B.txt).

Interoperability

Interoperability is the capability of different information technology
systems, software applications and networks to communicate, executg
programs, exchange data accurately, effectively and consistently, am(
various functional units in a manner that requires the user to have little
no knowledge of the unique characteristics of those units and to use tf
information that has been exchanged.

Interoperability also requires no specific architecture and is imdiepe of
vendors and their various operating systems, programming languages
hardware, and network infrastructure

Functional interoperability is the capability to reliably exchange
information without errors. Semantic interoperability allows systems to
interpret and make effective use of the information exchaageshg
systems?

26 http://www.atis.org/glossary/definition.aspx?id=7883IS (Alliance for Telecommunications Industry Solutions

http://www.atis.org/about.shtml

27 hitp://en.wikipedia.org/wiki/Extensibility

28 pdapted fromhttp://engineers.ihs.com/document/abstract/ AQSBFBAAAAAAAAANSI Information Technology

Vocabularyi Part 1: Fundamental Terms
2 HIMSS Position Statement: Adoption of HITSP Interoperab8ipecifications July 2007

© CAQH 2009

Page58 of 67


http://www.atis.org/glossary/definition.aspx?id=7853
http://www.atis.org/about.shtml
http://en.wikipedia.org/wiki/Extensibility
http://engineers.ihs.com/document/abstract/AQSBFBAAAAAAAAAA

CORE 270: Phase 1l Connectivity Rule version 2.0.1

Term or Concept

Definition

Interoperabity
Specificatior’

An Interoperability Specification focuses on a set of constrained stand
for information interchange that address the core requirements oféhe |
Cases. It does not define all functions, constructs and standards nece
to implement a conforming systamthe real world environment.

An Interoperability Specification defines how two or more systems
exchange standard datontent in a standard mzer.

Interoperability Specifications define the necessary business and tech
actors, the transactions between them including the message, content
terminology standards fon¢ actual information exchange.

Interoperability Specifications do not gjify the functional requirements (
behaviors of the systems or applications.

Interoperability Specifications, unless otherwise noted, are not intende
define or prescribe any system architecture or implementation. At the
basic level, the Interopability Specifications define specific information
exchange standards that are to be used by any two systems. Informat
exchange must be placed within the context of a transaction between
defined technical actors which fulfill higher level business megouénts
derived from the use cases. In some cases the necessary technical ag
may require some architectural structure or make some assumptions
involving synchronous or asynchronous data exchanges, or require sg
type of exchange, such as a messagiocument. These requirements m
constrain to some degree the total range of choices regarding system
architectures. When constraints are necessary to meet the use case
requirements, the Interoperability Specification will note this and will
retain asmuch architectural neutrality as possible. When appropriate,
Interoperability Specifications may provide architectural examples and
discuss considerations of such examples.

HITSP and ONC do not define "Interoperability,” but, do define
"Interoperability Spcification.”

Large Batch Files (Payload)

A single submission of a message payload that contains tharoneX12
Interchange, each of which may contaime or mord-unctional Groups,
each of which may contaime or moreX12 transaction sets.

Large Voume of Single
Realtime Transactions
(Synchronous)

A high number of Redime transactions arriving at the receiving systen
concurrently.

CORE defines | arge volume as "X
received transaction volume (based on all trggtiartners) withirone
minuteA X0 i s defined by organizat.

Message Encapsulation
Layer

This refers to the Open Systems Interconnect (OSI) layers 5 and 6.

Message Envelope Standar
A

HTTP MI ME Mul tipart, descri bed
MI ME Mul ti parto

Message Envelope Standar,
B

SOAP+WSDL, described in Secti on

MIME

Multipurpose Internet Message Extensions (IETF RFCs 2045 to RFC |

S0HITSP Interoperability Specification: EHR Lab Terminology Component HITSRASOctober 20, 2006 Version 1.2
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Term or Concept

Definition

[http://www.ietf.org/rfc/rfc2045.txt]

MTOM W3C Message Transmissi@®ptimization Mechanism
(http://www.w3.org/TR/soapXitom/).

Normative In standardserminology, "normative" means "considered to be a
prescriptivepart of the standard” [Wikipedia]

Non-normative Informational, not intended to be part of the specification.

osl Open Systems Interconnection Basic Reference Model (OSI Refereng

Model, or OSI Modefor short) is a layered, abstract description for
communications and computer network protocol design. From top to
bottom, the OSI Model consists of the Application, Presentation, Sess
Transport, Network, Data Link and Physical Layers [Wikipedia].

Open Standard*

"Open Standards" are those standards made available to the general
and are developed (or approved) and maintained via a collaborative a
consensus driven process. Open Standards facilitate interoperability g
data exchange among diféat products or services and are intended fot
widespread adoption.

Performance

According to CORE's Phase | Connectivity Rule, performance is defini
only two components:

Response timé the time required to receive an Eligibility Request, proc
it completely and send an appropriate response, as specified in CORE
Phase | Eligibility and Benefits Rules and Policies for Rigad > and
Batch*®® exchanges.

System Availabilityi the time an information source's (health plan,
clearinghouse/switch or othegrtermediary system) processing system is
capable of properly processing Eligibility Request/Response transacti(
as specified in CORE's Phase | Eligibility and Benefits Rules and Poliq
for system availability/.

Performance Evaluation
Criteria

For the purpose of evaluating the measurable performance dimension;
potential messaging methodologies to be used infealhealthcare
transactions, Performance Evaluation Criteria may include:

Response Time the time required to receive an Eligibility eest,
process it completely, and send an appropriate response.

Maximum Arrival Rate Before Saturatidrthe maximum number of
properly formed arriving Eligibility Request transactions per time periol

3 International Telecommunication UniérOpen Standards Definitiohttp://www.itu.int/ITU-T/othergroups/ipr

adhoc/ognstandards.html

32 CORE Phase | 156: Eligibility and Benefits Real Time Response Time Rule
%3 CORE Phase | 155: Eligibility and Benefits Batch Response Time Rule
% CORE Phase | 157: Eligibility and Benefits System Availability

% CORE Phase | 156: Eligibilitand Benefits Real Time Response Time Rule; and CORE Phase | 155: Eligibility
and Benefits Batch Response Time Rule
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Term or Concept Definition

(usually seconds or minutes), above which the alfdityncreased
acceptance for further processing stdps.

Overhead Informatiori Digital informationtransferred across the
functionalinterfacebetween aiserand atelecommunicationsystem or
between functioal units within a telecommunications system, for the
purpose of directing or controlling thensferof userinformationor the
detectionand correction of errors. Note: Overhead information originats
by the user is not considered todystemoverheadnformation Overhead
information generated within treommunicationsystemand not delivered
to the user is system overhead information. Thus, thetluserghputis
reduced by both overheads while system throughput is reduced only b
system overheal.

Capacityi the maximum number of completed Eligibility Request/
Response transaction sets per specific time period

Quiality of Sevicei the number of properly and accurately completed
Eligibility Request/Response transaction sets divided by the number g
properly submitted transactions (Requests)

When making such performance measurements and evaluations, it is
important to considethe architecture of networks and systems to assur
their similarity, and/or to assess the relevance and impact of any
differences.

Realime (Reatime Mode, | Realtime Mode® is when an entity is required to immediately sand
Realtime Processing Mode] single transaction and receive a single, related response within a sing|
38 communications session, which is established and maintained open a
active until the required response is received by the entity initiating thg
session. Communication is com@ethen the session is closed.

Realtime Mode & Reatime Processing Mode are also considered to b
synchronous processing mode. (See Synchronous)

Realtime, or synchronous, Processing Mode is from the perspective o
request initiator.

Safe Harbor AinSafe Harbor o is generally def
that provides protection from a penalty or liabifity.

In many IT-related initiatives, a safe harbor describes a set of
standards/ guidel i nes t ha suraack Whenv
business partners are transacting business electronically.

% http://www.cs.washington.edu/homes/lazowska/gsp/Content&Quoititative System Performanhapter
5.2.1. Transaction Workloads (Page 72)

37 http://www.atis.org/tg2k/and search "Overhead Information” ATIS (Alliance for Telecommunications Industry
Solutionshttp://www.atis.org/about.shtml

3 CORE Phase | Glossary Definitioveww.cagh.org/pdf/COREPIGlossary.pdf
39 CORE Phase | Glossary Definitiorigtp://www.cagh.org/pdf/COREPIGlossary.pdf

““MerriamWe bst er 6 s Di ct i o-kebstgr, Inz.f 28 Mayv2007. MRiatianaracam
http:/Mdictionary.reference.com/browse/safeharbor
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Term or Concept

Definition

Server An entity that receives a message from a Client, which it may proce
relay to another Server.

SOAP W3C Simple Object Access Protocol Version 1.2.
(http://lwww.w3.0rg/TR/sapl2partl/)

Standard A standard is a document, established by consensus and approved by

recognized body that provides, for common and repeated use, rules,
guidelines or characteristics for activities or their results, aimed at the
achievement of theptimum degree of order in a given contéxt.

Standard Development
Organization

Standards Development Organizations (SDOs) are organizations who
processes are accredited by ANSI.

A SDO may also include neANSI accredited organizations such as Wz
OASIS,ISO, UN/CEFACT and IETF.

Support [Supported]

Means that the entity must have the capability as specified and requirg

Submitter Authentication
Standard C

UsernameéPassword, describpedinSabe ct i on A Submi t |

Handlingo

Submitter Authetication X.509 Certificate based Authentication over SSL, described irs8cion

Standard D ASubmitter Auth&ntication HandlI

Synchronous The application sending the request message waits for the response, |
is returned on the same communicatioasnection (i.e., synchronous
request/reply). This message exchange pattern is used for most real ti
transactions

WSDL W3C Web Services Definition Language Version 1.1

(http://www.w3.0rg/TR/2001/NOTHvsd20010315)

“L http://isotc.iso.org/livelink/livelink/fetch/2000/2122/830949/3934883/3935096/07_gen_info/fdg.htm
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6.2 References

Note These were sed for Rule creation as well as to create the analysis artifacts as part of

CORE Phase Il Connectivity.

version 2.0.1

Author

Document Name

Location

CORE

Claim Status Rule Test Scenario

CORE Operating Rule 250

HL7 (Health Level 7)

HL7 Object Identifier (OID) Registry

http://lwww.hl7.org/oid/index.cfm

Internet Assigned
Numbers Authority
(IANA)

IANA Private Enterprise Number
(PEN) aka nOI Do

http://www.iana.org/cgbin/enterprise.pl

Internet Engineering
Task Force (IETF)

Key Words for use in RFCs to
Indicate Requirement Levels

http://www.ietf.org/rfc/rfc2119.txt

Internet Engineering
Task Force (IETF)

Uniform Resource Identifier (URI):
Gereric Syntax

http://www.gbiv.com/protocols/uri/rfc/rfq
3986.html

Internet Engineering
Task Force (IETF)

Hypertext Transfer ProtocoIHTTP
1.1

http://tools.ietf.org/html/rfc2616.txt

Internet Engineering
Task Force (IETF)

HTTP Authentication: Basic and
Digest Access Authentication

http:/tools.ietf.org/html/rfc2617.txt

Internet Engineering
Task Force (IETF)

The MIME MultipartForm-Data
(RFC 238)

http://www.ietf.org/rfc/rfc238.txt

Internet Engineering
Task Force (IETF)

TLS 1.1 Specification

http://tools.etf.org/html/rfc4346.txt

Internet Engineering
Task Force (IETF)

Universally Unique IDentifier
(UUID) URN Namespace

ftp://ftp.rfc-editor.org/in
notes/rfc4122.txt

OASIS

Web Services Reliable Messaging
Protocol 1.1 (WSRM)

http://docs.oastepen.org/ws
rx/wsrm/v1.1/wsrm.html

OASIS Web Service Security Core http://lwww.oasis
Specification 1.1 open.org/committees/download.php/16
O/wssvl.l-specos
SOAPMessageSecurity.pdf
OASIS Web Service Security SOAP Messa| http://docs.oasispen.org/wss/vl/tvss
Security 1.1 vl.1l-specerrataos
SOAPMessageSecurity.pdf
OASIS Web Service Secure Conversation ] http://docs.oasispen.org/wssx/ws
secureconversation/200512Avs
secureconversatioeh.3-0s.html
OASIS Universal Description, Discovery an| http://www.oasis
Integration (UDDI) 1.0 open.org/committees/uddi
spec/doc/contribs.htm#uddivl
OASIS ebXML Message Service http://www.oasis
Specification v2.0 open.org/committees/ebxml
msg/documents/ebMS_v2_0.pdf
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Author

Document Name

Location

W3C (World Wide
Web Consortium)

Extensible Markup Language (XML)
1.0 (Fourth Edition)

http://iwww.w3.0rg/TR/2006/RE&mI-
20060816/

W3C (World Wide
Web Consortium)

Namespaces in XML 1.0 (Second
Edition)

http://iwww.w3.0rg/TR/2006/RE&mI-
names20060816

W3C (World Wide
Web Consortium)

Canonical XML Version 1.0

http://mww.w3.0rg/TR/2002/REC
xmldsig-core20020212

W3C (World Wide
Web Consortium)

XML Schema Part 1: Structures
Second Edition

http://iwww.w3.0rg/TR/2004/REC
xmlschemal-20041028

W3C (World Wide
Web Consortium)

XML Schema Part 2: Datatypes
Second Edition

http://mww.w3.0rg/TR/2004/REC
xmlschema2-20041028

W3C (World Wide

XML Signature Syntax and

http:/imww.w3.0rg/TR/2002/REC

Web Consortium) Processing xmldsig-core20020212
W3C (World Wide XML Encryption Syntax and http://mww.w3.0rg/TR/2002/REC
Web Consortium) processing xmlenccore20021210

W3C (World Wide
Web Casortium)

Simple Object Access Protocol
(SOAP) 1.2

http://lwww.w3.org/TR/soaplpartl/

W3C (World Wide
Web Consortium)

SOAP Message Transmission
Optimization Mechanism (MTOM)

http://www.w3.0rg/TR/2005/REC
soapl2mtom-20050125

W3C (World Wide
Web Consortim)

Web Services Description Languagy
(WsbhL) 1.1

http://www.w3.0rg/TR/2001/NOTE
wsdF20010315

Web Services
Interoperability
Organization

SOAP Basic Profile 1.1

http:/mww.ws
i.org/Profiles/BasicProfilel.1-2006.04-
10.html

© CAQH 2009

Page64 of 67



http://www.w3.org/TR/2002/REC-xmldsig-core-20020212
http://www.w3.org/TR/2002/REC-xmldsig-core-20020212
http://www.w3.org/TR/2004/REC-xmlschema-2-20041028
http://www.w3.org/TR/2004/REC-xmlschema-2-20041028
http://www.w3.org/TR/2002/REC-xmlenc-core-20021210
http://www.w3.org/TR/2002/REC-xmlenc-core-20021210

CORE 270: Phase 1l Connectivity Rule version 2.0.1

6.3 Sequence Diagrams

6.3.1 Reaktime Interaction

The UML sequence diagram below shows a typical ftew Interaction between a Healthcare
Provider and a Health Plan. The interactions are described diratirambelow.

Healthcare Health
Provider Plan

1. Real-time Request (PayloadType=X12 270 004010X092A1, or other specific payload types)

Y

(PayloadType=X12_271_004010X092A1), or CORE Envelope processing Errors)

The following describes the typical Reahe interaction as shown in the above diagram.

Message Description
Sequence

1 Healthcare Provider submits a Réiale request to the Health Plan, usi
payload type as X12_ 270 _004010X092A1, or one of the specific pa
types 6hown in section 4.4.B).

2 Health Plan responds (synchronously to request message 1) to the
either with an HTTP level error, or an HTTP successful resp
accompanied by a CORE envelope level respomsgylgad type is
X12 271 004010X092AZr error)
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6.3.2 Batch Interaction

The UML sequence diagram below shows a typical Batch Interaction between a Healthcare
Provider and a Health Plan.

Healthcare Health
Provider Plan
1. Batch Submission (PayloadType=X12 BatchSubmissionMixed, or other specific payload types) >
== |- ——————————_ 2. HTTP Response or Error / CORE Envelope Response _ _ _ _ _ _ _ _________ | S
(PayloadType=X12_BatchSubmissionReceived), or CORE Envelope processing Errors)

3. Batch Acknowledgement Request (PayloadType=X12_BatchSubmissionAckRetrieval)

\ 4

4. HTTP Response or Error / Batch Acknowledgement Response (PayloadType=X12_TA1, X12_997), or
X12_NoBatchAckFile, or CORE Envelope processing Errors)

5. Batch Results Retrieval Request (PayloadType=X12_BatchResultsRetrieval)

Y

6. HTTP Response or Error / Batch Results Retrieval Response (PayloadType=X12_BatchResults),
or X12_NoBatchResultsFile, or CORE Envelope Processing Errors)

7. Batch Results Acknowledgement Submission (PayloadType=X12 TA1, X12 997)

Y

- === == e e T s e ===
Envelope Processing Errors)

The following describes the typicBhtchinteraction as shown in the above diagram.

Message Descrption
Sequence

1 Healthcare Provider submits a Batch of requests to the Health Plan,
payload type as BatchSubmissionMixed, or one of the specific payload
(shown in section 4.4.3)2

2 Health Plan responds (synchronously to request message 1) taqtiest
either with an HTTP level error, or an HTTP successful resp
accompanied by a CORE envelope level response (or error), indicatin
the Batch was received (payload type = X12_BatchSubmissionReceive
the CORE envelope was processed (witvitihout errors).

3 Healthcare Provider sends a Request to the Health Plan to solic
acknowledgement (TA1 or 997) for the Batch file that was just submittec

4 Health Plan responds (synchronously to request message 3) to the
either with an HTP level error, or an HTTP successful respo
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accompanied by a CORE envelope level response (or error), witl
X12 997 or an X12_TA1 acknowledgement. If no TALl or 997 is read
pickup, Health Plan sends a CORE Envelope with payload type ¢
X12_NoBatchAckFile.

5 Healthcare Provider sends a Request to the Health Plan to solicit the F
for the Batch file that was submitted in message sequence 1.

6 Health Plan responds (synchronously to request message 5) to the
either with an HTTP les error, or an HTTP successful respol
accompanied by a CORE envelope level response (or error), with the pi
type set to X12_ BatchResults, and sends the result file as payload.
results file is ready for pickup, Health Plan sends a CORE Ereeidih
payload type set to X12 NoResultsFile.

7 Healthcare Provider submits the acknowledgement (payload type X1.
or X12_TA1) to the Health Plan
8 Health Plan responds (synchronously to request message 7) to the

either with an HTTP level errp or an HTTP successful respor
accompanied by a CORE envelope level response (or error), indicatin
the Batch results acknowledgement was received (payload
=X12_ResultsAckReceived) and the CORE envelope was processed (\
without errors).
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