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Version [Revision |Description Date

2.0.0 Major Phase Il CAQH CORE 270: Connectivity Rule, balloted and approved [July 15, 2008
by CAQH CORE Participants.

2.0.1 Minor Batch connectivity schemas and examples have been updated to Mar 16, 2009
eliminate gaps identified by early adopters.

2.2.0 Minor IAdjustments to support ASC X12 HIPAA-adopted v5010. March 2011

C2.2.0 Minor ¢ Non-substantive adjustments to support re-organization of May 2020

operating rules into rule sets organized by business transaction
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(e.g., Phase |, I, etc.) as approved by the CAQH CORE Board in
2019.

e Operating rule naming, versioning and numbering methodologies
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1. Background

This rule addresses the message envelope metadata, the message envelope standards and the
submitter authentication standards for both batch and real time transactions, and communications -level
errors and acknowledgements. This rule is designed to provide a “safe harbor” that the application
vendors, providers and health plans (or other information sources) can be assured will be supported by
any CORE-certified trading partner. All CORE-certified organizations must demonstrate the ability to
implement connectivity as described in this rule. This rule is not intended to require trading partners to
remove existing connections that do not match the rule, nor is it intended to require that all CAQH CORE
trading partners must use this method for all new connections. CAQH CORE expects that in some
technical circumstances, trading partners may agree to use different communication mechanism(s) and/or
security requirements than that described by this rule.

1.1. Guiding Principles
The CAQH CORE Guiding Principles apply to the CAQH CORE Connectivity Rule Cv2.2.0.

2. lIssues To Be Addressed And Business Justification

Currently, multiple connectivity methods — some based on open standards, others on proprietary
approaches — are in use for administrative electronic transactions in the healthcare industry. Healthcare
providers and health plans support multiple connectivity methods to connect to different health plans,

clearinghouses, provider organizations and others.

Supporting multiple connectivity methods for administrative electronic transactions adds costs for health
plans and providers. Connectivity and Security standards from standards development organizations
such as OASIS, W3C, and IETF are intended to be industry neutral, allowing for implementation
variations, and thus are not specific enoughto provide interoperability in healthcare. For example, several
open standards for enveloping, such as SOAP and ebMS exist in the marketplace. These open standards
are industry neutral and hence do not define the metadata, vocabularies and semantics needed to
support industry specific transactions. Further complicating this issue is the wide variance in
implementations of these standards in the healthcare market, the continuing use of proprietary

approaches and the industry’s developing use of the public internet.

The CAQH CORE Connectivity & Security Subgroup aims to fill this gap by adopting existing open
standards and formulating Connectivity/Security Rules that provide industry specific (i.e., for healthcare
administrative electronic transactions) guidance on using these open standards. The CAQH CORE
Connectivity Rule was developed using a consensus-based approach among industry stakeholders, and
is designed to facilitate interoperability, improve utilization of administrative transactions, enhance
efficiency and lower the cost of information exchange in healthcare.

The following sections describe the work completed while developing the CAQH CORE Connectivity Rule
vC11, and the outstanding issues that are being addressed by the CAQH CORE Connectivity Rule vC22.
The rationale for the selected envelope and authentication standards within the CAQH CORE
Connectivity Rule vC2.2.0 is also presented.

2.1. CAQH CORE Connectivity Rule vC2 Background

The CAQH CORE Connectivity Rule vC1 defined a Connectivity/Security Rule, which is a safe harbor that
required the use of the HTTP/S transport protocol over the public Internet. It also specified a minimum set
of metadata outside the ASC X12 payload (e.g., date/time, payload ID, and other elements), and aspects
of connectivity/security such as response times, acknowledgements and errors. Since the CAQH CORE
Connectivity Rule vC1.1.0 is a Safe Harbor, Eligibility & Benefit CORE-certified entities are required to
support the adopted the CAQH CORE Connectivity Rule vC1.1.0 at a minimum, but may also implement

additional other connectivity/security methods.

1 Formerly the Phase | CAQH CORE Connectivity Rule.
2 Formerly the Phase Il CAQH CORE Connectivity Rule.
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The CAQH CORE Connectivity Rule vC1 required the use of HTTP/S over the public Internet. CAQH
CORE made a decision to limit the rule at this high-level to provide a first step toward Connectivity,
understanding that later future operating rules would issue more detailed requirements. CAQH CORE
was aware the CAQH CORE Connectivity Rule vC1 did not provide the optimum level of specificity for
implementations as it was developed as a first step.

CAQH CORE Connectivity Rule vC1.1.0 CORE-certified implementations were based on many types of
enveloping methods: HTTP POST with name/value pairs, HTTP MIME Multipart, W3C XML Schema and
SOAP+WSDL among others. Further, within each of these envelope method implementations, significant
variations exist in field names and locations of CAQH CORE Connectivity Rule vC1 metadata, message
envelope structure, authentication methods, routing approaches and security related information.
Variations among enveloping methods and metadata pose a major challenge for interoperability.

The CAQH CORE Connectivity Rule vC2 charge was to create a definitive rule that would further facilitate
interoperability. Such interoperability is expected to improve efficiencies and utilization of electronic
transactions, and ultimately lower the administrative costs for healthcare providers and payers.

2.2. CAQH CORE Connectivity Rule vC2 - Decisions on Message Envelope Standards

The CAQH CORE Connectivity Rule vC2 efforts were focused on creating a definitive safe harbor that
reached the envelope level. As part of CAQH CORE Connectivity Rule vC2 , the Connectivity & Security
Subgroup performed extensive analysis of open standards that are available for enveloping the payload
(ASC X12 or other types of data). The available open standards were rated against the agreed upon
CAQH CORE Connectivity Rule vC2 criteria and this rating process was used to select the envelope
standards that met the large majority of these criteria; first creating a short-list and then reducing that
short-list to two envelope standards that met the overwhelming majority of the criteria:

A. HTTP MIME Multipart
B. SOAP + WSDL

Over several months, discussions were held on the relative merits of these two envelope standards to
determine if there is a clear winner among the two. SOAP+WSDL supports interface definition with a XSD
schema/WSDL, automated development/validation, and is well aligned with standards adoption within
healthcare industry bodies such as HL7 and HITSP. Furthermore, the SOAP+WSDL methodology lends
itself to future Rule development using Web-Services standards for more advanced requirements like
reliability. HTTP MIME Multipart on the other hand provides a relatively simple and well understood
protocol framework and a lower performance overhead relative to SOAP, and has a large implementation
base within this industry; including many of the CORE-certified entities.

Having analyzed the advantages and challenges of the two envelope standards, CAQH CORE then
analyzed several CAQH CORE Connectivity Rule vC1 compliant real world implementations of the above
two envelope standards. The real world examples confirmed that both the envelope standards are in
widespread use in this industry, and both perform well under real-world transaction volumes. Hence, the
real-world implementation analysis did not point to a clear winner among the two envelope standards.

2.2.1. Why Two Standards in the CAQH CORE Connectivity Rule vC2?

After extensive analysis, the two envelope standards (HTTP MIME Multipart and SOAP+WSDL) selected
by the CAQH CORE Connectivity & Security Subgroup from the initial long list of standards were shown
to:

¢ meet the CAQH CORE Connectivity Rule vC2 criteria;
e have significant installed base in this industry; and,
e perform well under real world transaction loads.

Since both these standards have significant merits, the Subgroup debated the advantages and
challenges of having asingle envelope standard versus both these envelope standards as part of the
CAQH CORE Connectivity Rule vC2 and Safe Harbor. The major advantage of a rule based on a single
envelope standard is that it would be more definitive and facilitate better interoperability. However, having
just one standard would require implementers of the other envelope standard (i.e., the one that was not
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chosen) to modify their implementations to be CAQH CORE Connectivity Rule vC2 compliant. Since both
standards met the criteria and have large installed bases, convergence on a single standard would create
a barrier to adoption of CAQH CORE Connectivity Rule vC2.2.0 by a large segment of the industry.
Moreover, the two standards have many similarities that the market is still exploring.

Based on the above analysis, the consensus view of the Subgroup was that a CAQH CORE Connectivity
Rule vC2 should be based on both envelope standards. This provides CAQH CORE with a path to
facilitate adoption in a market that is still maturing, and where many still require education. CAQH CORE
recognizes that two standards do not support interoperability as much as one, however a CAQH CORE
Connectivity Rule vC2 and Safe Harbor based on two envelope standards would facilitate adoption while
also improving interoperability relative to the current state of the industry. Given the current state of the
industry, where the number of variations in the envelope standards and metadata is extremely large,
reducing the number of envelope methods to two is a significant step forward in facilitating
interoperability, improving efficiencies, improving utilization and hence lowering administrative cost for
healthcare providers and health plans. Additionally, CAQH CORE is offering a path to use two standard
market implementations — an option that does not exist today.

2.2.2. Will CAQH CORE Move to One Standard in Future Phases?

In the interest of further facilitating interoperability, CAQH CORE expects to move towards a single
envelope standard in future phases. Given the current state of healthcare connectivity (i.e., use of many
distinct connectivity methods), creating a CAQH CORE Connectivity Rule vC2 with two envelope methods
vastly improves the state of the market, while also providing an opportunity for education and greater
experience with two standards that meet the growing market needs for connectivity. Taking this phased
step enables the healthcare industry to make a more informed decision as it considers supporting a single
envelope, safe harbor standard in future operating rules

The choice of two envelope standards provides this industry an opportunity to monitor the marketplace for
movement towards a specific standard. Holding industry discussions on implementations will be essential
to ensure that CAQH CORE continues to be aligned with the direction of related national healthcare

initiatives.
2.3. Rationale for Basic Conformance Requirements

Supporting two envelope standards and two submitter authentication methods as part of the CAQH
CORE Connectivity Rule vC2 makes it necessary to specify the conformance requirements for
stakeholders. The rationale for these basic conformance requirements is based on the following guiding
principles and assumptions.

It is assumed that the typical message exchange patterns are:

¢ Real time: Health plan receives a Real time request directly (or relayed via a Clearinghouse) from
Providers and responds synchronously (as part of the same connection). A sequence diagram of
the Real time Interaction is provided in Appendix 6.3.

e Batch: Health plan receives a Batch submission directly (or relayed via a Clearinghouse) from a
Provider. Provider polls Health plan (directly or indirectly via a Clearinghouse) at a later time and
receives an acknowledgement for the batch submission. Provider polls Health plan (directly or
indirectly via aClearinghouse) at a later time and retrieves the batch results as response.
Provider then sends an acknowledgement to Health plan (directly or indirectly via a
Clearinghouse) that the results were received with/without errors. A sequence diagram of the
Batch Interaction is provided in Appendix 6.3.

In both of these message exchange patterns, Provider acts as a client, and Health Plan acts as a server,
and Clearinghouse acts as both client and server.

One of the goals of CAQH CORE Connectivity is to improve utilization of electronic transactions by
enabling more entities to interoperate with other entities, including reducing the implementation barrier for

small entities (e.g., small providers).
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Based on the above guiding principle and assumption about typical message exchange patterns, the
rationale for the conformance requirements is as follows:

e Envelope standards: Organizations that receive and process or relay the requests (i.e., as a
server) are required to support both envelope methods to facilitate connectivity from multiple
clients. Generally organizations implementing a server have higher technical capabilities, and the
difference in complexity between HTTP MIME Multipart and SOAP+WSDL are usually not
significant for such organizations.

e Submitter authentication standards: Organizations that receive and process (or relay) requests
(i.e., as a server) generally enforce a specific authentication method to control access to their
resources. Supporting this authentication method is a credential issuance and management
scheme defined by an organizational policy. The complexity of supporting two such policies and
credential management mechanisms is high at the entity where submitter authentication is
enforced (server), but is relatively low at the submitter (client). For this reason, server- side
implementations are only required to support one of the two submitter authentication methods. To
connect to the server, the client implementation needs to be able to authenticate itself to the
server using the authentication method that is enforced at the server.

3. Scope

3.1. What the Rule Applies To

The technical scope of CAQH CORE Connectivity Rule vC2 can be described in terms of the specific
network layers within the Open Systems Interconnection Basic Reference Model3 (OSI model). As shown
in the diagram below, the scope of CAQH CORE Connectivity Rule vC2 is OSI Layers 3 and 4 (Transport
and Network layers) and OSI Layers 5 and 6 (Session and Presentation layers, also called Message
Encapsulation layers). The CAQH CORE Connectivity Rule vC1 (i.e., CAQH CORE Connectivity Rule
vC1.1.0) defined a Safe Harbor in terms of OSI Layers 3 and 4 (Transport and Network layers). CAQH
CORE Connectivity Rule vC2 builds on the foundation of the CAQH CORE Connectivity Rule vC1 and
provides a more definitive rule for encapsulating the metadata that is required for routing, identification/
authentication and auditing.

3Zimmerman, H., OSI Reference Model — ISO Model of Architecture for Open Systems Interconnection, IEEE
Transactions on Communications, Vol. Com-28, No. 4, April 1980.

©CAQH 2023 Page 7 of 76



CAQH Committee on Operating Rules for Information Exchange (CORE)

Connectivity Rule vC2.2.0

Figure #3.3.1
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As shown in the Figure 3.3.1 above, typically an application file (or Payload) such as X12 or HL7 is
created or processed by an application that resides in the Application Layer (Layer 7 in the OSI Model).
The Message Encapsulation layer (Layers 5 and 6 in the OSI Model) create a message envelope, and
handle connectivity and security. The underlying layers (Layers 1 through 4) provide the necessary
message transport and the network infrastructure (e.g., TCP/IP is provided at Layer 3).

As shown in Figure #3.3.2 below, the Message Envelope is outside the Message Payload (content), and
inside the Transport Protocol envelope. Here, the Transport Protocol Envelope corresponds to OSI Model
Layer 3 and 4, Message Envelope corresponds to OSI Model Layers 5 and 6, and Message Payload
(content) corresponds to OSI Model Layer 7. The CAQH CORE Connectivity Rule vC1 was based on the
use of HTTP/S as the transport protocol over the public Internet; hence the transport protocol envelope
consists of HTTP headers. Examples of message payload include HIPAA administrative transactions

(ASC X12), HL7 clinical messages, zipped files, etc.
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Figure #3.3.2
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The following is a list of standards and their versions that this Rule is based on:

- HTTP Version 1.1
— SSL Version 3.0
o This does not preclude the optional use of TLS 1.0 (or a higher version as required for

FIPS 140 compliance) for connectivity with trading partners that require FIPS 140
compliance. CORE Certification requires testing with SSL 3.0 for transport security.

MIME Version 1.0

The MIME Multipart/Form-Data (IETF RFC 2388)

SOAP Version 1.2

WSDL Version 1.1

Web Services-Security 1.1

3.2. When the Rule Applies

The CAQH CORE Connectivity Rule vC2.2.0 is applicable to Eligibility Benefit Inquiry and Response
(270/271), Health Care Claim Status Request and Response (276/277), and Health Care Claim
Acknowledgement (277) payloads in Real time and Batch mode, and may also be applied to other
payload types. Note, some entities may also apply the rule to other ASC X12 administrative transactions.
CAQH CORE Connectivity Rule vC2 is a Safe Harbor, and therefore only needs to be used if mutually
agreed to by the trading partners. It is expected that in some instances, other or existing mechanisms
may be more appropriate methods of connectivity.

3.3. When the Rule Does Not Apply
The CAQH CORE Connectivity Rule vC2.2.0 DOES NOT apply in the following scenarios:
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When CORE-certified entities exchange payloads other than Eligibility, Claim Status and Claim
Status-related payloads. This rule is designed to be payload agnostic, and as such it is expected
that CORE-certified entities will use this methodology for payloads other than Eligibility, Claim
Status and Claim Status-related payloads; however, the rule does not require this.

When trading partners mutually agree to use a non CAQH CORE Connectivity mechanism.

3.4. What the Rule Does Not Require
The CAQH CORE Connectivity Rule vC2.2.0:

DOES NOT require trading partners to discontinue existing connections that do not match the
rule.

DOES NOT require that trading partners must use a CORE-complaint method for all new
connections.

DOES NOT require that all CAQH CORE trading partners use only one method for all
connections.

DOES NOT require any CORE-certified entity to do business with any trading partner or other
CORE-certified entity.

Further, the CAQH CORE Connectivity Rule vC2.2.0 DOES NOT require the following:

Additional centralized services other than those that are already provided in the Internet (e.g.,
Domain name and TCP/IP routing services).

Additional directories or data repositories.

Additional centralized Public Key Infrastructure (PKI) Certificate Authorities, identity management
or authentication servers.

Use of specific hardware platforms, software or programming languages.

3.5. Technical Requirements and Assumptions

The following technical requirement applies to this rule:

The use of the public Internet for HTTP/S transport as specified in CAQH CORE Connectivity
Rule vC1.1.0.

The following assumptions apply to this rule:

Interoperability, utilization and efficiency will improve by having fewer connectivity/security
variations and uniform enveloping standards and metadata.

The typical message exchange patterns for Real time and Batch transactions are as described in
§2.3.

Health Plans and Clearinghouses generally have greater technical and infrastructure capabilities
than most Providers.

The difference in complexity between HTTP MIME Multipart and SOAP+WSDL is not significant
for aserver implementation.

The Server-side enforcement of submitter authentication is far more complex than supporting the
submitter authentication method on the client-side.

This Rule is based upon a specific set of open standards and the versions of these standards
specified in 83.1. As open standards and versions evolve, appropriate version control practices
may need to be applied to keep the Rule consistent with industry best practices with regards to
standard versions.

This rule is a component of the CAQH CORE Operating Rules; as such, all the CAQH CORE
Guiding Principles apply to this rule and all other rules.

3.6. Outside the Scope of this Rule

The following items are outside the scope of this rule:
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e The use of the message envelope and metadata defined in this rule for those messages that are
sent over TCP/IP connections that are private (e.g., Intranet, leased lines, or VPN).

e Non-TCP/IP protocols such as packet switching (e.g., X.25, SNA, and Frame Relay).

e Application of this rule to other administrative transactions, such as 837 claims, as well as clinical
orother transactions, e.g., HITSP interoperability specifications.

e  Submitter Authorization is a local decision at the site that receives a request.

e The list of trusted Certificate Authorities is a decision between trading partners.

e The maximum size of a batch file that is accepted by a Server. The Server implementer may
publish its file size limit, if any, in its Connectivity Companion Guide. (See 84.3.7)

3.7. Relationship to CAQH CORE Connectivity Rule vC14 and Safe Harbor

This CAQH CORE Connectivity Rule vC2.2.0 extends the CAQH CORE Connectivity Rule vC1 (i.e.,
CAQH CORE Connectivity Rule vC1.1.0) and establishes a Safe Harbor by further specifying the
connectivity that all CORE-certified organizations must demonstrate and implement. See 85 CAQH
CORE Safe Harbor. Each of the CAQH CORE Connectivity Rule vC1 requirements has been
incorporated in the CAQH CORE Connectivity Rule vC2 except that the HTTP error code for security
authorization failures has been superseded under the SOAP option under this Rule. Under the CAQH

CORE Connectivity Rule vC2 SOAP option, security authorization failures will follow the SOAP standard.
Since the CAQH CORE Connectivity Rule vC2 Safe Harbor is more definitive than the CAQH CORE
Connectivity Rule vC1 Safe Harbor, those entities that achieve CAQH CORE Connectivity Rule vC2
compliance are assumed to be CAQH CORE Connectivity Rule vC1 compliant, but such entities will not

be required to support CAQH CORE Connectivity Rule vC1 connections. Should entities ask CAQH
CORE Connectivity Rule vC1 solutions rather than CAQH CORE Connectivity Rule vC2 solutions,

trading partners will mutually determine which option will be used.
CAQH CORE Connectivity Rule vC1 elements re-used in this CAQH CORE Connectivity Rule vC2:

e Transport standard (HTTP/S) (CAQH CORE Connectivity Rule vC1.1.0)
e Acknowledgements (CAQH CORE Eligibility & Benefits (270/271) Infrastructure Rule vVEB1.0)
e Response Time, Time Out, Re-transmission (CAQH CORE Eligibility & Benefits (270/271
Infrastructure Rule vEB1.0)
CAQH CORE Connectivity Rule vC1 (i.e., CAQH CORE Connectivity Rule vC1.1.0) elements modified in
this CAQH CORE Connectivity Rule vC2:

e Date/time syntax (to make it UTC standards compliant)

CAQH CORE Connectivity Rule vC1 (i.e., CAQH CORE Connectivity Rule vC1.1.0) elements extended
in this CAQH CORE Connectivity Rule vC2:

e Envelope structure, metadata names and syntax
e Attachment handling
e Authentication (e.g., UserName token for SOAP envelope)

4, Rule

This section specifies the basic conformance requirements, the envelope metadata and the specifications
for HTTP MIME Multipart and SOAP+WSDL. The rationale and business justification for these

conformance requirements are described in §2.3.

4.1. Basic Conformance Requirements for Key Stakeholders

Like the CAQH CORE Connectivity Rule vC1, the CAQH CORE Connectivity Rule vC2 is a Safe Harbor.
CORE-certified entities are required to comply with all rule requirements and thus a CORE-certified entity

4 CAQH CORE Connectivity Rule vC1.1.0
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must support a CORE-compliant connectivity method. However, as a Safe Harbor the CAQH CORE
Connectivity Rule:

e DOES NOT require trading partners to discontinue existing connections that do not match the
rule.

e DOES NOT require that trading partners must use a CORE-complaint method for all new
connections.

e DOES NOT require that all CAQH CORE trading partners use only one method for all
connections.

e DOES NOT require any CORE-certified entity to do business with any trading partner or other
CORE-certified entity.

The terms used in this Section, such as Client, Server, Envelope Standard A and B, Submitter
Authentication Standard C and D, are defined in §6.1 Abbreviations and Definitions used in this Rule. The
sections below specify the conformance requirements for stakeholders that can be CORE -certified,
including Health Plans, Clearinghouses, Health Information Exchanges, and other intermediaries,
Providers, Provider Vendors and Health Plan Vendors.

4.1.1. Health Plans and Health Plan Vendors

Health Plans or Health Plan Vendors (Servers) must implement capability to support (See 86.1) both
Message Envelope Standards (A and B). For each envelope standard, the following are the conformance

requirements for Real time and Batch transactions:

e Real time®: Required for ASC X12 v5010 270/271 and ASC X12 v5010 276/277 transactions

e Batch: Optional for ASC X12 v5010 270/271 and ASC X12 v5010 276/277 transactions; must be
supported if Batch is offered for ASC X12 v5010 270/271 and ASC X12 v5010 276/277
transactions

Health Plans or Health Plan Vendors (Server) must implement and enforce one of the two (C or D)
Submitter Authentication Standards for CAQH CORE Connectivity Rule vC2 compliance (for Real time
and/or Batch transactions). If a Health Plan or Health Plan Vendor implements a client (e.g., for plan-to-
plan messaging), then for such clients, the Health Plan or Health Plan Vendor must implement the
capability to support one of the two Message Envelope Standards (A or B), and must implement support
for both Submitter Authentication Standards (C and D).

4.1.2. Clearinghouses, Health Information Exchanges and Other Intermediaries

Intermediaries, including Clearinghouses, Switches, and Health Information Exchanges, act as both
Client and Server. The Server portion of Clearinghouses/Switches/Health Information Exchanges must
implement the capability to support both Message Envelope Standards (A and B). The Client portion of
Clearinghouses/Switches/Health Information Exchanges must implement the capability to support one of
the two Message Envelope Standards (A or B). For each envelope standard (A and B), the following are
the conformance requirements for Real time and Batch transactions:

e Real time: Required for ASC X12 v5010 270/271 and ASC X12 v5010 276/277 transactions
o Batch: Optional for ASC X12 v5010 270/271 and ASC X12 v5010 276/277 transactions; must be
supported if Batch is offered for ASC X12 v5010 270/271 and ASC X12 v5010 276/277
transactions

The Client portion of Clearinghouses/Switches/Health Information Exchanges must implement both (C
and D) Submitter Authentication Standards for CAQH CORE Connectivity Rule vC2 compliance (for Real
time and/or Batch transactions) to connect to Health Plans (i.e., as a client of the Health Plan). The
Server portion of Clearinghouses/Switches/Health Information Exchanges must implement one of the two
Authentication Standards for authenticating the Providers that submit requests to them (See Figure
#4.1.6.1 for illustration).

5Real time and Batch are defined in §6.1 Abbreviations and Definitions used in this Rule.
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If there is more than one intermediary (e.g., Clearinghouse/Switch/Health Information Exchange) between
a Provider and Health Plan, then the Server portion of each intermediary must implement both Message

Envelope Standards (A and B), and one of the two Submitter Authentication Standards (C or D). Further,
the Client portion of each intermediary must implement one of the two Message Envelope Standards (A

or B), and the Client portion must implement both the Submitter Authentication Standards (C and D).

4.1.3. Providers and Provider Vendors

Providers or Provider Vendors (Clients) must implement one of the two (A or B) Envelope Standards for
CAQH CORE Connectivity Rule vC2 compliance. If a Provider or Provider Vendor implements a Server,
then it must support both envelope methods (A and B) on the Server. For the Envelope Standard (A or B)
implemented, the following are the conformance requirements for Real time and Batch transactions:

e Real time: Required for ASC X12 v5010 270/271 and ASC X12 2 v5010 76/277 transactions

e Batch: Optional for ASC X12 v5010 270/271 and ASC X12 v5010 276/277 transactions; must be
supported if Batch is offered for ASC X12 v5010 270/271 and ASC X12 v5010 276/277

transactions
Providers or Provider Vendors must implement both (C and D) Submitter Authentication Standards for

CAQH CORE Connectivity Rule vC2 compliance (for Real time and/or Batch transactions). If a Provider
or Provider Vendor implements a Server, then it must support one of the two Submitter Authentication

Standards on the Server.
4.1.4. lllustration of Conformance Requirements for Key Stakeholders

4.1.4.1. Envelope Standards

Figure #4.1.6.1 below shows the CAQH CORE Connectivity Rule vC2 envelope standards conformance
requirements for key stakeholders. Health Plans and Clearinghouses/Switches/Information Exchanges
that conform to Phase Il CORE Connectivity Rule must implement both envelope standards
(SOAP+WSDL and HTTP MIME Multipart). Healthcare Providers or Provider Vendors must implement

one of the envelope standards.
Figure #4.1.6.1

Health Plans/
Clearinghouses  Implement Health Plans/
Healthcare  both Envelope Standards ~ Clearinghouses
Provider/Vendor £ OR
roviderrvendor Providers implementing ¢
Server
Client SOAP |
B 7| soAP
Healthcare Servel
Provider/Vendor E HTTP
Multipart
HTTP |l »{ MIME
Client | Multipart
MIME

4.1.4.2. Submitter Authentication Standards

Figure #4.1.6.2 below shows the submitter authentication conformance requirements for key
stakeholders. As shown, the Health Plans (servers) implement one of the two submitter Authentication
Standards. Healthcare Providers/Provider Vendors and Clearinghouse components that handle
submissions to Health Plans must implement both submitter Authentication Standards (i.e., only the client
portion of authentication).
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Figure #4.1.6.2

Providers/Clearinghouses
Implement both Submitter
Healthcare Authentication Standards

Provider/Vendor A

Health Plans,
Providers impementing ¢

Username/
Password ™ UserName/ Server X
Client AND »  Password
X.509 Certificates
. Health Plan Y
- ClearingHouse
el Username/
Connectiops Password o X.509 Client
Client AND . L
X.509 Certificates Certificates over Server Y
over SSL >

4.2. CORE-compliant Envelope Specifications using Message Enveloping Standards

CAQH CORE is not creating its own envelope standards, but rather, supports the use of existing
standards. Note: The terms_normative and non-normative are defined in §86.1 Abbreviations and
Definitions used in this Rule.

4.2.1. Specifications for HTTP MIME Multipart (Envelope Standard A)

Unlike in the SOAP+WSDL (i.e., Envelope B) case, the HTTP MIME® Multipart envelope does not provide
a standard Schema specification that is normative (definitive) and can be verified in an automated
manner. For this reason, HTTP MIME Multipart Real time Request/Response examples below are non-
normative’. They are based on the real-world examples provided by CAQH CORE Participants, and have

been updated to use the CORE-compliant metadata.

4.2.1.1. Real Time Request Message Structure (non-normative)

6 MIME Multipart is defined in IETF RFC 2388 ( )

" The lack of a normative schema specification means that client-server interfaces need to be manually created and
validated (i.e., automated interface generation and validation is not supported). This is not considered a significant
limitation since the requestiresponse interfaces are relatively simple to implement and validate.
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The following is an example of a Real time request message using the HTTP MIME Multipart envelope
method. The HTTP Header is shown in blue. The remainder of the request (shaded in light gray) is the

body of the MIME Multipart message.

Content-Length:

==XbCY

==XbCY

RealTime
==XbCY

==XbCY

==XbCY

hospa
==¥hCY

Bybdt3dd2
==XbCY

Hospitald
==¥bCY

PayerB
==¥bCY

2.2.0
==XbCY

==¥bCY==

POST /corefeligibility HTTP/1l.1

Host: server host:server port

2408

Content-Type: multipart/form-data; boundary=XbCY

Content-Disposition: form-data; name="PayloadType™
¥12 270 Request 005010X279Al1

Content-Disposition: form-data; name="ProcessingMode"”

Content-Disposition: form-data; name="PayloadID"
e5ld4fae-T7dec-11d0-a765-00al0c91lebdas
Content-Disposition: form-data; name="TimeStamp"
2007-08=-30T10:20:34E

Content-Disposition: form-data; name="UserName"

Content-Disposition: form-data; name="Password"

Content-Disposition: form-data; name="SenderID"

Content-Disposition: form-data; name="ReceiverID"

Content-Disposition: form-data; name="CORERuleVersion”

Content-Disposition: form-data; name="Payload"

<contents of file go here -- 1674 bytes long as specified above>

4.2.1.2.

©CAQH 2023
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The following is an example of a Real time response message using the HTTP MIME Multipart envelope
method. The portion of the request below that is colored in blue is the HTTP Header. The remainder of

the request (shaded in light gray) is the body of the MIME Multipart message.

HTTP/1.1 200 OK
Content-Length: 2408
Content-Type: multipart/form-data; boundary=XbCY

-=XbC¥
Content-Disposition: form-data; name="PayloadType"

X12 271 Response 005010X279Al
-=-XbCY
Content-Disposition: form-data; name="ProcessingMode"

RealTime
-=-XbCY
Content-Disposition: form-data; name="PayloadID"

f8ld4fae-Tdec-11d0-a765-00al0c91lebdaé
-=XbCY
Content-Disposition: form-data; name="TimeStamp"

2007-08-30T10:20:342
-=XbCY
Content~-Disposition: form~data; name="SenderID"

PayerB
-=XbCY
Content-Disposition: form-data; name="“ReceiverID"

HospitalA
-=XbCY
Content~-Disposition: form-data; name="CORERuleVersion"

2.2.0
-=XbCY
Content-Disposition: form-data; name=“ErrorCode"

Success
-=XbCY
Content-Disposition: form-data; name="ErrorMessage”

None

-=XbCY
Content-Disposition: form-data; name="“Payload"

==XbCY=~

<contents of file go here -- 1674 bytes long as specified

above>

©CAQH 2023
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4.2.1.3. Batch Submission Message Structure (non-normative)®

The following is an example of a Batch Submission message using the HTTP MIME Multipart envelope
method. The HTTP Headers are shown colored in blue. The remainder of the request (shaded in light

gray) is the body of the MIME Multipart message.

POST /corefeligibility HTTR/1.1

Host: server host:server port

Content-Length: 244508

Content-Type: multipart/form-data; boundary=XbCY

-=X¥XbCY
Content-Disposition: form-data; name="PFayloadType"

X12 270 Regquest 005010X279A1
-=¥XbCY
Content-Disposition: form-data; name="FrocessingModes"

Batch
-=XbCY
Content-Disposition: form-data; name="PFayloadID"

fBld4fae-Tdec-11d0-a765-00a0d91le6fab
-=NbCY
Content-Disposition: form-data; name="PayloadLength"

10240
-=XbCY
Content=-Disposition: form-data; name="TimeStamp"

2007-08-30T10:20: 342

-=XbCY

Content=-Disposition: form-data; name="UserMame"
hospa

-=XbCY

Content-Disposition: form-data; name="Fassword"

By&dtidd2
-=XbCY
Content-Disposition: form-data; name="SenderID"

Hospitalh
-=XbCY
Content-Disposition: form-data; name="ReceiverID"

PayerB

-=XbCY

Content-Disposition: form-data; name="CORERuleVersion"
2.2.0

-=XbCY

Content-Disposition: form-data; name="Checksum"

ERIFES5946
-=XbCY
Content-Disposition: form-data; name="Payload”

<contents of batch file go here>
== XbCY =

8 Generic Batch Submission Request (86.3.4) uses the same request message as the Batch Submission Request

message structure above, with PayloadType values based on what is being submitted.

©CAQH 2023
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Batch Submission Response Message Structure (non-normative)®

The following is an example of a synchronous response to a Batch Submission request message using
the HTTP MIME Multipart envelope method. The HTTP Headers are shown colored in blue. The
remainder of the request (shaded in light gray) is the body of the MIME Multipart message.

Content-Type:

-=XbCY

-=XbCY

Batch
-=¥bCY

-=XbCY

-=XbCY

FayerB
-=-XbCY

Hospitalh
-=XbCY

2:.2:0

-=XbCY

Success
-=XbCY

None
-=XbCY -~

HTTP/1.1 200 OK
Content-Length:

Content-Disposition:

Content-Disposition:

Content-Disposition:

Content-Disposition:

2007-08-30T10:20:342

Content-Disposition:

Content-Disposition:

Content-Disposition:

Content-Disposition:

Content-Disposition:

multipart/form-data;

form-data;

X12 BatchReceiptConfirmation

form-data;

form-data;

form-data;

form-data;

form-data;

form-data;

form-data;

form-data;

name="PFayloadTyps™

name="FrocessingMods"

name="PayloadID"

f8ld4fae-Tdec-11d0-a765-00alc9lebdad

name="TimeStamp"

=

name="5SenderID"

name="FReceiverID"”

name="CORERuleVersion"”

name="ErrorCods"

name="ErrorMessage"

boundary=XbCY

9 Generic Batch Submission Response (§6.3.4) uses the same response message as the Batch Submission
Response message structure depicted below, with PayloadType values based on the response to what is being

submitted.
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4.2.1.5. Batch Submission Acknowledgement Retrieval Request Message Structure
(non-normative)

The following is an example of a Batch Submission Acknowledgement Retrieval request message using
the HTTP MIME Multipart envelope method. The HTTP Headers are shown colored in blue. The
remainder of the request (shaded in light gray) is the body of the MIME Multipart message.

POST /fcore/eligibility HTTE/1.1

Host: server host:server port

Content-Length: 244508

Content-Type: multipart/form-data; boundary=XbCY

-=-XbCY
Content-Dispositicon: form-data; name="PayloadType"

X12 999 RetrievalRequest 005010x231A1
-=XbCY
Content-Disposition: form-data; name="ProcessingMode"

Batch
-=XbCY
Content-Disposition: form-data; name="PayloadID"

f8ld4fae-Tdec-11d0-a765-00a0d9%1e6fatb
-=XbCY
Content=-Disposition: form-data; name="TimeStamp"

2007-08-30T10:20: 342
==XbCY
Content-Disposition: form-data; name="UserMName"

hospa
==XbCY
Content-Disposition: form-data; name="Password"

8yédt3idd2
==XbCY
Content-Disposition: form-data; name="SenderID"

Hospitalh
=-=XbCY
Content-Disposition: form-data; name="ReceiverID"

PayerB
==XbCY
Content-Disposition: form-data; name="“CORERuleVersion"

2.2.0
==XbCY¥==
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4.2.1.6. Batch Submission Acknowledgement Retrieval Response Message
Structure (non-normative)

The following is an example of a Batch Submission Acknowledgement Retrieval Response message
using the HTTP MIME Multipart envelope method. The HTTP Headers are shown colored in blue. The
remainder of the request (shaded in light gray) is the body of the MIME Multipart message.

HTTE/1.1 200 OK
Content-Length: 12648
Content-Type: multipart/form—data; boundary=XbCY

——XbCY
Content-Disposition: form-data; name="PayloadType™

¥12 993 Response 005010%231A1°
——XbCY
Content-Disposition: form-data; name="ProcessingMode"™

Batch
-=¥bCY
Content-Disposition: form-data; name="PayloadID"

fBld4fae-Tdec-11d0-a765-00a0c91ebdas
—=XbBCY
Content-Disposition: form-data; name=“PayloadLength"

10240
-=XbCY
Content-Disposition: form-data; name="TimeStamp"

2007-08-30T10:20: 342
—=XbCY
Content-Disposition: form-data; name="SenderID"

PayerB
=-=XbCY
Content-Disposition: form-data; name="ReceiverID"

Hospitalh
==XbCY
Content-Disposition: form-data; name="CORERuleVersion"

2.2.0
-=XbCY
Content-Disposition: form-data; name="Checksum"

6A3IFE55946
==XbCY
Content-Disposition: form-data; name="Payload"

<contents of batch file go here>
——XbCY
Content-Disposition: form-data; name="ErrorCode"

Success
=-=XbCY
Content-Disposition: form-data; name="ErrorMessage”

None
—=XbCY——

10 Although this example shows a 999 payload type being sent as a response from a server to the client, this could
also include a TAL. Alternatively, the server may elect to send only a TA1 without any functional group.
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4.2.1.7. Batch Results Retrieval Request Message Structure (non-normative)lt

The following is an example of a Batch Results Retrieval request message using the HTTP MIME
Multipart envelope method. The HTTP Headers are shown colored in blue. The remainder of the request
(shaded in light gray) is the body of the MIME Multipart message.

POST fcore/eligibility HTTE/1.1

Host: server host:server port

Content-Length: 244508

Content-Type: multipart/form-data; boundary=XbCY

-—-XbCY
Content-Disposition: form-data; name="PayloadType™

X12 005010 Request Batch Results 271
--XbCY
Content-Disposition: form-data; name="FrocessingMode"”

Batch
-=XbCY
Content-Disposition: form-data; name="PayloadID"

fBld4fae-7dec-11d0-a765-00a0d%1ebfab
-=XbCY
Content-Disposition: form-data; name="TimeStamp"

2007-08-30T10:20:342
-=XbCY
Content-Disposition: form-data; name=“UserName"

hospa
-=XbCY
Content-Disposition: form-data; name=“Password"

8yédt3dd2
==XbCY
Content-Disposition: form-data; name=“SenderID"

Hospitalh
-=XbCY
Content-Disposition: form-data; name=“ReceiverID"

PayerB
-=XbC¥
Content-Disposition: form-data; name=“CORERuleVersion"

2.2.0
--XbCY--

11 Generic Batch Retrieval Request (§86.3.3) uses the same request message as the Batch Results Retrieval Request
message structure depicted below, with different PayloadType values based on what is being retrieved.
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4.2.1.8. Batch Results Retrieval Response Message Structure (non-normative)2

The following is an example of a Batch Retrieval Response message using the HTTP MIME Multipart
envelope method. The HTTP Headers are shown colored in blue. The remainder of the request (shaded
in light gray) is the body of the MIME Multipart message.

HTTP/1.1 200 OK
Content-Length: 12648
Content-Type: multipart/form-data; boundary=XbCY

——¥bCY
Content-Disposition: form-data; name=“PayloadType™

X12 271 Response 005010X275al
——XbCY
Content-Disposition: form-data; name=“ProcessingMode"

Batch
——XbCY
Content-Disposition: form-data; name="PayloadID"

fBldd4fae-Tdec-11d0-a765-00alc9ledtdasd
—=XbCY
Content-Disposition: form-data; name="PayloadLength"

10240
—=XbCY
Content-Disposition: form-data; name=“"TimeStamp"

2007-08-30T10:20:34Z
—=¥bCY
Content-Disposition: form-data; name="SenderID"

FayerB
-=XbCY
Content-Disposition: form-data; name="ReceiverID"

Hospitalh
-=XbCY
Content-Disposition: form-data; name=“CORERuleVersion"

2.2.0

None

--XbCY

Content-Disposition: form-data; name="Checksum"

6AIFE55946

--XbCY

Content-Disposition: form-data; name="Payload"
<contents of batch file go here>

==XbCY

Content-Disposition: form-data; name=“ErrorCode"

Success
-=XbCY
Content-Disposition: form-data; name="ErrorMessage”

None
=1

12 Generic Batch Retrieval Response (86.3.3) uses the same response message as the Batch Results Retrieval
Response message structure depicted below, with different PayloadType values based on the response to what is
being retrieved.
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4.2.1.9. Batch Results Acknowledgement Submission Message Structure (non-
normative) 13

The following is an example of a Batch Results Acknowledgement Submission message using the HTTP
MIME Multipart envelope method. The HTTP Headers are shown colored in blue. The remainder of the
request (shaded in light gray) is the body of the MIME Multipart message.

POST fcorefeligibility HTTP/S1.1

Host: server host:server port

Content-Length: 244508

Content-Type: multipart/form—data; boundary=XbC¥

——XbCY
Content-Disposition: form-data; name="PayloadType™

¥12 999 SubmissionRequest 005010x231a1%?
——¥bCY
Content-Disposition: form-data; name="FrocessingMode™

Batch
——XbCY
Content-Disposition: form-data; name="PayloadID"

fBldd4fae-Tdec-11d0-a765-00a0d9%1eé6fab
—=XbCY
Content-Disposition: form-data; name="PayloadLength™

10240
—=XbCY
Content-Disposition: form-data; name="TimeStamp"

2007-08-30T10:20: 342
-=-XbCY
Content-Disposition: form-data; name=“UserName"

haspa
=-=XbCY
Content-Disposition: form-data; name="Password"

By6dr3dd2
-=XbCY
Content-Disposition: form-data; name="SenderID"

Hospitalh
-=XbCY
Content-Disposition: form-data; name=“ReceiverID"

PayerB
-=-XbCY
Content-Disposition: form-data; name="“CORERuleVersion"

2.2.0
==NBCY
Content-Disposition: form-data; name="Checksum"”

GRIFESS5946
-=XbCY
Content-Disposition: form-data; name="Payload"

<contents of batch file go here>
-—XbCY--

13 Generic Batch Receipt Confirmation (86.3.3) uses the same request message as the Batch Results
Acknowledgement Submission message structure depicted below, with different PayloadType values as appropriate.

14 Although this example shows a 999 payload type being submitted by the clientto the server, this could also include
a TAL. Alternatively, the client may elect to submit only a TA1 without any functional group.
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4,2.1.10. Batch Results Acknowledgement Submission Response Message
Structure (non-normative)®

The following is an example of a Batch Results Acknowledgement Submission Response message using
the HTTP MIME Multipart envelope method. The HTTP Headers are shown colored in blue. The
remainder of the request (shaded in light gray) is the body of the MIME Multipart message.

HTTP/1.1 200 OK
Content-Length: 2408
Content-Type: multipart/form-data; boundary=XbCY

—XbCY
Content-Disposition: form-data; name="PayloadType™

¥12 Response ConfirmReceiptReceived
—HbCY
Content-Disposition: form-data; name="ProcessingMode"

Batch
4+ 04
Content-Disposition: form-data; name="PayloadID"

fEld4fae-Tdec-11d0-a765-00a0d91le6fab
—=XbCY
Content-Disposition: form-data; name="TimeStamp"

2007-08-30T10:20: 342
-=XbCY
Content-Disposition: form-data; name="SenderID"

PayerB
-=XbCY
Content-Disposition: form-data; name="ReceiverID"

Hospitalh
-=XbCY
Content-Disposition: form-data; name="CORERuleVersion"

2.2.0
-=XbCY
Content-Disposition: form-data; name="ErrorCode"

Success
-=XbCY
Content=-Disposition: form-data; name="ErrorMessage”

Nane
== N By =-—

15 Generic Batch Receipt Confirmation Response (86.3.3) uses the same request message as the Batch Results
Acknowledgement Submission Response message structure depicted below, with different PayloadType values as
appropriate.
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4.2.1.11. Envelope Processing Error Message Structure (non-normative)

The following is an example of an Envelope Processing Error message using the HTTP MIME Multipart
envelope method. The HTTP Headers are shown colored in blue. The remainder of the request (shaded
in light gray) is the body of the MIME Multipart message.

HTTP/1.1 200 CK
Content-Length: 2408
Coantent-Type: multipart/form-data; boundary=XbCY

——XbCY
Content-Disposition: form-data; name="PayloadType™

COREEnvelopeError
-=-XbCY
Content-Disposition: form-data; name="ProcessingMode"

RealTime
-=XbCY
Content-Disposition: form-data; name="PayloadID"

fBld4fae-T7dec-11d0-a765-00a0a%1le6fab
-=XbCY
Content-Disposition: form-data; name="“TimeStamp"

2007-08-30T10:20:34Z
-=XbCY
Content-Disposition: form-data; name="SenderID"

PayerB
-—XbCY
Content-Disposition: form-data; name="ReceiverID"

HospitalA
-=XbCY
Content-Disposition: form-data; name="CORERuleVersion"

2.2.0
=-=XbCY
Content-Disposition: form-data; name="ErrorCode"

VersionMismatch
==XhCY
Content=-Disposition: form-data; name="ErrorMessage”

Expected Version X, received version ¥
-=XBCY—

4.2.1.12. Payload Attachment Handling

The Payload must be sent as a MIME Multipart attachment for both Real time as well as Batch
transactions.

4.2.2. Specifications for SOAP+WSDL (normativel®) (Envelope Standard B)

This section defines the SOAP+WSDL envelope method for CAQH CORE Connectivity Rule vC2.2.0.
The XML Schema that is defined below is used within the Web Services Definition Language (WSDL)
specification.

Note: The terms SOAP, WSDL, MTOM, Normative and Non-normative are defined in Appendix 86.1:
Abbreviations and Definitions used in this Rule.

16 See §6.1 Abbreviations and Definitions used in this Rule for a definition of Normative.
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4.2.2.1. CAQH CORE Connectivity Rule vC2.2.0 XML Schema Specification
(normative)

The CAQH CORE Connectivity Rule vC2.2.0 compliant XML Schema Specification file name below is
called CORERule2.2.0.xsd, and is available at
This schema has ten elements, each representing a type of request or response message envelope:

Real time Request Schema (Element name is COREEnvelopeRealTimeRequest)

Real time Response (Element name is COREEnvelopeRealTimeRes ponse)

Batch Submission (Element name is COREEnvelopeBatchSubmission)

Batch Submission Response (Element name is COREEnvelopeBatchSubmissionResponse)

Batch Submission Acknowledgement Retrieval Request (Element name is

e COREEnvelopeBatchSubmissionAckRetrieval Request)

e Batch Submission Acknowledgement Retrieval Response (Element name is

e COREEnvelopeBatchSubmissionAckRetrievalResponse)

e Batch Results Retrieval Request (Element nhame is COREEnvelopeBatchResultsRetrievalRequest)

e Batch Results Retrieval Response (Element name is
COREEnNvelopeBatchResultsRetrieval Res ponse)

e Batch Results Acknowledgement Submission (Element name is
COREEnNvelopeBatchResultsAckSubmission)

e Batch Results Acknowledgement Submission Response (Element name is

e COREEnNvelopeBatchResultsAckSubmission Response)
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<?xml version="1.0"7>
<xs:schema xmlns:xs="htetp://www.w3.0rq/2001/XMLSchema™
xmina="http: //www.cagh.orq/SOAP/WSDL/CORERule2. 2.0, x2d"
targetNamespace="http://www.cagh.org/SOAP/WSDL/CORERu:1e2.2. 0. x8d">
<xg:element name-"COREEnvelopeRealTimeRequest">
<xs:complexType>
<x3:sequence>

<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

name="PayloadType” type="xs:string” minCccurs="1" maxOccurs="1"/>
name="ProcessingMode™ type-="RealTimeMode" minOccurs="1" maxOccurs="1%/>
name="PayloadID” type="xs:atring" minOccurs="1" maxOccurs="1"/>
name="TimeStamp” type="x3:string” minOccurs="1" maxOccurs="1"/>
name="SenderID” type="xs:atring” minOccurs="1" maxOccurs="1"/>
name="RecelverID” type="xs:string" minOccurs="1" maxOccurs="1"/>
name="CORERuleVersion™ type="xs:string" minOccura="1" maxOccura="1%/>
name="Payload” type="xs:string” minCccurs="1" maxOccurs="1"/>

</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="COREEnvelopeRealTimeResponse">
<xs:complexType>
<x3:sequence>

<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

<xs:element name=~"CORERuleVersion"™ type="xs:string” minOccura="1" maxOccura="1%/>
<xs:element name="Payload"” type="xs:string” minOccurs="0" maxOccurs="1"/>
<xs:element name~"ErrorCode” type="xa:string” minOccurs="1% maxOccurs="1"/>
<xs:element name~"ErrorMessage” type="xs:string” minOccurs="1" maxOccurs="1%"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xa:element name="COREEnvelopeBatchSubmission">
<xs:complexType>
<x8;:sequence>
<xs:element name~"PayloadType” type="xs:string” minOccura~="1" maxOccurs="1"/>

<xs:element
<xs:element
<xs:element
<xs:eleéement
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

name="PayloadType"” type="xs:string” minOccurs="1" maxOccurs="1%"/>
name="ProcessingMode™ type-"RealTimeMode” minOccurs="1" maxOccurs="1%/>
name="PayloadID” type="xs:string” minOccurs="1" maxOccurs="1"/>
name="TimeStamp” type="xs:string” minOccurs="1" maxOccurs="1"/>
name="SenderID” type="xs:atring” minOccurs="1" maxOccurs="1"/>
name="RecelverID” type="xs:string” minOccurs="1" maxOccura="1"/>

name="ProcessingMode™ type~"BatchMode” minOccurs="1" maxOccurs="1%/>
name="PayloadID” type="xs:string” minOccurs="1%" maxOccuras="1"/>
name="PayloadLength”™ type="xa:int" minOccurs="1" maxOccurs="1"/>
name="TimeStamp" type="xa:string” minOccurs="1" maxOccura="1"/>
name="SenderID" type="xs:atring" minOccurs~"1" maxOccurs="1"/>
name~"ReceiverID” type="xa:string” minOccura="1% maxOccurs="1"/>
name~"CORERuleVersion™ type="xs:string”™ minOccura="1" maxOccura="1%/>
name~"CheckSum" type="xs:string” minOccurs="1" maxOccurs="1"/>
name="Payload” type="xs:basefiBinary” minOccurs="1" maxOccurs="1i"/>

</xs:sequence>
</xs:complexType>
</x8:element>
<xs:element name="COREEnvelopeBatchSubmissionResponse”>
<xs:complexType>
<xs:sequence>

<xs:element
<xs:element
<xs:element
<xs:element
<x3:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

name="PayloadType"” type="xsa:string" minOccura="1" maxOccurs="1%/>
name~="ProcessingMode™ type~"BatchMode” minOccurs="1" maxOccura="1%/>
name~"PayloadID” type="xs:string” minOccurs="1% maxOccurs="1"/>
name="PayloadLength" type~"xa:int" minOccura="0" maxOccura="1"/>
name="TimeStamp” type~"xs:string” minOccurs="1" maxOccurs="1"/>
name="SenderID"” type="xs:atring" minOccurs="1" maxOccurs="1"/>
name~="RecelverID" type="xs:atring" minOccurs="1% maxOccura="1"/>
name="CORERuleVersion™ type="xs:atring” minOccurs="1" maxOccura="i"/>
name~"CheckSum" type="xa:string” minOccurs="0" maxOccurs="1"/>
name="Payload” type="xs:basefdBinary” minOccurs="0" maxOccurs="1%/>
name="ErrorCode” type="xs:string” minOccurs="1" maxOccura="1"/>
name="ErrorMessage” type="xs:atring” minOccurs="1" maxOccurs="1%"/>

</xsisequence>
</xs:complexType>
</%xaielement>
<xs:element name="COREEnvelopeBatchSubmisaionAckRetrievalRequest™>
<xs:complexType>
<X8:sequence>

<xs:element name~"PayloadType"” type="xa:atring” minOccura="1" maxOccurs="1%"/>

<xs:element
<xs:element
<xs:element

name="ProcessingMode™ type~"BatchMode" minOccura="1" maxOccurs="1%/>
name~"PayloadID" type="xs:string" minOccurs="1" maxOccura="1"/>
name="PayloadLength® type="xs:int" minOccurs="0% maxOccuzs="1"/>
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<xs:element
<xs:element

name="TimeStamp" type-"xs:string"” minCccurs="1" maxOccurs="1"/>
name="SenderID” type="xs:string" minCccuras="1" maxOccurs="1"/>

<xs:element
<xs:element
<xs:element

name="ReceiverID" type~"xs:string” minCccura="1" maxOccurs="1"/>
name="CORERuleVersion® type="xs:string” minOccurs="1" maxOccura="1%/>
name="CheckSum” type=“xa:string” minOccurs="0" maxOccurs="1"/>

<xs:element
</xs:sequence>
</xs:complexType>
</xs:element>
<x$:element name="COREEnvelopeBatchSubmissionAckRetrievalResponse™>
<xs:complexType>
<x3:sequence>

name="Payload”™ type="xs:basefdBinary” minOccura="0" maxOccurs="1"/>

<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<x3:element
<xs:element
<xs:element
<xs:element
<xs:element

name="PayloadType” type="xs:string” minOccurs="1" maxOccurs="1"/>
name="ProcessingMode™ type="BatchMode” minOccurs="1" maxOccura="1"/>
name="PayloadID" type="xs:string"” minOccurs="1" maxOccurs~"1"/>
name="PayloadLength” type="xs:int" minCOccura="0" maxOccurs="1"/>
name="TimeStamp"” typee"xa:string"” minOccurs="1" maxOccurs~"1"/>
name="SenderID” type="xs:string” minOccurs="1" maxOccurs="1"/>
name="ReceiverID® type="xs:string” minOccurs="1" maxOccurs="1"/>
name="CORERuleVersion® type="xs:string” minOccurs="1" maxOccurs="1%/>
name="CheckSum" type="xs:string” minOccurs="0" maxOccurs="1"/>
name="Payload” type="xs:basefdBinary” minOccura="0" maxOccurs="1"/>
name="ErrorCode” type="xa:atring” minOccura="1" maxODccurs="1"/>
name="ErrorMessage” type="xs:atring” minOccurs="1" maxOccurs="1%/>

</xs:sequence>
</xa:complexTyper
</xs:element>
<xs:element name="COREEnvelopeBatchResultsRetrievalRequest”>
<xs:complexType>
<xs:sequence>

<xs:element
<xs:element
<xs:element
<x3;:element
<xs;element
<xs:element

<xs:element name="RecelverID" type~"xs:string” minCocurs="1" maxOccurs="1"/>
<xs:element name="CORERuleVersion®™ type="xs:atring"™ minOccurs="1" maxOccura="1"/>
<xs:element name~"CheckSum"™ type="xs:string" minOccurs="0" maxOccurs="1"/>
<x8:element name="Payload” type="xs:basebdBinarzy” minOccura="0" maxOccurs="1%/>
</xs:sequence>
</xa:complexType>
</xs:element>
<xs:element name="COREEnvelopeBatchResultaRetrievalResponse™>
<xs:complexType>
<xs:sequence>
<xs:element name="PayloadType” type="xs:string” minOccurs="1" maxOccurs="1%/>

<xa:element
<xs:element
<xa:element
<xs:élement
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xa:element
<xs:element

name="PayloadType” type="xa:string” minOccurs="1" maxOccura="1%/>
name="ProcessingMode® type~"BatchMode” minOccurs="1" maxOccurs="1"/>
name="PayloadID" type~"xa:string" minOccurs="1" maxOccurs="1"/>
name="PayloadlLength” type~"xs:int" minCccurs="0" maxOccurs="1"/>
name="TimeStamp"” type~"sws:string” minOccura="1" maxOccurs="1"/>
name="SenderID” type="xs:string" minOccurs="1" maxOccurs="1"/>

name="ProcessaingMode™ type="BatchMode” minOccura="1" maxOccurs="1%/>
name="PayloadID"” type~"xs:string” minOccurs="1" maxOccurs="1"/>
name="Payloadlength” type~"xs:int" minOccurs="0" maxOccurs="1"/>
name="TimeStamp” type="xa:string" minOccura="1" maxOccurs="1"/>
name="SenderID” type="xa:atring” minOccurs="1" maxOccurs="1"/>
name~"RecelverID” type="xs:atring” minOccurs="1" maxOccuzs="1"/>
name="CORERuleVersion®™ type="xs:string” minOccurs="1" maxOccurs="1%/>
name="CheckSum"™ type="xs:string" minOccura="0" maxOccurs="1"/>
name="Payload"” type="xs:basefdBinary” minOccurs="0" maxOccurs~"1"/>
name="ErrorCode” type~"xs:atring" minOccurs="1" maxOccurs="1"/>
name="ErrorMessage” type="xs:string” minOccurs="1" maxOccurs="1%/>

</xs:sequence>
</xa:complexType>
</xgielement>
<xs:element name="COREEnvelopeBatchResultsAckSubmission">
<xs:complexType>
<xs:sequence>

<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xa:element
<xs:element
<xs:element

name="PayloadType” type=“"xs:string” minOccura="1" maxOccurs="1%/>
name="ProcessingMode” type="BatchMode"” minOccurs="1" maxOccura="1%/>
name="PayloadID" type~"xs:string” minOccura="1" maxOccuzs="1"/>
name="PayloadLength” type="xs:int" minOccurs~"0% maxOccurs="1"/>
name="TimeStamp” type="xs:string” minOccurs="1" maxOccurs="1"/>
name="SenderID” type~"xs:string" minOccurs~"1" maxOccurs="1"/>
name="RecelverID” type~"xs:string"” minOccura="1" maxOccura="1"/>
name="CORERuleVersion® type="xa:atzing” minOccura="1" maxOccura="1"/>
name="CheckSum"” type="xs:string" minOccura="0" maxOccurs="1"/>

<xs:element
</x8:sequence>

name="Payload" type="xs:basefdBinary” minOccurs="0" maxOccurs="1%/>
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(s:3impleType

aemas>

4.2.2.2. CAQH CORE Connectivity Rule vC2.2.0 Web Services Definition Language
(WSDL) Specification (normative)

The CAQH CORE Connectivity Rule vC2.2.0 Web Services Definition Language (WSDL) file below is
called CORERule2.2.0.wsdl, and is available at . The
WSDL below makes use of the XML Schema (CORERule2.2.0.xsd) as specified in 84.2.2.1. Within this

WSDL the following types of messages are defined:

Real time Request Message (Message name is RealTimeRequestMessage)

Real time Response Message (Message name is RealTimeResponseMessage)

Batch Submission Request Message (Message hame is BatchSubmissionMessage)
Batch Submission Response Message (Message hame is BatchSubmissionResponseMessage)
Batch Submission Acknowledgement Retrieval Request (Message name is
BatchSubmissionAckRetrievalRequestMessage)

Batch Submission Acknowledgement Retrieval Response (Message name is
BatchSubmissionAckRetrievalResponseMessage)

Batch Results Retrieval Request Message (Message name is
BatchResultsRetrievalRequestMessage)

Batch Results Retrieval Response Message (Message name is
BatchResultsRetrievalResponseMessage)

Batch Results Acknowledgement Submission Message (Message name is
BatchResultsAckSubmissionMessage)

Batch Results Acknowledgement Submission Response Message (Message name is
BatchResultsAckSubmissionResponseMessage)

Using the above message definitions, the following types of transactions are defined:
Real time Transaction (Operation name is RealTimeTransaction)

Batch Submit Transaction (Operation name is BatchSubmitTransaction)

Batch Submit Acknowledgement Retrieval Transaction (Operation name is
BatchSubmitAckRetrievalTransaction)

Batch Results Retrieval Transaction (Operation name is BatchResultsRetrievalTransaction)
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¢ Batch Results Acknowledgement Transaction (Operation name is
tchResultsAckSubmitTransaction)

e Generic Batch Retrieval Transaction (Operation name is GenericBatchRetrievalTransaction)
Generic Batch Receipt Confirmation Transaction (Operation name is

e GenericBatchReceiptConfirmationTransaction)

e Generic Batch Submission Transaction (Operation name is GenericBatchSubmissionTransaction)

<?xml version="1.0" encoding="UTF-8"7>
<wsdl:definitions xmlns:CORE="http://www.cagh.org/SOAP/WSDL/"
xming:soapl2="http://schemas._ xmlsoap.org/wsdl/scapl2/"
xming:xsd="http://www.w3.org/2001 /XMLSchema®
xmins:scap="http://schemas xmlscap.org/wsdl/scap/™
xmlins:wadle="http://schemas_ xmlscap.org/wadl/"
xmins :CORE-XSD="http://www.cagh.org/SOAP/WSDL/CORERule2. 2 0. .xsd"
xmlns="http://schemas.xmlsocap.org/wsdl/"
name="CORE"
targetNamespace="http://www.cagh.oryg/SCAP/NSDL/">
<wsadl:types>
<xsd:schema xmlns="http://achemas.xmlsocap.org/wsdl/"
élementFormDefault="qualified”
targetNamespace="http://www.cagh.org/SOAP/WSDL/">
<xsd:import namespace="http://www.cagh.org/SOAP/WSDL/CORERule2. 2 0.xsd"
schemalocation="CORERule2.2.0.xad"/>
</xad:schema>
</wsdl:types>
<wsdl :message name="RealTimeRequestMessage">
<wsdl:part name="body"” element="CORE-XSD:COREEnvelopeRealTimeRequest™/>
</wsdl:message>
<wsdl :message name="RealTimeResponseMessage™>
<wsdl:part name="body" eleéement="CORE-XSD:COREEnvelopeRealTimeResponse”/>
</wadl:message>
<wsdl :message name="BatchSubmissionMessage">
<wsdl:part name="body"” element="CORE~XSD:COREEnvelopeBatchSubmission™/>
</wsdl:message>
<wsdl :message name="BatchSubmissionResponseMessage™>
<wsdl:part pname="body"” element="CORE-XSD:COREEnvelopeBatchSubmissionResponse"/>
</wsdl:message>
<WSALl:MESSAge NAME="HALCANSULMISSIONACKKELrievalRequeatMessage”>
<wsdl:part name~"body"
element="CORE-XSD:COREEnvelopeBatchSubmissionAckRetrievalRequest™ />
</wsdl:measage>
<wsdl :message name="BatchSubmissionAckRetrievalResponseMessage"”>
<wsdl:part name="body"
element="CORE-XSD:COREEnvelopeBatchSubmissionAckRetrievalReasponase” />
</wadl:measage>
<wsdl:message name="BatchResultsRetrievalRequestMessage™>
<wsdl:part name="body"
element="CORE~XSD:COREEnvelopeBatchResultaRetrievalRequeat" />
</wadl:message>
<wsdl:message name~"BatchResultsRetrievalResponseMessage”>
<wsdl:part name="body"
element="CORE~XSD:COREEnvelopeBatchResultaRetrievalResponse” />
</wsdl:measage>
<wsdl :message name="BatchResultasAckSubmissionMessage™>
<wsdl:part name="body"” element="CORE-XSD:COREEnvelopeBatchResultsAckSubmission"/>
</wadl:message>
<wsdl :message name~"BatchResultsAckSubmissionResponseMessage”>
<wsdl:part name=~"body" eleéement="CORE-XSD:COREEnvelopeBatchResultsAckSubmissionResponse”/>
</wsdl :message>
<wsdl:portType name~"CORETransactions">
<wsdl:ocperation name="RealTimeTransactlon">
<wadl:input message~"CORE:RealTimeRequestMessage™/>
<wadl:ocutput message="CORE:RealTimeResponseMessage”/>
</wadl:cperation>
<wsdl:operation name="RatchSubmitTransaction">
<wadl:input message~"CORE:BatchSubmissionMessage™/>
<wadl:output message="CORE:RBatchSubmissionReaponseMeasage”/>
</wadl:operation>
<wadl:operation name="GenericBatchSubmissionTransaction">
<wadl:input message="CORE:BatchSubmissionMessage™/>
<wadl:output message="CORE:BatchSubmlssionResponseMessage”/>
</wadl:cperation>
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<wsdl:operation name="BatchSubmitAckRetrievalTransaction"™>
<wsdl:input message~"CORE:BatchSubmissionAckRetrievalRequestMassage™/>
“wadl:output message~"COPR:DatchSubmissionickletriovalRaspongaMaszage™/~
</wsdl:operation>
<wsdl:operation name-"BatchResultsRetrievalTransaction">
<wsdl:input message="CORE:BatchResultsRetrievalRegquestMessage"™/>
<wsdl:output message~"CORE:BatchResultsRetrievalResponseMessage"™/>
</wsdl:cperation>
<wsdl:operation name=-"BatchResultsAckSubmitTransaction">
<wsdl:input message="CORE:BatchResultsAckSubmissionMessage"™/>
<wadl:cutput message="CORE:BatchResultsAckSubmissionResponseMessage™/>
</wadl:operation>
<wsdl:operation name="GenericBatchRetrievalTransaction™>
<wsdl:input message~"CORE:BatchResultsRetrievalRequestMessage”™/>
<wsdl:cutput message~"CORE:BatchResultsRetrievalResponseMessage"™/>
</wsdl:operation>
<wsdl:operation name="GenericBatchReceiptCanfirmaticnTransaction">
<wsdl:input message="CORE:BatchResultsAckSubmissionMessage™/>
<wsdl:output message="CORE:BatchResultsAckSubmissionResponseMessage™/>
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="CoreScapBinding" type~"CORE:CORETransactions">
<soapl2:binding atyle="document"™ transport="http://schemas. xmlscap.org/scap/http"/>
<wsdl:operation name="RealTimeTransaction">
<goapll:operation soapAction="RealTimeTransaction®™ stylee="document™/>
<wsdl:input>
<scapl2:body use="literal"™/>
</wadl:input>
<wsdl:output>
<scapl2:body use="literal™/>
</wadl:output>
</wsdl:operation>
<wsdl:operation name="BatchSubmitTransaction">
<soapl2:operation scapAction="BatchSubmitTransaction" style="document™/>
<wsdl:input>
<scapl2:body use="literal™/>
</wadl:input>
<wsdl:output>
<a3capl2:body use="literal™/>
</wadl:output>
</wsdl:operation>
<wsdl:operation name="GenericBatchSubmissionTransaction®™>
<scapll:cperation
soapAction="GenericBatchSubmisaionTransaction™ atyle="document"/>
<wsdl:input>
<3capl2:body use="literal™/>
</wadl:input>
<wsdl:output>
<scapl2:body use="literal"/>
</wadl:output>
</wsdl:operation>
<wsdl:operation name="BatchSubmitAckRetrlevalTransaction">
<soapl2:operation
soapAction="BatchSubmitAckRetrievalTransaction® atyle="document”™/>
<wsdl:input>
<scapl2:body use="literal“/>
</wadl:input>
<wsgdl:output>
<socapl2:body use="literal™/>
</wsdl:output>
</wadl:operation>
<wsdl:operation name="BatchResultsRetrievalTransaction”>
<moapll:operation
scapAction="BatchResultsRetrievalTransaction” style="document”/>
<wadl:input>
<soapl2:body use="literal"/>
</wadl:input>
<wadl:output>
<scapl2:body use="literal™/>
</wadl:output>
</wadl:operation>
<wadl:operation name="BatchReaultsAckSubmitTransaction">
<moapll:operation
socapAction="RatchResultsAckSubmitTransaction™ atyle="document”/>

<wadl:input>
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tion="GenericBatchReceiptContfirmationTransaction"”

The following sections show Request and Response messages using the SOAP envelope, based on the
WSDL schemas defined above. The SOAP Real time Request/Response examples below are non-
normativel’. They are based on the real- world examples provided by CAQH CORE Participants, but
have been updated to use the CORE-recommended metadata that is part of CAQH CORE Connectivity
Rule vC2.

4.2.2.3. Real Time Request Message Structure (non-normative)
The Real time Request message structure shown below specifies SOAP 1.2.
SOAP version 1.2 must be implemented by all Servers.

When sending or receiving payloads which contain non-printable characters, e.g., separator characters in
an ASC X12 Interchange payload orin a non-ASC X12 Interchange payload in Real time using SOAP,
the payload must be Base64 encoded.

This shows the following components:

1. The HTTP Headers are shown colored in blue.

2. The WS-Security Username and Password token (shown here with a pink background) is
added to the SOAP Header by the platform on which SOAP is run. The SOAP platform’s Web -
Services Security Extensions may be configured to insert these tokens.

3. The portion of the SOAP envelope colored in green has the remaining metadata that is defined
as part of the CAQH CORE Connectivity Rule vC2.2.0. (See §4.4)

17 A non-normative description is informational only. See 86.1 Abbreviations and Definitions Used in this Rule
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POST /core/eligibility HTTP/1.1
Host: server hoat:server port
Content-Type: application/scapéxml; charset-UTF-8; action="RealTimeTranszaction"

<scapenv:Envelope xmins:scapenve="http://www.w3i.orq/2003/05/scap-envelope">

<soapenv:Header> :

<wsse:Security

xmlns:wesem"heepn://docs . casis-open.org/wss/2004/01 /0asis-200401 ~was-wssacurity-sacext~

1.0.x84" scapenvimuatUnderstand="true">

<wsse:UsernameToken xmlns:wsuwhtep://docs.oasis-cpen.org/wss/2004/01/0a815~200401-wss~

wesecurity-utility-1.0.x8d wau:Idw"UsernameToken-21621663">

<wsse:Username>bob</wase:Username>

<wsae:Pasaword Type="htetp://docs.casis-open.org/wss/2004/01/0a2i8-200402-was-username-

token-profile-l OfPasswordText">hobPHN</wase :Password>

</wase:UsernameToken>

</wase:Security>

</saapenv:Header>

<socapenv:Body>
<nsl:COREEnvelopeRealTimeRequest
xmins:nsl="hettp://www.cagh,.org/SOAP/WSDL/CORERule2,2,0. xad">
<PaylcadType> X12 270 Request 005010X279A1</PayloadType>

<ProcessingMode>RealTime</ProcessingMade>
<PayloadID>f8lddfae~T7dec-11d0-a765-00a0c31eb6blé</PayloadID>
<TimeStamp>2007-08-30T10:20:342</TimeStamp>
<SenderID>HospitalA</SenderID>
<ReceiverlD>PayerB</ReceiverID>
<CORERuleVersion>2.2 . 0</CORERuleVersion>

<Payload><! [CDATA[ISA*00* *00* *ZZ°*NEHEN78C *ZZ*NEHENOO3 ...IEA*1+000000031])></Payload>
</nsl:COREEnvelopeRealTimeRequest>

</socapenv:Body>
</scapenv:Envelope>
4.2.2.4. Real Time Response Message Structure (non-normative)

The Real time Response message structure shown below specifies SOAP 1.2. The HTTP Header is
shown in blue. The remainder of the request is the SOAP Envelope. The portion of the SOAP envelope
colored in green has the metadata that is defined as part of the CAQH CORE Connectivity Rule vC2.2.0.
(See 84.4)

HTTP/1.1 200 OK
Content-Type: applicaticn/scapéxml;
action="http://www.cagh.org/SOAP/WSDL/CORETransactiona/RealTimeTransactionResponse”;charset-UTP~-8

<socapenv:Envelope xmlns:scapenv="http://www.w3.org/2003/05/scap-envelope">
<scapenv:Body>
<nal:COREEnvelopeRealTimeRespanse
xmlns:nsl="heep://www,cagh,org/SOAP/WSDL/CORERule2 .2, Oxad™>
<PayloadType>X12 271 Response 00S010X279A1</PayloadType>
<ProcessingMode>RealTime</ProcessingMode>
<PayloadID>adldddae~7dec~11d0-a765-00a0c31e6bal</PayloadlD>
<TimeStamp>2007-08~307T10:20:342</TimeStamp>
<SenderID>PayerB</SenderID>
<ReceiverID>HospltalA</ReceiverIDd>
<CORERuleVersion>2,.2.0</CORERuleVersiaon>
<Payload><! [CDATA[ISA*00* *00* *ZZ°*NEHEN780 *ZZ*NEHENOO3
v v« JEA®1°000000031] | ></Paylcad>
<ErrorCode>Success</ErrorCode>
<ErrorMessage></ErrarMessage>
</nsl :COREEnvelopeRealTimeResponse>
</scapenv:Body>
</socapenv:Envelope>
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4.2.25. Batch Submission Message (non-normative)18

The Batch Submission message structure shown below specifies SOAP 1.2, and also uses MTOM (See
86.1) to send the payload file. This shows the following:

1. The HTTP Headers are shown colored in blue.

2. The WS-Security Username and Password token (shown here with a pink background) is
added to the SOAP Header by the platform on which SOAP is run. The SOAP platform’s Web -
Services Security Extensions may be configured to insert these tokens.

3. The portion of the SOAP envelope colored in green has the metadata that is defined as part of
the CAQH CORE Connectivity Rule vC2. (See §4.4)
4, The Batch file (MTOM attachment) is shown colored in orange.

POST /core/eligibilityBatch HTTP/I.1

Content-Type: multipart/related; boundary-MIMEBoundaryurn uuid S5117AAE1116EASBBTALI200060184614;
type="application/xop+xml™; start="0.urn:uuid:5117AAE1116EABRE87A1200060184615@apache. org”; starc-

info="application/scap+xal™; action="BatchSubmitTransaction”

MIMEBoundaryurn uvuid 5117AAE1116EABBETA1200060184614
1/ charset=-UTF-8; type="application/scap+xml®™

<scapenv:Envelape xmlna:scapenv="http://www.w3.org/2003/05/scap-envelope™>

<soapenv:Header>

<wsse:Security xmins:wsse="http://docs.casis-gpen.org/wss/2004/01/casis-200401~was~wssacurity-

secext-1,0.xad" acapenv:mustlinderstande"true">

<wase:UsernameToken xmlns:wsu="http://docs.casis-open.org/wss/2004/01/0as18-20040]1 ~was-~

wasecurity-utilicy-1 0. xad"” wsu:Id="UsernameToken-2186218664">

<wsse:Username>bob</wase :Usernama>

<wase:Password Type="http://doca.casis-open.org/wssa/2004/01/0a3ie-200401-wsa-username~-token~

prafile~1 . 0fPasswordText">bobPN< /wose : Password>

</wsse:UsernameToken>

</wsse:Security>

</scapenv:Header>

<scapenv:Body>

<nal:CCREEnvelopeBatchSubmission
xmlns:nsi="heep://www.cagh.org/SOAP/WSDL/CORERule2. 2,0, x3d">

<PayloadType>X12 270 Request 005010X27%A1</PayloadType>
<ProceasingMode>Batch</ProcessingMade>
<PayloadID>fBlddfae~Tdec-11d0-a765-00a0c91e6b6</PayloadID>
<PayloadLength>1551254</PayloadLength>
<TimeStamp>2007~08-30T10:20:342</TimeStamp>
<SenderID>HospitalA</SenderID>
<ReceiverID>PayerB</ReceiverID>
<CORERuleVersian>2.2.0</CORERuleVersiaon>
<CheckSum>4 IBB485SARS</CheckSum>

<Payload>
<xop:Include href="cid:l.urn:uuid:5S117AAEI116EASBB8TAL2000601846928apache . org”
xmins:xop="http://www. wi, org/2004/08/xop/include” />

</Payload>

</n3l:COREEnvelopeBatchSubmission>
</scapenv:Body>
</scapenv:Envelope>

~=-MIMEBoundaryurn uuid 5117AAE1116EABRETAL200060184614
Content-Type: image/jpeq

tent-Transfer-Encoding: binary
Content~ID: <1 .urn:uuid:5117AAE1116EABBETAI2000601846920apache . ocxg>

<Mixed batch file>

==MIMEBoundaryurn uuld 5117AAE1116EABBETAL200060184614-~

18 The Generic Batch Submission Request (§6.3.4) uses the same request message as the Batch Submission
Request message structure depicted below, with PayloadType values based on what is being submitted.
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4.2.2.6. Batch Submission Response Message (non-normative)®

The Batch Submission Response message structure shown below specifies SOAP 1.2 and MTOM. This
shows the following:
1. The HTTP Headers are shown colored in blue.
2. The portion of the SOAP envelope colored in green has the metadata that is defined as part of
the CAQH CORE Connectivity Rule vC2.2.0 (See §4.4)
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Scapenv:Envelope xmlna:socapenv="http://www.wl.org/2003/05/acap~envelope”>
apenv:Body>
<nsl:COREEnvelopeBatchSubmissionResponse
xmlna:nal="heep://www,cagh, o RERule2,2.0, xad"
<PayloadType>X12 Bat firmatior PayloadType
<ProcesaingMode>Batch</ProcessingMode>
<PayloadlD>fBlddfae~Tdec~11d0-a765~00a0c21e6br6</PayloadID>
<TimeStamp>2007~08-30710:20: 12</TimeSt amg
<SenderlD>PayerB</SenderiID>
<ReceiverID>HospitalA</ReceiverlID>
<CORERuleVersion>2,2,.0</CORERuleVerslon>
<ErrorCode>Success</ErrorCode>
<ErrorMessage></ErrorMessage>
/nal:COREEnvelopeBatchSubmissionResponse>
spenv:i Yy
ape elog
~-=-MIMEBOuUndaryurn uuld OB72121B1FEFASRDDILZ
4.2.2.7. Batch Submission Acknowledgement Retrieval Request Message (non-
normative)

The Batch Submission Acknowledgement Retrieval Request message structure shown below
specifies SOAP 1.2. The use of MTOM in Batch mode request/response creates multipart MIME
even though there is no payload. This shows the following:

1. The HTTP Headers are shown colored in blue.

2. The WS-Security Username and Password token (shown here with a pink background) is added
to the SOAP Header by the platform on which SOAP is run. The SOAP platform’s Web -Services
Security Extensions may be configured to insert these tokens.

3. The portion of the SOAP envelope colored in green has the metadata that is defined as part of
the CAQH CORE Connectivity Rule vC2.2.0 (See §4.4)

1% The Generic Batch Submission Response (§6.3.4) uses the same response message as the Batch Submission
Response message structure depicted below, with PayloadType values based on the response to what is being
submitted.
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‘POST /core/feligibilicyBacch HTTP/IL.] ! '
Content-Type: multipare/related; boundary=MIMEBoundaryurn uuld S117AAE1116EASBETA1200060184614;
type="application/xopexml®; start="0.urn:uuid:5117ARE1116EABBB7A12000601846158apache. org™; atart-
info="application/scapsxml™; action="BatchSubmitAckRetrievalTransaction"

~~MIMEBoundaryurn uuld S117AAE1116EASBBTAL200060184614
Content-Type: application/xop+xml; charset=-UTF-8; type="application/scap+xml”
‘Content-Transfer-Encoding: binary

Content-ID: <0.urn:;uuid:5117AAE1116EABBETA12000601846150apache, org>

<scapenv siEnvelope xmlng:soapenv="http://wew.w3.org/2003/05/scap-env
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4.2.2.8. Batch Submission Acknowledgement Retrieval Response Message (non-
normative)20

The Batch Submission Acknowledgement Retrieval Response message structure shown below specifies
SOAP 1.2 and MTOM. This shows the following:

1. The HTTP Headers are shown colored in blue.

2. The portion of the SOAP envelope colored in green has the metadata that is defined as part of
the CAQH CORE Connectivity Rule vC2.2.0 (See §4.4)

3. The MTOM Attachment is colored in orange.

11200060195 3
<scapenv:Envelope xmlns:socapenve"http://www.wi . org/2003/05/scap-envelope®™>
scapenv:
<ns EEnvelopeBatchSubmissionAckRetrievalR
1="hetp://www. cagh,org/SOAP/WSDL/CO .0, x8d%>
<PayloadType>X12 999 Response l</PayloadType>
<ProcessingMode>Ba
oadlD>fraldifa 1d0-a765~-00a0c9lebbré</PayloadID>
<Payloadlength>1551254</PayloadlLength>
<TimeStamp>2007-08
<SenderlD>PayerB</
<ReceiverlD pltalA</Recelv
(CORERuleVersion>2,2, 0</(
cCheckSum>43BA4B5ARSC/C 3 um>
<Payload>
<xop:Include href="cid:1l.urn:uuld:S117AAE1116EASRETALZ000601846928apache . axg”
xmins:xop="http://www.wi.org/2004/08/xep/include” />
</Payload>

<ErrorCode>Succe
.F

/nal :COR

1

»rMessage

EEnvelopeBatchSubmissionAckRetrievalResponse>

soapenv:Envelope>

~=MIMEBoundaryurn uuld OR72121B1FEFASBDDILI200060195339
Cantent~Type: image/|peq

Content-Tranafer-Encading: binary

Content~ID;: <1, urn:uuid:S117AAE1L16EASBATAL2000601846920apache axg>

<999 rile>

~=MIMEBoundaryurn uuld OR72121B1FEFASBDD3I1200060195339~~

4.2.2.9. Batch Results Retrieval Request Message (non-normative)?!

The Batch Results Retrieval Request message structure shown below specifies SOAP 1.2. The use of
MTOM in Batch mode request/response creates multipart MIME even though there is no payload (which
may be the case for a Batch Retrieval Request). This shows the following:

1. The HTTP Headers are shown colored in blue.

2. The WS-Security Username and Password token (shown here with a pink background) is added
to the SOAP Header by the platform on which SOAP is run. The SOAP platform’s Web -Services
Security Extensions may be configured to insert these tokens.

2 Although this example shows a 999 payload type being sent as a response from a server to the client, this could
also include a TAL. Alternatively, the server may elect to send only a TA1 without any functional group.

2L The Generic Batch Retrieval Request (§6.3.3) uses the same request message as the Batch Results Retrieval
Request message structure depicted below, with different PayloadType values based on what is being retrieved.
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3. The portion of the SOAP envelope colored in green has the metadata that is defined as part of
the CAQH CORE Connectivity Rule vC2.2.0. (See §4.4)

POST /core/eligiblilityBatch HTTP/L]
Content-Type: - multipart/related; boundary=MIMEBoundaryurn uuld S117AAE1116EASBSETAL200060184614;
type="application/xopéxmi®; start="0.urn:uuid:5117AAE1116EASBB7A1200060184615@apache. oxrg™; stare~
info="application/scap+xmi®; action="BatchResultsRetrievalTransaction™

--MIMEBoundaryurn uvuid 5117AAE1116EABBATA1200060184614
Content-Type: application/xop+xml; charset-UTF-8; type="application/scap+xml®
Content-Transfer-Encading: binary

Content-ID: <0.urn:uuid:5117AAE1116EABBETA1200060184615@apache. org>

5117AAE1116EASBETAL 200060184614~

 </soapenv:Body>
‘</soapenv:Envelope>
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4.2.2.10.Batch Results Retrieval Response Message (non-normative)?2

The Batch Results Retrieval Response message structure shown below specifies SOAP 1.2 and MTOM.

This shows the following:

1. The HTTP Headers are shown colored in blue.

2. The portion of the SOAP envelope colored in green has the metadata that is defined as part of

the CAQH CORE Connectivity Rule vC2.2.0 (See §4.4)
3. The MTOM Attachment is colored in orange.

<nsl1:COREEnvelopeBatchReaultsRetrievalResponse
xmlng:nsl="htep://www,.cagh, arg/SOAP/W ule2,
<PayloadType>X12 271 Response 005010X
<ProcessingMode>Batch</ProceasingMode>
<PayloadID>fBlddfae-Tdec-11d0-a7685-0040c91eébrb</PayloadID>
<PayloadLength>1551254</PayloadLength>
<TimeStamp>2007-08-30T7T10:20: /TimeStamp>
<SenderlD>PayerB</SenderID>
<ReceliverID>HospitalA</ReceiverID>
<CORERuleVersion>2 .2 0</CORERuleVersion>
<CheckSum>4IBB4B5ABS</CheckSum>
<Payload>
<xop:Include href="cid:l. ur

/PayloadType>

342«

xming: xop="http://www.wi.org/2
</Payload>

04/0B/xap/inciude” />

<ErrorCode>Success</ErrorCode>
<ErrorMessage></ErrorMessage>

OREEnvelopeBatchResultsRetrievalResponse>

</scapenv:Enve

~-MIMEBoundaryurn uuld OB72121B1FEFASBDD31200060195339
Content-Type: image/jpeg

Content~Transfer-Enceding: binary

Content-ID: <1.,urn;unid:5117AAE1116EABBETALI2000601846928apache. org>

<Response batch flle>

~-MIMEBoundaryurn uuld OB72121B1FEFASBDDI1I2000601953309-~

niuuid:S5117TAAELLI1GEASBETAL20006018489208apache .o

rq

4.2.2.11.Batch Results Acknowledgement Submission Message (non-normative)?3

The Batch Results Acknowledgement Submission message structure shown below specifies SOAP 1.2,

and also uses MTOM (See 86.1) to send the payload file. This shows the following:
1. The HTTP Headers are shown colored in blue.

2. The WS-Security Username and Password token (shown here with a pink background) is added
to the SOAP Header by the platform on which SOAP is run. The SOAP platform’s Web -Services

Security Extensions may be configured to insert these tokens.

2 The Generic Batch Retrieval Response (§6.3.3) uses the same response message as the Batch Results Retrieval
Response message structure depicted below, with different PayloadType values based on the response to what is
being retrieved.

ZThe Generic Batch Receipt Confirmation (§6.3.3) uses the same request message as the Batch Results
Acknowledgement Submission message structure depicted below, with different PayloadType values as appropriate.
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3. The portion of the SOAP envelope colored in green has the metadata that is defined as part of
the CAQH CORE Connectivity Rule vC2.2.0 (See §4.4)
4. The Batch file (MTOM attachment) is shown colored in orange.

POST /core/eligibilityBarch HTTPLI

Content-Type: multipart/related; boundary-MIMEBoundaryurn vuld S5117AAELI116EASB87A120006018
type="application/xop+xmli®™; start="0.urn:uuid:5117AAE1116EAEBBBTAL200060184615@apache.arg”; s
info="application/scap+xml®™; action="BatchResultsAckTransaction”

"

14;
re-

6
a

--MIMEBoundaryurn uuid S5117AAE1116EABBBTAL200060184614

Content-Type: application/xop+xml; charset-UTF-8; type="application/scap+xml”
Content-Transfer-Encoding: binary

Content-ID: <O.urn:uuid:5117AAE1116EABBETA1200080184615Qapache. org>

<scapenv:Envelope xmlins:soapenv="http://www.w3.org/2003/05/scap-envelope">
<scapenv:Header>
<wase:Security mmlng:wase="http://docs. caslas-open. org/was/2004/01/0a8is-200401~waa-wasecurity-
aecext-I.0.xad" gsoapenv:mustinderatand-="true”>
<wase:UsernameToken xmlns:wau=*hetp://docs. casia-open. org/wss/2004/01 /casia~200401~waa-~
wssecurity-utility-1. 0, xsd" wau:Id="UsernameToken-21621664">
<wase:Username>bob</wsse:Username>
<wase:Password Type="http://docs. casis-open.org/was/2004/01/0a3i2-200401 ~was~username-taken-
profile<1 O§PaszawordText">bobPi</wase:Pasaword>
</wase:UsernameToken>
</wsse;:Security>
</scapenv:Header>
<socapenv:Body>
<nsl:COREEnvelopeBatchResultsiAckSubmission
amlns:nsl="htetp://www,.cagh,org/SOAP/WSDL/CORERule2,.2,0.x8d">
<PayloadType>X12 999 SubmissionRequest 005010X231Al</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadID>fBlddfae-7dec~11d0-a765-00a0c31ebbfé</PayloadiD>
<PayloadLength>1551254</PayloadLength>
<TimeStamp>2007-08-307T10:20:342</TimeStamp>
<SenderID>HospitalA</SenderID>
<RecelverID>PayerB</ReceiverlD>
<CORERuleVersion>2.2,.0</CORERuleVeraion>
<CheckSum>4 IBE4BSABS</CheckSum>
<Payload>
<xop:Include href="cid:1l,urn:uuld;511TAAEIL1GEASRETAL200060184692apache, org”
xmlng:xop="htetp://www.wld, org/2004/08/xop/include” />
</Payload>
</nsl:COREEnvelcpeBatchResultsAckSubmiaslon>
</acapenv:Body>
</socapenv:Envelope>

~=MIMEBoundaryurn uuld S5117AAE111E6EABBATAL200060184614
Content-Type: image/jpeq

Content-Transfer-Encoding: binary

Content~ID: <1.urn:uuid:5117AAE1116EABBETAL12000601846920apache, org>

<999 file>

==MIMEBoundaryurn uuld 5117AAE1116EASBATAL200060184614~~

4.2.2.12.Batch Results Acknowledgement Submission Response Message (hon-
normative)?*

The Batch Results Acknowledgement Submission Response message structure shown below specifies
SOAP 1.2 and MTOM. This shows the following:

1. The HTTP Headers are shown colored in blue.
2. The portion of the SOAP envelope colored in green has the metadata that is defined as part of
the CAQH CORE Connectivity Rule vC2.2.0 (See §4.4)

% The Generic Batch Receipt Confirmation Response (86.3.3) uses the same response message as the Batch
Results Acknowledgement Submission Response message structure depicted below, with different PayloadType
values as appropriate.
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HTTP/1.1 200 OK

Server: Apache-Coyote/l.1

Content-Type: multipart/related; boundary=MIMEBoundaryurn uuid 0B72121
type~="application/xop+xml”; start="0.urn:uuld:0B72121B1FEFASBDD312000601
info="application/soap+xml”; action~"BatchResultsAckTransaction"”

BlFEFASBDD312000&801595339;
9 0

5340@apache.org™; start-

-=MIMEBoundaryurn uuid ORT2121BIFEFASBDD31200060195339

Cantent-Type: application/xop+xml; charset-UTF-B; type="application/socapéxml®
Content-Transfer-Encoding: binary

Content~ID: <0,urn:uuid:0B72121BIFEFASBDDI1200060195340@apache. org>

<scapenv:Envelope xmlns:socapenv="http://www.w3.orqg/2003/05/30cap~envelope™>
<socapenv:Body>
<nsl:COREEnvelopeBatchResultsAckSubmissionResponse
xming:nsl="http://wew,.cagh,org/SOAP/WSDL/CORERule2,.2.0, xsd">
<PayloadType>X12 Response ConfirmReceiptRecelved</PayloadType>
<ProcessingMode>Batch</ProcessingMode>
<PayloadIiD>f81ddfae~Tdec~11d0-a765-0040c91e6bf6</PayloadlD>
<TimeStamp>2007-08-30T710:20:342</TimeStamp>
<SenderID>PayerB</SenderID>
<ReceiverID>HospitalA</ReceiverlD>
<CORERuleVersion>2.2,.0</CORERuleVersion>
<BErrorCode>Success</ErrorCode>
<ErrorMessage></ErrorMessage>
</nal:COREEnvelopeBatchResultsAckSubmissionResponse>
</scapenv:Body>
</acapenv:Envelope>

~-MIMEBoundaryurn uuid OB72121BIFEFASRDD3I1200060195339~~

4.2.2.13. ErrorMessage Structure (non-normative)

The Error message structure shown below uses the SOAP Fault specifications within SOAP 1.2. As
described in §4.3.3: Error Handling, SOAP Faults must be used to send errors at the SOAP level. The
HTTP Headers are shown colored in blue. The remainder of the request is the SOAP Envelope.
HTTP/1.1 500

::nzenL—Lenth: 2408

Content-Type: application/socap+xml

<apapenyv:Envelope xmlns:scapenc="http://schemas. umlscap.arg/scap/encoding/" xmlns: acapenv ="
heep: /fwww, wl _arg/2003/05/acap-envelape/™ smlns:sxsd="http:/ /www.wl_ org/2001/XMLSchema™
smlng ;xsi="htep:/ /wuw. wi_ org/2001/XMLSchema-inatance™>

<gpapeny:Header>
</asapenv;Header>
<apapeny :Body>

<asapenv:Fault>
<goapenv;Code><env:Value>env;Client</env:Value></env:Cade>
<spapenv:Reasan>
<spapenv:Text xml:lang="en">There was an error in the incoming SOAP reguest</env:Text>
< /soapenv :Reasan>
</spapenv:Fault>
</acapenv:Body>

</acapenv:Envelapa>

4.2.2.14. Envelope Processing Error Message (non-normative)

The Error message structure shown below illustrates a SOAP-based message that indicates an error has
occurred within processing the envelope. The HTTP Headers are shown colored in blue. The remainder
of the request is the SOAP Envelope. The envelope structure and metadata that is defined within CAQH
CORE Connectivity Rule vC2.2.0 colored in green.
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4.2.2.15. Payload Attachment Handling
Real Time
e Payload must be embedded using the Inline method (using CDATA element as shown above).

Batch
e Payload must be sent as an MTOM?25 encapsulated MIME part.

4.3. General Specifications Applicable to Both Envelope Methods

The following sections specify requirements of the CAQH CORE Connectivity Rule vC2.2.0 that are
applicable to both envelope methods (HTTP MIME Multipart and SOAP+WSDL).

4.3.1. Request and Response Handling

HTTP/S supports a request-response message pattern, meaning that the sender submits a message and
then waits for a response from the message receiver. This works well for the submission of both batch
and real time ASC X12 messages, but the response message from the receiver is different depending on

whether the sender's message is a real time request, batch submission, or batch request pickup.

4.3.1.1. Real Time Requests

Real time requests must include a single inquiry or submission (e.g., one eligibility inquiry to one
information source for one patient). In this model the response from the message receiver is either an
error response (see 84.3.3 Error Handling) or the corresponding ASC X12 message response (e.g., a
TA1, v5010 999 or v5010 271 if the request was a v5010 270).

4.3.1.2. Batch Submission

Batch requests are sent in the same way as real time requests. Batch requests are acknowledged using
an HTTP/S acknowledgement and the envelope standard and metadata as specified in 84.4.

4.3.1.3. Batch Response Pickup

Batch responses are retrieved after the message receiver has had a chance to process a batch
submission (see the CAQH CORE Eligibility & Benefits (270/271) Infrastructure Rule and CAQH CORE
Claim Status (276/277) Infrastructure Rule for details on timing.) Under this usage pattern, the message
sender connects to the message receiver using HTTP/S with the envelope standard and metadata
specified in 84.4, and sends a message requesting available files. The responder then sends back either:

%5 MTOM is defined in Appendix §6.1: Definitions and Abbreviations used in this Rule.
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1. The file(s) in the HTTP/S response message (payload) using the envelope standard and
metadata specified in 84.4, or

2. Alist of available file(s) in the HTTP/S response message (payload), and supports a mechanism
to request a particular file from the list. If a Batch response contains a list of files, then the site’s
Connectivity Companion Guide (See §4.3.7) will specify the method to pick up each file in the list.

4.3.1.4. Submitter Authentication and Authorization Handling
The two methods for Submitter Authentication specified in this rule are:

1. Username/Password (Referred to as Submitter Authentication Standard C in the Conformance
Requirements,§4.1) using the CORE-compliant Envelope to send the UserName and Password,
as specified in the CORE- compliant Envelope Metadata specifications. For both envelope
methods, the Username and Password are a part of the CORE-compliant envelope. For the
SOAP+WSDL method, the WS-Security standard must be used to embed the Username and
Password values inside the Envelope, as illustrated in the examples above.

2. X.509 Certificate based authentication over SSL25(Submitter Authentication Standard D in the
Conformance Requirements, 84.1), using the Secure Sockets Layer (SSLv3.0) open standard for
client certificate based authentication.

The submitter authentication conformance requirements for stakeholders are defined in 84.1. Submitter
Authorization is assumed to be a local decision at the site that receives the submission.

4.3.2. Error Handling

The error handling described in this section is applicable to both envelope methods. As shown in Figure
#4.3.3 below, a submitted request goes through at least three logical layers that process the request.

e Processing of HTTP headers (typically handled by a web-server)
e Processing the Envelope (can be handled by messaging middle-ware or integration brokers)
e Processing the Payload (e.g., ASC X12, typically handled by application business logic)

Once arequest (e.g., ASC X12 v5010 270) is submitted it goes through these 3 logical layers. At each of
these layers, some part of the request is processed. At each layer there can be errors (indicated by the
dotted arrows being returned to the request submitter), which may be returned to the request submitter. If
there is an error in processing the message at any logical layer, the request does not get passed to the
next layer. If no errors are encountered at that layer, the request is passed to the next processing layer.
The last logical layer that processes the request is the Payload Processing Layer. Once this layer
processes the payload, it returns a response or error (e.g., ASC X12 v5010 271 or v5010 999 or TAL).

% Reference §3.1 for more information regarding the use of SSL and the optional use of TLS 1.0.
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Figure #4.3.3
Envelops Payload
ﬂ P'rmu.irg Pmmgl.'mg
Layes Layer

| 1. Request(eg, 270) |

— HTTP Eror _______ >

Submitter
o - Envelope Processing Bmor __ | __ -

Payload Processi
Response or Emor
(e.g.. 271 or 999)

Note: In Figure #4.3.3 above, the dotted line arrows indicate error messages being returned to the
Submitter if there is a processing error at the corresponding logical processing layer. The straight line
arrows indicate the request and response messages.

27
4.3.2.1. HTTP Status and Error Codes (Normative, Not Comprehensive )

The processing and error codes for the HTTP Layer are defined as part of the HTTP specifications
[http://www.w3.org/Protocols/rfc2616/rfc2616 -sec10. html]. The intended use of these status and error
codes in processing the requests are specified in Table 4.3.3.1 and are consistent with the HTTP status
codes from CAQH CORE Connectivity Rule vC1.

Note: The status and error codes included in Table 4.3.3.1 only represent a short list of several
commonly used status codes in the standard. An exhaustive list of HTTP Status Codes and descriptions
are included in the HTTP specification [http://tools.ietf.org/html/rfc2616#section-6.1.1] CAQH CORE
Connectivity vC2 requires the use of the appropriate HTTP error or status codes as applicable to the
error/status situation.

Table 4.3.3.1

HTTP
Status/Error Status Code Description?2®

Codes (Intended Use)

(Normative, Not
Comprehensive)

200 OK Success
202 Accepted Batch file submission has been accepted (but not necessarily processed)
400 Bad Request Incorrectly formatted HTTP headers

27 An exhaustive list of HTTP Status Codes and definitions are included in section 6.1.1 of the HTTP specification
[http:/itools.ietf.org/html/rfc2616#section- 6.1.1].

2 Section 6.1.1 of the HTTP specification http:/tools.ietf.ora/html/rfc2616#section-6.1.1.
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HTTP
Status/Error
Codes
(Normative, Not
Comprehensive)

403 Forbidden

Access denied (e.g., X.509 client certificate based authentication)?®

Connectivity Rule vC2.2.0

Status Code Descri ption26

(Intended Use)

500 Internal Server
Error

The web-server encountered a processing error, or there was a SOAP
fault (in case of SOAP envelope method)

5xx Server errors

Standard set of server side errors (e.g., 503 Service Unavailable)

4.3.2.2.

Envelope Processing Status and Error Codes (Normative, Comprehensive)

When SOAP is used, some of the CORE-compliant Envelope Processing errors map to SOAP faults
[http://www.w3.0rg/ TR/soapl2-part 1/#soapfault]. (See Table 4.3.3.2) To handle CORE-compliant
envelope processing status and error codes, two fields called ErrorCode and ErrorMessage are included
in the CORE-compliant Envelope. (See 8§4.4) ErrorMessage is a free form text field that describes the
error (for the purpose of troubleshooting/logging). When an error occurs, PayloadType is set to

CoreEnvelopeError.

CORE-compliant
Envelope Processing
Status/Error Codes
(Normative,
Comprehensive)

Table 4.3.3.2

Status Code Description30

(Intended Use)

Success

Envelope was processed successfully.

<FieldName>lllegal

lllegal value provided for <FieldName>.

<FieldName>Required

The field <FieldName> is required but was not provided.

<FieldName>NotUnderstood

The field <FieldName> is not understood at the receiver. In the case of
SOAP, this error is returned as a NotUnderstood SOAP fault.

VersionMismatch

The version of the envelope sent is not acceptable to the receiver. If the
SOAP version is not valid at the receiver, a SOAP fault is returned with
this fault code.

UnAuthorized

The username/password or Client certificate could not be verified.

ChecksumMismatched

The checksum value computed on the recipient did not match the value
that was sent in the envelope.

Sender

The envelope sent by the sender did not conform to the expected format.
In the case of SOAP, this error should be sent as a SOAP fault with
“Sender” fault code.

2 |f the username/password option is used, then these values are specified in the CORE -compliant envelope, which
is not processed atthe HTTP layer. This is handled by the error code (Unauthorized.)

30 An exhaustive list of HTTP Status Codes and definitions are included in section 6.1.1 of the HTTP specification
[http:/itools.ietf.org/html/rfc2616#section- 6.1.1].
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CORE-compliant
Envelope Processing
Status/Error Codes
(Normative, (Intended Use)
Comprehensive)

... 28
Status Code Description

Receiver The message could not be processed for reasons attributable to the
Receiver (e.g., upstream process is not reachable). In the case of SOAP,
this error should be sent as a SOAP fault with “Receiver” fault code.

4.3.2.3. Examples of Status and Error Codes (non-normative)
The following illustrates the status and error codes that may be returned:

e A SOAP or MIME Multipart request that has illegal HTTP headers gets a response with HTTP
Error Code: “400 Bad Request.”

e A SOAP or MIME Multipart request with an unauthorized submitter’s client-certificate (in case that
method is being used) gets a response with HTTP Error Code: “403 Forbidden.”

e A SOAP request with HTTP headers properly formatted but using the wrong SOAP version (1.1
instead of 1.2) gets HTTP Status 500, and a SOAP fault with a fault code “VersionMismatch.”

e A MIME Multipart request with HTTP headers properly formatted, uses a properly formatted
MIME Header but does not have PayloadType in the CORE-compliant envelope gets a HTTP
Status 200 (since it passed the HTTP layer successfully), but receives an Envelope processing
error with ErrorCode set to PayloadTypeRequired.

e A MIME Multipart request with HTTP headers properly formatted uses a properly formatted MIME
Header but has PayloadType in the CORE-compliant envelope with an unknown value (i.e., not in
the Coded Set defined for this field). This gets a HTTP Status 200 response (since it passed the
HTTP layer successfully), but receives an Envelope processing error with ErrorCode set to
PayloadTypelllegal.

4.3.2.4. Examples of Error Messages (non-normative)

ErrorMessage field is intended to provide a descriptive text of the error message in free form text, to aid in
logging and troubleshooting. It is the responsibility of the implementer to keep this message consistent
with the semantics of the ErrorCode, and not in conflict with it. The ErrorMessage must be related to the
ErrorCode as defined in the table above. The following illustrates ErrorMessage fields that may be
returned:

e For ErrorCode = VersionMismatch, the ErrorMessage could be “Expecting CORERuleVersion=X,
Received CORERuleVersion=Y"

e For ErrorCode = SenderlDlllegal, the ErrorMessage could be “SenderID length exceeds
maximum allowed length”

e For ErrorCode = TimeStamplllegal, the ErrorMessage could be “Timestamp is missing the time-
zone information”

e For ErrorCode = CheckSumlllegal, the ErrorMessage could be “Unknown algorithm”, or
“Unknown encoding type”

e For ErrorCode = Receiver, the ErrorMessage could be “Failed to connect to backend system X to
process this message”

4.3.3. Audit Handling

Auditing is a local decision by each trading partner. The CAQH CORE recommended best practice is for
each trading partner to audit all the envelope metadata and payload for each transaction.

©CAQH 2023 Page 48 of 76



CAQH Committee on Operating Rules for Information Exchange (CORE)
Connectivity Rule vC2.2.0

4.3.3.1. Tracking of Date and Time and Payload ID

In order to comply with the CAQH CORE Eligibility & Benefits (270/271) Infrastructure Rule and CAQH
CORE Claim Status (276/277) Infrastructure Rule response time requirements, message receivers will be
required to track the times of any received inbound messages, and respond with the outbound message
for that payload ID. In addition, as specified in the CORE Envelope Metadata Table 4.4.2, message
senders must include the date and time the message was sent in the CORE metadata element Time
Stamp.

4.3.4. Capacity Plan

4.3.4.1. Real Time Transactions

A CORE-certified entity must have a capacity plan such that it can receive and process a large number of
single concurrent real time transactions via an equivalent number of concurrent connections. These
single transactions must be received, processed and the appropriate response provided back to the
sender within response time requirements specified in the CAQH CORE Eligibility & Benefits (270/271)
Infrastructure Rule and CAQH CORE Claim Status (276/277) Infrastructure Rule.

Three major factors affect the specific number of Large Volume of Single Real time Transactions (See
86.1) capable of being transported and processed within a given CAQH CORE response time frame.

They are:

1. The amount of message metadata and message encapsulation structure which is required for
each transaction;

2. The characteristics of the message handling software and how concise its design and coding are;
and,

3. The architecture of the intervening hardware, software and communication platform.

CORE-certified entities must attest that their capacity planning addresses the above 3 factors that affect
large volume single real time processing3!. CORE-certified entities must also attest that they have the
ability to track, on acalendar week basis, any change to their agreed upon volume capacity.

In the circumstances where the transaction volume throughput is exceeded by one of the trading
partners, the receiving organization may declare a denial of service event and request a temporary waiver
of the applicable CAQH CORE response time rule’s performance criteria, and/or other appropriate action.

4.3.4.2. Batch Transactions

The CORE-certified messaging system must have the capability to receive and process large batch
transaction files if the entity supports batch transactions. These transactions must be received, processed
and the appropriate response provided back to the sender within the time specified in the applicable

CAQH CORE rule.

Three major factors that affect the specific number of Large Batch payloads capable of being
transported and processed within a given time frame are:

1. The availability and use of capabilities in the messaging protocol which support in-line files, file
attachments, and automated integrity assurance routines, etc., together with the quality and
characteristics of their implementation;

2. The characteristics of the message handling software and its conciseness of design and coding;
and,

3. The architecture of the intervening hardware, software and communication platform.

31 See Appendix 6.1: Abbreviations and Definitions used in this Rule for a definition of Large Volume of Single Real
time Transactions (Synchronous).
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CORE-certified entities must attest that their capacity planning addresses the above 3 factors that affect
large batch processing. The maximum number of transaction sets to be included in a large batch file is

determined between trading partners.

4.3.5. Response, Timeout and Retransmission Requirements

¢ Real time response must conform to CAQH CORE Eligibility & Benefits (270/271) Infrastructure
Rule Section 4: Real Time Response Time Requirements.

e Batch response time must conform to CAQH CORE Eligibility & Benefits (270/271) Infrastructure
Rule Section 5: Batch Response Time Requirements.

If a Real time response message is not received within the 60 second response period, the submitter's
system should send a duplicate transaction no sooner than 90 seconds after the original attempt was
sent.

If no Real time response is received after the second attempt, the submitter's system should submit no
more than 5 duplicate transactions within the next 15 minutes.

If additional attempts result in the same timeout termination, the submitter's system must notify the
submitter to contact the receiver directly to determine if system availability problems exist or if there are

known Internet traffic constraints causing the delay.

4.3.6. Publication of Entity-Specific Connectivity Guide

Servers must publish detailed specifications in a Connectivity Companion Guide on the entity’s public
web site. CAQH CORE recommends specifying the following:

¢ CAQH CORE Rule Version for Connectivity.

e Details on the message format and the supported transactions (e.g., Real time, Batch
transactions).

e Details about the entity’s ASC X12 Interchange; e.g., will an interchange contain multiple
functional groups; will the TAL be in its own interchange without any functional group(s).

e An entity may implement custom extensions which are not compliant with the CAQH CORE
Connectivity Rule. Any such extension must be specified in the entity’s companion guide.
Consistent with the CAQH CORE Safe Harbor principle (85 Safe Harbor), a CORE-certified entity
can implement custom extensions and/or support additional connectivity methods as long as the
organization has implemented one connectivity interface that is fully and exactly as specified in
the CAQH CORE Connectivity Rule. This gives CORE-certified partners the assurance that they
can use their CAQH CORE Connectivity-certified interfaces.

e If a Batch response contains a list of files (instead of returning the Batch file itself), the location
and mechanism to pick up each file in that list (e.g., FTP, HTTP, or Web -Service) should be
specified in the entity’s Connectivity Companion Guide.. When a Batch response contains a list of
files, it is an example of a custom extension that is considered outside of the CAQH CORE Safe
Harbor.

e Value of ReceiverlD for that site.

e Production and Testing URLs for Real time and Batch transactions.

¢ Maximum number of Real time and Batch transactions that can be sent per minute by a single
trading partner (Client).

¢ Maximum size of Batch files that can be received by a Server.

e Authentication/Authorization policies using either X.509 Client Certificates or User ID and
Password (e.g., how to enroll and obtain a Client Certificate or UserID and Password to connect
to that Receiver).

¢ Information on obtaining the Receiver's Root Certificate Authority and/or Intermediate Certificate
Authority public key certificate.

e System Availability as required by CAQH CORE Eligibility & Benefits (270/271) Infrastructure
Rule and CAQH CORE Claim Status (276/277) Infrastructure Rule.

e Business/Technical points of contact.
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e Rules of behavior for programs that connect to this site (e.g., must not deliberately submit batch
files that contain Viruses).

4.4. Envelope Metadata Fields, Descriptions, Intended Use and Syntax/Value-Sets

The Envelope Metadata specified in Table 4.4.2 on the following page pertains to the Phase Il Message
Envelope identified in 84.4.1, and is applicable to both enveloping standards (SOAP+WSDL and HTTP
MIME Multipart) that may be used for encoding the CAQH CORE Connectivity Rule vC2 message
envelope (subject to the conformance requirements discussed in the Conformance section of this rule).
With the exception of ErrorCode and ErrorMessage fields, which are only sent in the response, the CAQH
CORE Connectivity Rule vC2 required envelope metadata for the request and response are required to
be identical.

4.4.1.Message Envelope

As shown in Figure #4.4.1 below, the Message Envelope is outside the Message Payload (content), and
inside the transport protocol envelope. The CAQH CORE Connectivity Rule vC1.1.0 was based on the
use of HTTP/S as the transport protocol; hence the transport protocol envelope consists of HTTP
headers. Examples of message payload include HIPAA administrative transactions (ASC X12), HL7
clinical messages, zipped files, etc.

Figure #4.4.1

= Public Internet (TCP/IP) — CAQH CORE Connectivity
Rule vC1

Communications (Transport) Protocol

Message Envelope +
Message Metadata

Message Payload (Content)

= HTTP/S — CAQH CORE Connectivity Rule vC1

(includes security of payload during transmission)

= Message Envelope & Message Metadata — CAQH
CORE Connectivity Rule vC2

= HIPAA Administrative Transactions (X12)
HL7 Clinical Messages

Zipped Files

Personal Health Record
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4.4.2.Table of CORE Envelope Metadata’

Non-normative (Descriptive)

Normative (Definitive)

Requirement Data
Element Description Expected Use Field Name32 Indicator for Real T Field Constraints or Value-sets
i ype .
Time and Batch (Not comprehensive)
Payload Type Payload Type specifies the type of paybad * Message routing PayloadType Required for both Coded Set Please see §4.4.3 forenumeration of
included within a request, (e.g. HIPAA X12 . ) PayloadType field.
transaction set 270, 276, 278, etc.). » Efficient processing
o Auditing
Processing Mode Processing Mode indicates Batch or Real o Messaging routing ProcessingMode Required for both Coded Set RealTime,
time33 processing mode (as defined by , Batch
CAQH CORE) * Resource allocation
o Transaction scheduling
» Message ortransaction
auditing
Payload Length Defines the length of the actual payload in o Efficient processingand | PayloadLength Required for Batch Integer
bytes. resource allocation. interactions except (Base 10)
» under certain
* Auditing conditions34
Trouble-shootin
* g Shallnot be used for
Real time.
Payload ID Payload ID (unique within the domain of the o Auditing PayloadID Required forboth String PayloadID will conform to ISO UUID
party that sets this value) is a payload ) Real time and standards (described at
identifier assigned by the Sender in both * Trouble-shooting Batch. ), with
Batch and Real Time processing modes. If hexadecimal notation, generated using
the payload is being resentin the absence of a combination of local timestamp (in
confirmation of receipt to persistent storage, milliseconds) as well as the hardware
the same PayloadID may be re-used. (MAC) address®, to ensure uniqueness.

%2 Mixed case (e.g., PayloadType) is used for the field names, since this is consistent with the WS-Security tags that are used for authentication.

33 See Appendix 6.1: Abbreviations and Definitions used in this Rule for a definition of Batch and Real time.

3 Some requests or responses within Batch interactions may not have a payload. This could occur when requesting a payload or wh en there is no payload in the
response.

35 In multithreaded environments, in addition to the hardware (MAC) address and timestamp, the Process-ID or Thread-ID may also be used as additional
parameters to ensure PayloadID uniqueness across multiple processes and/or threads.

©CAQH 2023

Page 52 of 76




CAQH Committee on Operating Rules for Information Exchange (CORE)
Connectivity Rule vC2.2.0

Non-normative (Descriptive) | Normative (Definitive)

Requirement Data
Element Description Expected Use Field Name30 Indicator for Real T Field Constraints or Value-sets
Time and Batch ype (Not comprehensive)
Time Stamp The Sender (request) or Receiver (response) | e Auditing TimeStamp Required for both dateTime dateTime
Time Stamp combines Phase | time and ) (http://www.w3.0rg/TR/xmischemal1-
date3smessage metadata into a single * Trouble-shooting 2/#dateTime)
(Adjusted from Coordinated Universal Time (UTC) time stamp
CAQH CORE (including time zone information) specifying
Connectivity when a message is created and sentto a
Rule vC1) receiver. This does not require a shared time
server for consistent time.
User Name37? User Name is part of User Name/Password o Authentication and UserName Required for both if | String Maximum length 50 characters
based authentication credentials. It can also authorization X.509 Client-
be used by the receiver for authorization - certificate
(Already in CAQH purposes. User Name is protected by * Auditing authentication over
CORE Connectivity ~ |transport layer SSL*encryption. User Name SSL/TLS3%is not
Rule vC1 ) must be used only for identification, used.
authentication and authorization purposes
while Sender Identifier must be used to
identify trading partners and convey other
business information within a transaction.
Password Password is part of the User Name/Password | e Submitter Authentication| Password Required for both if | String Maximum length 50 characters
based authentication credentials. Password is X.509 Client-
protected by transport layer SSL4%encryption. certificate
(Already in CAQH authentication over
CORE Connectivity SSL/TLS s not
Rule vC1) used. If UserName
field is present, a
corresponding
Password must be
present.

3 See CAQH CORE Connectivity Rule vC1.1.0 for time, date message metadata requirements.

%7 See CAQH CORE Connectivity Rule vC1.1.0 for User ID and Password as part of the Security and Authentication Requirements.
%8 Reference §3.1 for more information regarding the use of SSL and the optional use of TLS 1.0.

% This type of authentication is consistent with the IHE’s Audit Trail and Node Authentication (ATNA) profile.

40 Reference §3.1 for more information regarding the use of SSL and the optional use of TLS 1.0.
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Non-normative (Descriptive) Normative (Definitive)

Requirement Data
Element Description Expected Use Field Name3? Indicator for T Field Constraints or Value-sets
Real Time and ype (Not comprehensive)
Batch
Sender |dentifier A unique” business entity identifier * Message routing and SenderlD Required String Maximum length 50 characters
representing the message envelope creator. processing by a receiver
Sender Identifier is better suited for ) B The use of OIDs (e.g., HL7 or IANA) is
identifying business entities and trading * Transaction auditing. recommended, but not required.
partners than User Name because: o As a reference to a
e User Name is usually anonymized for business
security reasons and to protect agreement.
privacy.
o User Name attribute does not exist if
another authentication method is
used.
o Authentication and messaging may
happen on different layers42 and
therefore may be handled by
disparate
applications and processes.
Receiver |dentifier A unique43 business entity identifier o Transaction auditing. ReceiverlD Required String Maximum length 50 characters
representing the next-hop receiver. . ﬁi;ngirence toa The use of OIDs (e.g., HL7 or IANA) is
agreement. recommended, but not required.
» Message routing by
the receiver.
CORE Rule Version  [The CORE Rule version that this envelope is | » Message routing CORERuleVersion Required for both | Coded Set 2.2.0
using. This value can be used to maintain and processing.
backward compatibility when parsing/ -
processing messages. A CAQH CORE * Auditing
Connectivity Rule v2.2.0CORE- certified « Backward compatibiliy.
receiver must be able to interact with both
CAQH CORE Connectivity Rule vC1.1.0 and
C2.2.0 CORE-certified senders for backward
compatibility.

41 Unique within the Sender’s domain.
4282 shows the layers in the OSI model.
4 Unique within a Receiver's domain.
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Normative (Definitive)

Requirement

Element Description Expected Use Field Name3 Indicator for Real .l?atae Field Constraints or Value-sets
Time and Batch yp (Not comprehensive)

Checksum An element used to allow receiving site to Message Integriy CheckSum Required for Batch String Algorithm is SHA-1, Encoding is Hex.
verify the integrity of the message that is verification interactions except
sent. under certain Checksummust be computed only on

conditions#4 the payload andnot onthe metadata.
Not used forReal
time
Error Code Error code to indicate the error when e Error handling ErrorCode Required in Coded Set Please see Sectionon Error Handling
processing the envelope. ) Response (forboth for a definition of error codes.
e Troubleshooting Real time and
Batch)
Not used in
Request.

Error Message Text Error message that describes the ¢ Logging ErrorMessage Required in String Maximum length of 1024 characters.
condition that caused the error. The text of ) Response (for both Please see Sectionon Error Handling
the ErorMessage must provide additional * Troubleshooting Real time and for examples of Error Messages.
information describing how the Error can be Batch)

resolved, and must not provide conflicting

information from that provided in the
ErrorCode.

Not used in Request

4 Some requests or responses within Batch interactions may not have a payload. This could occur when requesting a payload or wh en there is no payload in the
response.
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4.4.3. Enumeration of Processing Mode and PayloadType Fields

4.4.3.1. Real Time Transactions
For Real time requests, ProcessingMode must be set to RealTime, and PayloadType must be set to the following values for Request, Response
and Errors.
Transaction Name MI;Irle:jAaéd Payload Type Value (Normative/Comprehensive)
V4010A1% V5010
Health Care Eligibility Y X12_270_Request_004010X092A1 X12_271_Response_004010X092A1 X12_270_Request_005010X279A1 X12_271_Response_005010X279A1
Benefit Inquiry and
Response
Health Care Claim Y X12_276_Request_004010X093A1 X12_277_Response_004010X093A1 X12_276_Request_005010X212 X12_277_Response_005010X212
Status Request and
Response
Health Care Services Y X12_278_Request_004010X094A1 X12_278_Response_004010X094A1 X12_278_Request_005010X217E1_2 X12_278_Response_005010X217E1_2
Request for Review and
Response
Health Care Services N X12_278_Request_004010X059 X12_278_Response_004010X059 X12_278_Request_005010X215 X12_278_Response_005010X215
Review - Inquiry &
Response
Health Care Services N X12_278_Request_004010X111 X12_278_Response_004010X111 X12_278_Request_005010X216E2 X12_278_Response_005010X216E2
Review - Notification &
Announcement
Real Time Adjudication
:—Iealth Car(le Claim: N X12_837_ Request_005010X223A1_2 X12_835_ Response_005010X221A1
nstitutiona
Health Care Claim: N X12_837_ Request_005010X222A1 X12_835_ Response_005010X221A1
Professional
Health Care Claim: N X12_837_ Request_005010X224A1_2 X12_835_ Response_005010X221A1
Dental

4 Several PayloadType values referencing version 004010 of various administrative transactions are being retained since these i mplementation guides are not
adopted under HIPAA. As such, the industry may continue using these implementation specifications to supporttheir business needs and are not required to move
to a 5010 version of them. The corresponding v5010 implementation guides have been added to the value set to support the indu stry’s transition to v5010 in
general.
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Payloads to Support All ASC X12 Administrative Transactions for Real Time

Transaction Name M';”:ééd Payload Type Value (Normative/Comprehensive)
V4010A1% V5010

IAcknowledgements
TA1 Interchange N X12_TA1_Response_004014 X12_TA1_Response_00501X231A148
Acknowledgement
Functional N X12_997_Response_004010
IAcknowledgement
Implementation N X12_999_Response_005010X231A1
IAcknowledgement
Errors
CORE Envelope Error N/A | CoreEnvelopeError | CoreEnvelopeError

4 Several PayloadType values referencing version 004010 of various administrative transactions are being retained since these i mplementation guides are not
adopted under HIPAA. As such, the industry may continue using these implementation specifications to supporttheir business needs and are not required to move

to a 5010 version of them. The corresponding v5010 implementation guides have been added to the value set to support the indu stry’s transition to v5010 in
general.

47 The use of the TA1 Interchange Acknowledgement is not specified in a separate ASC X12 Implementation Specification. Reference Appendix B EDI Control
Directory of the ASC X12N v4010 Implementation Guide for technical details of the TAL. Reference Appendix C EDI Control Directory of the ASC X12C
005010231A1 Implementation Acknowledgement for Health Care Insurance (999) Technical Report Type 3 for implementation guidance of the TA1 with v5010
ASC X12 administrative transactions.

4 |bid.
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For Batch requests, ProcessingMode must be set to Batch, and PayloadType must be set to the following values for Request, Response and

Errors.

Payloads to Support All ASC X12 Administrative Transactions for Batch

HIPAA
Mandated

Transaction
Name

Payload Type Value (Normative/Comprehensive)

V5010

VAOT0AT®
Response

Batch Payload (Submission and

Subsequent Batch Response Pick Up) See §6.3.2 Batch Interaction

Response

Services Request
for Review and

X12_278_Request_004010X094A1

X12_BatchReceiptConfirmation

X12_278_Request_005010X217E1

Health Care Y Batch Submission: Batch Receipt Confirmation: Batch Submission: Batch Receipt Confirmation:
Eligibility Benefit X12_270_Request _004010X092A1 X12_BatchReceiptConfirmation X12_270_Request _005010X279A1 X12_BatchReceiptConfirmation
Inquiry and
Response Results Retrieval Request: Results Retrieval Response: Results Retrieval Request: Results Retrieval Response:
X12_004010_Request_BatchResults 271 X12_271_Response_004010X092A1 X12_005010_Request_Batch_Results_271 X12_271_Response_005010X279A1
Health Care Claim Y Batch Submission: Batch Receipt Confirmation: Batch Submission: Batch Receipt Confirmation:
Status Request and X12_276_Request_004010X093A1 X12_BatchReceiptConfirmation X12_276_Request_005010X212 X12_BatchReceiptConfirmation
Response
Results Retrieval Request: Results Retrieval Response: Results Retrieval Request: Results Retrieval Response:
X12_004010_Request_BatchResults 277 X12_277_Response_004010X093A1 X12_005010_Request_Batch_Results_277 X12_277_Response_005010X212
Health Care Y Batch Submission: Batch Receipt Confirmation: Batch Submission: Batch Receipt Confirmation:

X12_BatchReceiptConfirmation

Services Review -
Notification &
JAnnouncement

X12_278_Request_004010X111

Results Retrieval Request:
X12_278_Request_Batch_Results_004010X111

X12_BatchReceiptConfirmation

Results Retrieval Response:
X12_278_Response_004010X 111

X12_278_Request_005010X216E1_2

Results Retrieval Request:

X12_278_Request_Batch_Results_005010X216E1_2

Response Results Retrieval Request: Results Retrieval Response: Results Retrieval Request: Results Retrieval Response:
X12_278_Request_Batch_Results_004010X059 X12_278_Response_004010X094A1 X12_278_Request_Batch_Results_005010X217E1 X12_278_Response_005010X217E1
Health Care N Batch Submission: Batch Receipt Confirmation: Batch Submission: Batch Receipt Confirmation:
Services Review - X12_278_Request_004010X059 X12_BatchReceiptConfirmation X12_278_Request 005010X215E1 X12_BatchReceiptConfirmation
Inquiry & Response
Results Retrieval Request: Results Retrieval Response: Results Retrieval Request: Results Retrieval Response:
X12_278_Request Batch_Results_004010X059 X12_278_Response_004010X059 X12_278_Request_Batch_Results_005010X215E 1 X12_278_Response_005010X215E1
Health Care N Batch Submission: Batch Receipt Confirmation: Batch Submission: Batch Receipt Confirmation:

X12_BatchReceiptConfirmation

Results Retrieval Response:
X12_278_Response 005010X216E1_2

Batch Payload (Pick Up only) See §6.3.3 Generic Batch Retrieval Request and Async

ronous Receipt Confirmation

Health Care Claim N Retrieval Request: Retrieval Response:

IAcknowledgement X12_277CA_Request_005010X214E1_2 X12_277CA_Response_005010X214E1
2

Health Care Claim Y Retrieval Request: Retrieval Response: Retrieval Request: Retrieval Response:

Payment/Advice X12_835_Request_004010X091A1 X12_835_Response_004010X091A1 X12_835_Request_005010X221A1 X12_835_Response_005010X221A1

4 Several PayloadType values referencing version 004010 of various administrative transactions are being retained since these i mplementation guides are not
adopted under HIPAA. As such, the industry may continue using these implementation specifications to supporttheir business needs and are not required to move
to a 5010 version of them. The corresponding v5010 implementation guides have been added to the value set to support the indu stry’s transition to v5010 in

general.
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Trar‘?as;?on Mgamﬁed Payload Type Value (Normative/Comprehensive)
V4010A1*' V5010
Health Care Claim N Retrieval Request: Retrieval Response:
Pending Status X12_277_Request_005010X228E1 X12_277_Response_005010X228E1
Information

Batch Payload (Submission of P:

ayload followed by Submission of Results) See §6.3.4 Generic Batch Submission and Synchronous Receipt Confirmation

Batch Submission (Step 2)
X12_275_Request 005010X210E1

Health Care Claim N Batch Submission (step 1): Batch Receipt Confirmation:
Request for X12_277_Request_005010X213E1_2 X12_BatchReceiptConfirmation
IAdditional
Information Acknowledgement:
Batch Submission (step 2): X12_TG1_Response_00501X231A or
X12_275_Request 005010X210E1 X12_999_Response_005010X231A1
Request for N Batch Submission (Step 1): Batch Receipt Confirmation:
Information in X12_277_Request_005010X227 X12_BatchReceiptConfirmation
Support of a
Disability Claim Acknowledgement:

X12_TG1_Response_00501X231A or
X12_999_Response_005010X231A1

Batch Payload (Submission only) See §6.3.4 Generic Batch Submission and Synchronous Receipt Confirmation

and Other Group
Premium Payment
ffor Insurance

X12_820_Request_004010X061A1

X12_BatchReceiptConfirmation

X12_820_Request_005010X218A1

Health Care Claim: Y Batch Submission: Batch Receipt Confirmation: Batch Submission: Batch Receipt Confirmation:
Institutional X12_837_Request_004010X096A1 X12_BatchReceiptConfirmation X12_837_Request_005010X223A1_2 X12_BatchReceiptConfirmation
Health Care Y Batch Submission: Batch Receipt Confirmation: Batch Submission: Batch Receipt Confirmation:
Claim: X12_837_Request_004010X098A1 X12_BatchReceiptConfirmation X12_837_Request_005010X222A1 X12_BatchReceiptConfirmation
Professional

Health Care Y Batch Submission: Batch Receipt Confirmation: Batch Submission: Batch Receipt Confirmation:
Claim: Dental X12_837_Request_004010X097A1 X12_BatchReceiptConfirmation X12_837_Request_005010X224A1_2 X12_BatchReceiptConfirmation
Payroll Deducted Y Batch Submission: Batch Receipt Confirmation: Batch Submission: Batch Receipt Confirmation:

X12_BatchReceiptConfirmation

Predetermination
I Professional

X12_837_Request_005010X291

Products
Benefit Enrollment Y Batch Submission: Batch Receipt Confirmation: Batch Submission: Batch Receipt Confirmation:
and Maintenance X12_834_Request_004010X095A1 X12_BatchReceiptConfirmation X12_834_Request_005010X220A1 X12_BatchRec eiptConfirmation
Health Care N Batch Submission: Batch Receipt Confirmation:
Benefit X12_269_Request_005010X187 X12_BatchReceiptConfirmation
Coordination

erification
Health Care N Batch Submission: Batch Receipt Confirmation:

X12_BatchReceiptConfirmation

Report of Injury

X12_148_Request 004010X148

X12_BatchReceiptConfirmation

Health Care N Batch Submission: Batch Receipt Confirmation:
Predetermination X12_837_Request_005010X292 X12_BatchReceiptConfirmation
- Institutional

Doctors First N Batch Submission: Batch Receipt Confirmation:
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Payloads to Support All ASC X12 Administrative Transactions for Batch

Trar‘?::‘t;ﬁon Mzhmﬁed Payload Type Value (Normative/Comprehensive)
V4010A1*/ V5010
Response Response
Health Care N Batch Submission: Batch Receipt Confirmation:
Service: Data X12_837_Request_005010X225A1_2E1 X12_BatchReceiptConfirmation
Reporting
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Payloads to Support All ASC X12 Administrative Transactions for Batch

[Transaction Name Mglnlzil:?ed Payload Type Value (Normative/Comprehensive)
V4010A 1% V5010
Mixed/Non-Payload Specific Batch See §6.3.2 Batch Interaction
Batch Submission N/A X12_004010_Request_BatchSubmissionMixed X12_004010_Response_BatchSubmissionMixed| X12_005010_Request_BatchSubmissionMixed X12_005010_Response_BatchSubmissionMixed
(mixed payload
types)
Batch Results N/A X12_004010_Request_BatchResultsMixed X12_004010_Response_BatchResultsMixed X12_005010_Request_BatchResultsMixed X12_005010_Response_BatchResultsMixed
Retrieval (mixed
payload types)
ll;l\o ?alt)(l:h Results N/A X12_004010_Response_NoBatchResultsFile X12_005010_Response_NoBatchResultsFile
vailable
IAcknowledgements
Batch Receipt N X12_BatchReceiptConfirmation X12_BatchReceiptConfirmation
Confirmation
Response
TA1 Interchange N X12_TA1_SubmissionRequest_004015" X12_Response_ConfirmReceiptReceived X12_TA1_SubmissionRequest_00501X231A1%2 X12_Response_ConfirmReceiptReceived
Acknowledgement
Submission
Retrieval of TA1 N X12_TA1_RetrievalRequest_00401 X12_TA1_Response_00401% X12_TA1_RetrievalRequest_00501X231A1 X12_TA1_Response_00501X231A1%
997 Functional N X12_004010_SubmissionRequest_997 X12_Response_ConfirmReceiptReceived
IAcknowledge ment
Submission
Retrieval of 997 N X12_997_RetrievalRequest_00401 X12_004010_Response_997
Implementation N X12_999_SubmissionRequest_005010X231A1 X12_Response_ConfirmReceiptReceived
IAcknowledge ment
Submission
Implementation N X12_999_RetrievalRequest_005010X231A1 X12_999_Response_005010X231A1
Acknowledgement
Retrieval
IApplication N X12_824_Request_005010X186 X12_824_Response_005010X186
Reporting for
Insurance

%0 Several PayloadType values referencing version 004010 of various administrative transactions are being retained since these i mplementation guides are not
adopted under HIPAA. As such, the industry may continue using these implementation specifications to supporttheir business needs and are not required to move
to a 5010 version of them. The corresponding v5010 implementation guides have been added to the value setto support the indu stry’s transition to v5010 in
general.

51 bid.
52 Ibid.
53 Ibid.
5 1bid.
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Payloads to Support All ASC X12 Administrative Transactions for Batch

[Transaction Name MIIaILZAaﬁed Payload Type Value (Normative/Comprehensive)
V4010A 1% V5010
[Acknowledgements (Continued)
General N X12_004010_Request_Acks X12_004010_Response_Acks X12_005010_Request_Acks X12_005010_Response_Acks
IAcknowledgements
Pick Up
No N/A X12_004010_Response_NoBatchAckFile X12_005010_Response_NoBatchAckFile
Acknowledgement
File
(P:aylfqad I?eceipt N/A X12_Request_ConfirmReceipt X12_Response_ConfirmReceiptReceived X12_Request_ConfirmReceipt X12_Response_ConfirmReceiptReceived
onfirmation
Errors
(E)ORE Envelope N/A CoreEnvelopeError CoreEnvelopeError
rror

% Several PayloadType values referencing version 004010 of various administrative transactions are being retained since these i mplementation guides are not
adopted under HIPAA. As such, the industry may continue using these implementation specifications to supporttheir business needs and are not required to move

to a 5010 version of them. The corresponding v5010 implementation guides have been added to the value set to support the indu stry’s transition to v5010 in
general.
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4.4.4. Enumeration Convention for PayloadType when Handling Non-X12 Payloads (Non-
normative)

The Envelope metadata specification in 84.4.3 includes a PayloadType field that is enumerated for X12
payload types. This envelope may also be used to transport other types of payloads. In such cases, the
convention for the PayloadType field is as follows:

<SDO>_<PayloadType>_<Version>_<Sub-version>

Note: SDO stands for Standards Development Organization.

For example, an NCPDP based NEWRX SCRIPT Standard Implementation Guide Version 8.1
transaction of NEWRX payload may specify PayloadType as NCPDP_NEWRX_008_001, an HL7 based

ADTO4 Version 2.3.1 payload may specify the PayloadType as HL7_ADT04 2 3 1.

5. CAQH CORE Safe Harbor

The CAQH CORE Connectivity Rule vC1.1.0 provided a “Safe Harbor” that application vendors,
providers, and health plans (or other information sources) could be assured would be supported by any
CORE-certified trading partner. This CAQH CORE Connectivity Rule vC2 extends the Safe Harbor by
further specifying the connectivity that all CORE-certified organizations must implement and with which
conformance must be demonstrated. As such, the CAQH CORE Connectivity Rule vC1:

e DOES NOT require trading partners (e.g., a provider or a health plan) to discontinue using
existing connections that do not match the rule.

e DOES NOT require that trading partners must use a CORE-complaint method for all new
connections.

e DOES NOT require all CAQH CORE trading partners use only one method for any connections.

e DOES NOT require CORE-certified entity to do business with any trading partner or other CORE -

certified entity.

CAQH CORE expects that in some circumstances, trading partners may agree to use different
communication mechanism(s) and/or security requirements than those described in this rule to achieve

the technical goals of the specific connection.

However, this Safe Harbor is the connectivity mechanism that a CORE -certified entity MUST use if
requested by a trading partner. If the CORE-certified entity does not believe that this CAQH CORE Safe
Harbor is the best connectivity mechanism for that particular trading partner, it may work with its trading
partner to implement a different, mutually agreeable connectivity method. However, if the trading partner
insists on using this Safe Harbor, the CORE-certified entity must accommodate that request. This
clarification is not intended in any way to modify entities’ obligations to exchange electronic transactions
as specified by HIPAA or other federal and state regulations.
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6. Appendix

6.1. Abbreviations and Definitions Used in this Rule

Term or Concept Definition
ASC X12 Interchange An ASC X12 Interchange is a graphic character string structured using delimited,
tagged data concepts. An ASC X12 Interchange begins with an Interchange Control
Header segment: Segment ID = ISA and ends with an Interchange Control Trailer
segment: Segment ID — IEA. An ASC X12 Interchange may be composed of one or
more Functional Groups (GS/GE Control Segments). An ASC X12 Functional Group
is composed of one or more Transaction Sets (ST/SE Control Segments). An ASC
X12 Interchange may be a Logical file or a physical file as determined by the
originator of the Interchange. As such, a physical file may consist of one or more
ASC X12 Interchanges. The ISA Interchange Control Header segment does not
identify the content of any included Functional Groups.
The Functional Group Control Header segment identifies the transaction set(s) in

the Functional Group: GS08-480 Version/Release/Industry Indicator Code.

Asynchronous A message exchange interaction is said to be asynchronous when the associated
messages are chronologically and procedurally decoupled, e.g., in a request-
response interaction, the client agent can process the response at some
indeterminate pointin the future when its existence is discovered. Mechanisms to
do this include polling, notification by receipt of another message, etc. [WS
Glossary, 2004]

Batch (Batch Mode, Batch Batch Mode is when the initial (first) communications session is established and
Processing Mode) maintained open and active only for the time required to transfer a batch file of one or
more transactions. A separate (second) communications session is later established
and maintained open and active for the time required to acknowledge that the initial
file was successfully received and/or to retrieve transaction responses.

Batch Processing Mode is also considered to be an asynchronous processing mode,
whereby the associated messages are chronologically and procedurally decoupled.
In a request-response interaction, the client agentcan processthe response at some
indeterminate pointin the future when its existence is discovered. Mechanisms to
implement this capability may include: polling; notification by receipt of another
message; or receipt of related responses (as when the request receiver "pushes" the
corresponding responses back to the requestor), etc.

Batch, (asynchronous) Processing Mode is from the perspective of the request
initiator. If a Batch (asynchronous) requestis sent via intermediaries, then such
intermediaries may, or may not, use Batch Processing Mode to further process the
request.

Batch Files (Payload) A single submission of a message payload that contains one X12 Interchange
containing one Functional Group containing one X12 transaction set consisting of
more than one business transaction.
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Term or Concept Definition
Client An entity that sends/relays a message to a Server.
CAQH CORE Safe Harbor The connectivity requirements that application vendors, providers, and health plans

(or other information sources) are required to supportin order to provide assurance
that these requirements are supported by any CORE-certified trading partners.5®

Extensibility Extensibility is a property of a system, format, or standard that allows evolution in
performance or format within a common framework, while retaining partial or
complete compatibility among systems that belong to the common framework. %’

Extensibility is a system design principle where the implementation takes into
consideration future growth. It is a systematic measure of the ability to extend a
system and the level of effort required to implement the extension. Extensions can
be through the addition of new functionality or through modification of existing
functionality. The central theme is to provide for change while minimizing the impact
to existing system functions.%®

Federal Information Processing  |The Federal Information Processing Standards Publication Series of the National

Standards Security _|Institute of Standards and Technology (NIST) is the official series of publications
Requirements for Cryptographic re|ating to standards and guidelines adopted and promulgated under the provisions
Modules (FIPS 140-2) of Section 5131 of the Information Technology Management Reform Act of 1996

(PublicLaw 104-106) and the Computer Security Act of 1987 (Public Law 100- 235).
These mandates have given the Secretary of Commerce and NIST important
responsibilities forimproving the utilization and management of computer and related
telecommunications systems in the Federal government. The NIST, through its
Information Technology Laboratory, provides leadership, technical guidance, and
coordination of governmenteffortsin the development of standards and guidelines in

these areas ( ).
HTTP Hypertext Transport Protocol Version 1.1 (IETF RFC 2616:
).
HTTP MIME Multipart MIME Multipart/related Content-type (IETF RFC 2388:
).
Interoperability Interoperability is the capability of differentinformation technology systems, software

applications and networks to communicate, execute programs, exchange data
accurately, effectively and consistently, among various functional units in a manner
that requires the user to have little or no knowledge of the unique characteristics of
those units and to use the information that has been exchanged.>®

Interoperability also requires no specific architecture and is independent of vendors
and their various operating systems, programming languages, hardware, and
network infrastructure.

Functional interoperability is the capability to reliably exchange information
without errors. Semantic interoperability allows systems to interpret and make
effective use of the information exchanged among systems®°.

% CAQH CORE Connectivity Rule vC1.1.0

57 ATIS (Alliance for Telecommunications Industry
Solutions)

58

% Adapted from _ANSI Information

Technology — Vocabulary — Part 1: Fundamental Terms
80 HIMSS Position Statement: Adoption of HITSP Interoperability Specifications July 2007
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Term or Concept Definition

Interoperability Specification®®  |An Interoperability Specification focuses on a set of constrained standards for
information interchange that address the core requirements of the Use Cases. It
does not define all functions, constructs and standards necessary to implement a
conforming system in the real world environment.

IAn Interoperability Specification defines how two or more systems exchange
standard data content in a standard manner.

Interoperability Specifications define the necessary business and technical actors,
the transactions between them including the message, content and terminology
standards for the actual information exchange.

Interoperability Specifications do not specify the functional requirements or
behaviors of the systems or applications.

Interoperability Specifications, unless otherwise noted, are not intended to define or
prescribe any system architecture or implementation. At the most basic level, the
Interoperability Specifications define specific information exchange standards thatare
to be used by any two systems. Information exchange must be placed within the
context of a transaction between defined technical actors which fulfill higher level
business requirements derived from the use cases. In some cases the necessary
technical actors may require some architectural structure or make some assumptions
involving synchronous or asynchronous data exchanges, or require specific type of
exchange, such as a message or document. These requirements may constrain to
some degree the total range of choices regarding system architectures. When
constraints are necessary to meet the use case requirements, the Interoperability
Specification will note this and will retain as much architectural neutrality as possible.
When appropriate, Interoperability Specifications may provide architectural examples
and discuss considerations of such examples.

HITSP and ONC do not define "Interoperability,” but, do define “Interoperability
Specification.”

Large Batch Files (Payload) IA single submission of a message payload that contains more than one ASC X12
Interchange, each of which may contain one or more Functional Groups, each of
which may contain one or more ASC X12 transaction sets.

Large Volume of Single Real IA high number of Real time transactions arriving at the receiving system
time Transactions Concurrenﬂy_
(Synchronous)

CORE defines large volume as "X"% of an organization’s average daily received
transaction volume (based on all trading partners) within one minute. “X” is defined
by organization.

Message Encapsulation Layer  [This refers to the Open Systems Interconnect (OSI) layers 5 and 6.

Message Envelope Standard A [HTTP MIME Multipart, described in Section “Specifications for HTTP MIME
Multipart”.

Message Envelope Standard B |[SOAP+WSDL, described in Section “Specifications for SOAP + WSDL”.

MIME Multipurpose Internet Message Extensions (IETF RFCs 2045 to RFC 2049)
[http://iwww.ietf.org/rfc/rfc2045.txt].

MTOM W3C Message Transmission Optimization Mechanism
(http://www.w3.0rg/TR/soapl2-mtom/).

Normative In terminology, "normative" means "considered to be a part
of the standard" [Wikipedia].

61 HITSP Interoperability Specification: EHR Lab Terminology Component HITSP/ISC-35 October 20, 2006 Version
1.2
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Definition
Informational, notintended to be part of the specification.

(ON]]

Open Systems Interconnection Basic Reference Model (OSI Reference Model, or
OSI| Model for short) is a layered, abstract description for communications and
computer network protocol design. From top to bottom, the OSI Model consists of the
Application, Presentation, Session, Transport, Network, Data Link and Physical
Layers [Wikipedia].

Open Standard®?

"Open Standards" are those standards made available to the general publicand are
developed (orapproved) and maintained via a collaborative and consensus driven
process. Open Standards facilitate interoperability and data exchange among
different products or services and are intended for widespread adoption.

Payload

The essential data that is being carried within a packet or other transmission unit.
The payload does notinclude the "overhead" data required to get the packet to its
destination. A packetis the unit of data that is routed between an origin and a
destination on the Internet or any other packet-switched network. When any file (e-
mail message, HTML file, Graphics Interchange Format file, Uniform Resource
Locator request, and so forth) is sent from one place to another on the Internet, the
Transmission Control Protocol (TCP) layer of TCP/IP divides the file into "chunks" of
an efficient size for routing. Each of these packets is separately numbered and
includes the Internet address of the destination. The individual packets for a given
file may travel different routes through the Internet. When they have all arrived, they
are reassembled into the original file (by the TCP layer atthe

receiving end).®

Performance

According to CORE's Phase | Connectivity Rule, performance is defined in only
two components:

Response time — the time required to receive an Eligibility Request, process it
completely and send an appropriate response, as specified in CORE's Phase |
Eligibility and Benefits Rules and Policies for Real time %and Batch® exchanges.

System Availability — the time an information source's (health plan,
clearinghouse/switch or other intermediary system) processing system is capable of
properly processing Eligibility Request/Response transactions, as specified in
CORE's Phase I Eligibility and Benefits Rules and Policies for system availability®.

Performance Evaluation
Criteria

For the purpose of evaluating the measurable performance dimensions of potential
messaging methodologies to be used in Real time healthcare transactions,
Performance Evaluation Criteria may include:

Response Time — the time required to receive an Eligibility Request, process it
completely, and send an appropriate response.®

Maximum Arrival Rate Before Saturation — the maximum number of properly formed
arriving Eligibility Requesttransactions per time period (usually seconds or minutes),
above which the ability for increased acceptance for further processing stops.®

Overhead Information — Digital information transferred across the functional
interface between a user and a telecommunications system, or between functional
units within a telecommunications system, for the purpose of directing or

8 International Telecommunication Union — Open Standards Definition.

8 SearchSecurity.com.

6 CAQH CORE Eligibility & Benefits (270/271) Infrastructure Rule Section 4: Real Time Response Time

Requirements

65 CAQH CORE Eligibility & Benefits (270/271) Infrastructure Rule Section 5: Batch Response Time Requirements
6 CAQH CORE Eligibility & Benefits (270/271) Infrastructure Rule Section 6: System Availability Requirements

67 CAQH CORE Eligibility & Benefits (270/271) Infrastructure Rule Section 4: Real Time Response Time
Requirements and Section 5: Batch Response Time Requirements

68

Quantitative System Performance, Chapter

5.2.1. Transaction Workloads (Page 72)
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Term or Concept

Definition

controlling the transfer of user information or the detection and correction of errors.
Note: Overhead information originated by the user is not considered to be system
overhead information. Overhead information generated within the communications
system and not delivered to the user is system overhead information. Thus, the user
throughputis reduced by both overheads while system throughputis reduced only
by system overhead.®®

Capacity — the maximum number of completed Eligibility Request/ Response
transaction sets per specific time period.

Quality of Service — the number of properly and accurately completed Eligibility
Request/Response transaction sets divided by the number of properly submitted
transactions (Requests).

When making such performance measurements and evaluations, itis important to
consider the architecture of networks and systems to assure their similarity, and/or
to assess the relevance and impact of any differences.

Real time (Real time Mode,
Real time Processing Mode)

Real time Mode is when an entity is required to immediately send a single
transaction and receive a single, related response within a single communications
session, which is established and maintained open and active until the required
response is received by the entity initiating that session. Communication is
complete when the session is closed.

Real time Mode & Real time Processing Mode are also considered to be a
synchronous processing mode. (See Synchronous).

Real time, or synchronous, Processing Mode is from the perspective of the request
initiator.

Safe Harbor

IA “Safe Harbor” is generally defined as a statutory or regulatory provision that
provides protection from a penalty or liability.™

In many IT-related initiatives, a safe harbor describes a set of standards/guidelines
that allow for an “adequate” level of assurance when business partners are
transacting business electronically.

Secure Sockets Layer (SSL)

See Transport Layer Security.

Server IAn entity that receives a message from a Client, which it may process, or relay to
another Server.

SOAP W3C Simple Object Access Protocol Version 1.2. (http://iwww.w3.0rg/TR/soap12-
partl/)

Standard |A standard is a document, established by consensus and approved by a recognized

body that provides, for common and repeated use, rules, guidelines or
characteristics for activities or their results, aimed at the achievement of the
optimum degree of order in a given context.”

Standard Development
Organization

Standards Development Organizations (SDOs) are organizations whose processes
are accredited by ANSI.

IA SDO may also include non-ANSI accredited organizations such as W3C,
OASIS, ISO, UN/CEFACT and IETF.

Support [Supported]

Means that the entity must have the capability as specified and required.

69 and search "Overhead Information" ATIS (Alliance for Telecommunications Industry Solutions)

0 Merriam-Webster's Dictionary of Law. Merriam-Webster, Inc., 28 May, 2007. <Dictionary.com

71
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Term or Concept

Definition

Submitter Authentication
Standard C

Username-Password, described in Sub-section “Submitter Authentication
Handling.”

Submitter Authentication
Standard D

X.509 Certificate based Authentication over SSL72, described in Sub-section
“Submitter Authentication Handling.”

Synchronous

The application sending the request message waits for the response, which is
returned on the same communications connection (i.e., synchronous request/reply).
This message exchange pattern is used for most real time transactions.

Transport Layer Security (TLS)

Transport Layer Security (TLS)” and its predecessor, Secure Sockets Layer (SSL),
are cryptographic protocols that "provide communications security over the Internet".
TLS and SSL encrypt the segments of network connections above the Transport
Layer, using symmetric cryptography for privacy and a keyed message
authentication code for message reliability. Several versions of the protocols are in
\widespread use in applications like web browsing, electronic mail, Internet faxing,
instant messaging and voice-over-IP (VolIP). TLS is an IETF standards track
protocol, last updated in ,and is based on the earlier SSL specifications
developed by Corporation ( ).

WSDL

IW3C Web Services Definition Language Version 1.1
( ).

72 Reference 8§3.1 for more information regarding the use of SSL and the optional use of TLS 1.0.

73 hitp://en.wikipedia.org/wiki/Transport_Layer Security
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6.2. References

Note: These were used for Rule creation as well as to create the analysis
CORE Connectivity vC2.

Author

Connectivity Rule vC2.2.0

Document Name

artifacts as part of CAQH

Location

CAQH CORE CORE

Claim Status Rule Test Scenario

CAQH CORE Claim Status (276/277)
Infrastructure Rule

HL7 (Health Level 7)

HL7 Object Identifier (OID) Registry

http://www.hl7.org/oid/index.cfm

Internet Assigned Numbers Authority
(IANA)

IANA Private Enterprise Number (PEN) aka
“OID” Registration Page

http://www.iana.org/cgi-bin/enterprise.pl

Internet Engineering Task Force (IETF)

Key Words for use in RFCs to Indicate
Requirement Levels

http://www.ietf.org/rfc/rfc2119.txt

Internet Engineering Task Force (IETF)

Uniform Resource Identifier (URI): Generic
Syntax

http://www.gbiv.com/protocols/uri/rfc/rfc3986.ht
ml

Internet Engineering Task Force (IETF)

Hypertext Transfer Protocol —HTTP 1.1

http://tools.ietf.org/html/rfc2616.txt

Internet Engineering Task Force (IETF)

HTTP Authentication: Basic and Digest Access
Authentication

http://tools.ietf.org/html/rfc2617.txt

Internet Engineering Task Force (IETF)

The MIME Multipart/Form-Data (RFC 2388)

http://www.ietf.org/rfc/rfc2388.txt

Internet Engineering Task Force (IETF)

TLS 1.1 Specification

http://tools.ietf.org/html/rfc4346.txt

Internet Engineering Task Force (IETF)

Universally Unique IDentifier (UUID) URN
Namespace

ftp://ftp.rfc-editor.org/in-notes/rfc4122.ixt

OASIS Web Services Reliable Messaging Protocol 1.1 | http://docs.oasis-open.org/ws-
(WS-RM) rx/wsrm/v1.1/wsrm.html
OASIS Web Service Security Core Specification 1.1 http://www.oasis-
open.org/committees/download.php/16790/
wss- v1.1-spec-0s-
SOAPMessageSecurity.pdf
OASIS Web Service Security SOAP Message Security | http://docs.oasis-open.org/wss/vl.l/wss-v1.1-
1.1 spec-errata-os-SOAPMessageSecurity.pdf
OASIS Web Service Secure Conversation 1.3 http://docs.oasis-open.org/ws-sx/ws-
secureconversation/200512/
WS- secureconversation-1.3-
0s.html
OASIS Universal Description, Discovery and Integration| http://www.oasis-open.org/committees/uddi-
(UDDI) 1.0 spec/doc/contribs.htm#uddivl
OASIS ebXML Message Service Specification v2.0 http://www.oasis-open.org/committees/ebxml-

msg/documents/ebMS v2_0.pdf

W3C (World Wide Web Consortium)

Extensible Mark-up Language (XML) 1.0 (Fourth
Edition)

http://www.w3.0rg/TR/2006/REC-xml-
20060816/

W3C (World Wide Web Consortium)

Namespaces in XML 1.0 (Second Edition)

http ://www.w3.0rg/TR/2006/REC-xml-names-|
20060816

W3C (World Wide Web Consortium)

Canonical XML Version 1.0

http://www.w3.0rg/TR/2002/REC-xmldsig-core
20020212

W3C (World Wide Web Consortium)

XML Schema Part 1: Structures Second Edition

http://www.w3.0rg/TR/2004/REC-xmIschema-|
1-
20041028

W3C (World Wide Web Consortium)

XML Schema Part 2: Datatypes Second Edition

http://mwvww.w3.0rg/TR/2004/REC-xmlschema-|
2-
20041028

W3C (World Wide Web Consortium)

XML Signature Syntax and Processing

http ://www.w3.0rg/TR/2002/REC-xmldsig-coreq
20020212

W3C (World Wide Web Consortium)

XML Encryption Syntax and processing

http://www.w3.0rg/TR/2002/REC-xmlenc-core-
20021210

W3C (World Wide Web Consortium)

Simple Object Access Protocol (SOAP) 1.2

http://www.w3.0rg/TR/soap12-partl/

W3C (World Wide Web Consortium)

SOAP Message Transmission Optimization
Mechanism (MTOM)

http://www.w3.0rg/TR/2005/REC-soap12-
mtom-
20050125

W3C (World Wide Web Consortium)

Web Services Description Language (WSDL) 1.1

http://www.w3.0rg/TR/2001/NOTE-wsdI-
20010315

Web Services Interoperability Organization

SOAP Basic Profile 1.1

http://www.ws-i.org/Profiles/BasicProfile-1.1-
2006-04-10.html
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6.3. Sequence Diagrams

The UML sequence diagrams below show interactions between a client (typically, a Health Care Provider)
and a server (typically, a Health Plan). When the interactions include multiple requests/responses, each
pair of requests and its corresponding (synchronous) response is shown encapsulated in a white
rectangle. Each request followed by synchronous response (shown in a single white rectangle) is in a
client-server connection that can be expected to be opened for a request and closed after the
corresponding synchronous response is received. Subsequent requests/responses occur in new client-
server connections. Servers are stateless and are not assumed to keep session information between

connections, unless such information is sent as part of the requests (e.g., using 999 or TAL payloads).

6.3.1. Real Time Interaction

The UML sequence diagram below shows a typical Real time Interaction between a Healthcare Provider
and a Health Plan. The interactions are described in the diagram below.

Healthcare Health
Provider Plan

2. HTTP Response or Error / CORE Envelope Response

The following describes the typical Real time interaction as shown in the above diagram.

Reference to Section 4.4.3.1
Description Payload Type Table
Transaction Name Column

Message

Sequence

1 Healthcare Provider submits a Real time request to the Health Health Care Eligibility Benefit Inquiry and
Plan, using payload type as X12_270_Request_005010X279A1, |Response
or one of the specific payload types (shown in section 4.4.3.1).

2 Health Plan responds (synchronously to request message 1) to  |[Health Care Eligibility Benefit Inquiry and
the request either with an HTTP level error, or an HTTP Response

successful response accompanied by a CORE envelope level
response (Payload type is X12_271_Response_005010X279A1,
or error).
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6.3.2. Batch Interaction

These sequence diagrams are non-normative examples of two types of Batch interactions. The Batch
interactions can be conducted using specific payload types as shown in 6.3.2.1 or with Mixed Payload
types as show in 6.3.2.2.

6.3.2.1. Batch Interaction for Specific Payload Types

The UML sequence diagram below shows a typical Batch Interaction between a Healthcare Provider and
a Health Plan specifically for ASC X12 270/271 batch payloads (the same interaction applies to ASC X12
276/277 batch payloads).

Healthcare Health
Provider Plan

| 3. Batch Acknowledgement Retrieval Request _: .
| (PayloadType=X12_399_RelrevalRequesl_005010X231AT) LI
|
| 4. HTTP Response or Error [ Batch Acknowledgement Retrieval Response
lag-—— 9----- APaylpadType=(12_ 999 Respanse_005Q10X231A1.0r.X1 E__I&.I_EESMBS#._QDSGJX&?& Lo _____ _l —
X12_005010_Response_NoBatchAckFile, or CORE Envelope processing Errors) |
e e — —_

|
| 5. Balch Results Retrieval Request (PayloadType=X12 005010 Request Batch Results 271) | ’

|
¢ ——d_—__________B HTTP Response or Error / Balch Resulls Relrieval Response _ _ _ ____________ 4--
(PayloadType=X12_271_Response_005010X279A1 or CORE Envelope Processing Errors) |

The following describes the Batch interaction as shown in the above diagram.

Reference to Section4.4.3.2

MIEEIEYS Description Payload Type Table
Sequence .
Transaction Name Column
1 Healthcare Provider submits a Batch of requests to the Health Health Care Eligibility
Plan, using payload type as X12_270_Request_005010X279A1. Benefit Inquiry and
Response
2 Health Plan responds (synchronously to request message 1) to Health Care Eligibility
the request either with an HTTP level error, or an HTTP Benefit Inquiry and
successful response accompanied by a CORE envelope level Response
response (or error), indicating that the Batch was received (e.g.,
payload type = X12_BatchReceiptConfirmation) and the CORE
envelope was processed (with or without errors).
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Reference to Section4.4.3.2

DUCRRES Description Payload Type Table
Sequence .
Transaction Name Column
Healthcare Provider sends a Request to the Health Plan to Implementation
solicit the acknowledgement Acknowledgement
(X12_999 RetrievalRequest 005010X231A1) for the Batch file Retrieval
that was just submitted.

4 Health Plan responds (synchronously to request message 3) to Implementation
the request either with an HTTP level error, or an HTTP Acknowledgement
successful response accompanied by a CORE envelope level Retrieval
response (or error), with the X12_999 Response_005010X231A1
oran X12_TA1_Response_005010X231A1 acknowledgement. If
no v5010 999 or TAl is ready for pickup, Health Plan sends a
CORE Envelope with payload type setto
X12_005010_Response_NoBatchAckFile.

5 Healthcare Provider sends a Request to the Health Plan to solicit Health Care Eligibility
the Results for the Batch file that was submitted in message Benefit Inquiry and
sequence 1 using X12_005010_Request_Batch_Results_271. Response

6 Health Plan responds (synchronously to request message 5) to Health Care Eligibility
the request either with an HTTP level error, or an HTTP Benefit Inquiry and
successful response accompanied by a CORE envelope level Response
response (or error), with the payload type setto
X12_271_Response_005010X279A1, and sendsthe resultfile as
payload.

7 Healthcare Provider submits the acknowledgement (payload type | Implementation
X12_999 SubmissionRequest_005010X231A1, Acknowledgement
X12_TA1_SubmissionRequest_00501X231A1) to the Health Plan. | Submission (Request)
This acknowledgment submission is required by CORE Phase |
and Phase Il Rules.

fe} Health Plan responds (synchronously to requestmessage 7) to the | Implementation
request either with an HTTP level error, or an HTTP successful Acknowledgement
response accompanied by a CORE envelope level response (or Submission (Response)
error), indicating that the Batch results acknowledgement was
received (payload type =
X12_Response_ConfirmReceiptReceived) and the CORE
envelope was processed (with or without errors).
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6.3.2.2. Batch Interaction for Mixed Payload Types

The UML sequence diagram below shows a Mixed Payload Type Batch Interaction between a
Healthcare Provider and a Health Plan.

Healthcare Health
Provider Plan

1. Batch Submission (PayloadType=X12_005010_Request_BatchSubmissionMixed, or other specific
payload types)

A\ 4

=1~~~ "~ (PayloadType=X12_005010_Response_BatchSubmissionMixed), of CORE Envelope | a=

processing Errors)

3. Batch Acknowledgement Request (PayloadType=X12 005010 Request_Acks)

4. HTTP Response or Error / Batch Acknowledgement Response (PayloadType=X12_005010_Response_Acks, or
o e X12-005016_Resporse; NoBatchAckFite; or-CORE Envelope processing Emorsy —————————1 =

5. Batch Results Retrieval Request (PayloadType=X12 005010 Request BatchResultsMixed) -]

B 6. HTTP Response or Error / Balch Results Retrieval Response | ]
[ {PayloadType=X72_005010_Response_BatchResultsMixed or
X12_005010_Response_NoBatchResultsFile, or CORE Envelope Processing Errors)

7. Batch Results Acknowledgement Submission (PayloadType=X12_999_SubmissionRequest_005010X231A1)

8. HTTP Response or Error /| CORE Envelope Response
et ettt (PaylcadType=X 12 ReSpoisé_ ConfimReteipiRecelvEd, 6r CORE Erivélopeé Processing Effors) ~ | =1

The following describes the typical Mixed Batch interaction as shown in the above diagram.

Reference to Section4.4.3.2 Payload
Description Type Table
Transaction Name Column

Message

Sequence

1 Healthcare Provider submits a Batch of requests to the Health | Batch Submission (mixed payload
Plan, using payload type as BatchSubmissionMixed (e.g., types)

payload type=X12_005010_Request_BatchSubmissionMixed),
or one of the specific payload types (shown in section 4.4.3.2).

2 Health Plan responds (synchronously to request message 1) Batch Submission (mixed payload
to the request either with an HTTP level error, or an HTTP types)

successful response accompanied by a CORE envelope level
response (or error), indicating that the Batch was received
(e.g., payload type =
X12_005010_Response_BatchSubmissionMixed) and the
CORE envelope was processed (with or without errors).

3 Healthcare Provider sends a Request to the Health Plan to solicit| General Acknowledgements
the acknowledgement (ASC X12 v5010 999 or TAL1 for the Batch| Pickup
file that was just submitted.
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Description

Reference to Section
4.4.3.2 Payload Type Table
Transaction Name Column

4 Health Plan responds (synchronously to request message 3) to the No Acknowledgement File
request either with an HTTP level error, or an HTTP successful
response accompanied by a CORE envelope level response (or or
error), with the ASC X12 v5010 999 or an X12_TA1l General
acknowledgement. If no v5010 999 or TA1 is ready for pickup, Ack led
Health Plan sends a CORE Envelope with payload type setto cknowle gements
X12_005010_Response_NoBatchAckFile, or Pickup
X12_005010_Response_Acks.

5 Healthcare Provider sends a Request to the Health Plan to solicit Batch Results Retrieval
the Results for the Batch file that was submitted in message (mixed payload types)
sequence 1.

6 Health Planresponds (synchronously to request message 5)tothe | ¢  Batch Results Retrieval
request either with an HTTP level error, or an HTTP successful (mixed payload types)
response accom panied by a CORE envelope level response (or e No Acknowledgement File
error), with the payload type setto
X12_005010_Response_BatchResultsMixed, and sends the result
file as payload. If no results file is ready for pickup, Health Plan
sends a CORE Envelope with payload type setto
X12_005010_Response_NoBatchResultsFile.

7 Healthcare Provider submits the acknowledgement (payload type Implementation
X12_999_SubmissionRequest_005010X231A1 or Acknowledgement
X12_TA1_SubmissionRequest_005010X231A1) to the Health Submission
Plan. This acknowledgment submission is required by CORE
Phase | and Phase Il Rules.

te] Health Plan responds (synchronously to request message 7) to the | Implementation
request either with an HTTP level error, or an HTTP successful Ackno_vvl(_edgement
response accompanied by a CORE envelope level response (or Submission
error), indicating that the Batch results acknowledgement was
received (payload type =
X12_Response_ConfirmReceiptReceived) and the CORE
envelope was
processed (with or without errors).
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6.3.3. Generic Batch Retrieval Request and Receipt Confirmation

The UML sequence diagram below shows a Generic Batch Retrieval Request and Receipt Confirmation
interaction between a Healthcare Provider and a Health Plan.

If this interaction is used for a Healthcare Claim Acknowledgement, there is a pre-condition in this
interaction. In this case, the Healthcare Provider must have previously submitted a claim to the Health

Plan and the Healthcare Provider is now requesting information about that claim.

The message interactions are described in the diagram below.

Healtl?care Health Plan
Provider

1. Gieneric Baich Retrieval Request

2. HTTP Response or Error/ Baich Retrieval Response

3. Payload Receipt Confirmation

4. HTTP Response or Error / Confirmation Response

The following describes the typical Batch Retrieval interaction as shown in the above diagram.

Message Reference to Section 4.4.3.2 Payload

Sequence Description Type Table
Transaction Name Column
1 Healthcare Provider submits a Generic Batch Retrieval e Health Care Claim Acknowledgement
Request to the Health Plan, using a valid PayloadType from e Health Care Claim Payment/Advice
the table in section 4.4.3.2.

e Health Care Claim Pending Status

Information
2 Health Plan responds synchronously in Real time with an e Health Care Claim Acknowledgement
HTTP level error, or an HTTP successful response e Health Care Claim Payment/Advice

accompanied by a CORE envelope level response (or error),

indicating that the Batch was received and the CORE * Health Care Claim Pending Status

envelope was processed without errors Information

374 Health Care Provider sends to Health Plan a confirmation that |Payload Receipt Confirmation
it received the payload sentin step 2.

4 Health Plan responds (synchronously to request message 3) |Payload Receipt Confirmation

to the request either with an HTTP level error, oran HTTP
successful response accompanied by a CORE envelope level
response, or CORE Envelope Error.

7 Since step 3 is a new connection (session) from the Provider to the Plan, for there to be an association of the
Receipt Confirmation sentin this connection with the previously received retrieval response, this confirmation needs
to be a 999 ora TAL.
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6.3.4. Generic Batch Submission with Batch Payload and Synchronous Payload Receipt
Confirmation

The UML sequence diagram below shows a Generic Batch Payload Submission and Synchronous
Payload Receipt Confirmation interaction between a Healthcare Provider and a Health Plan (Note: The
submission of a Generic Batch may be performed by a stakeholder other than a Healthcare Provider,
e.g., a Health Plan Sponsor.)

This interaction allows us to specify only the steps necessary for a Client (typically, a Healthcare Provider)
to perform a Batch Payload submission to a Server (typically, a Health Plan) and receive the
corresponding synchronous receipt confirmation. In terms of the actual request and response, the
Generic Batch Submission Interaction also happens to be a subset of entire Batch Interaction (86.3.2).
The part of the WSDL (for SOAP envelope) that has been extended to describe the Generic Batch
Submission Interaction shows how that interaction re-uses the existing Batch Submission
request/response messages, for which examples are provided in section 4. For this reason, footnotes
have been provided where the existing Batch Submission examples also serve as examples for the
Generic Batch Submission message interaction.

The message interactions are described in the diagram below.

Healt!}care Health Plan
Provider

— R—

1. Generic Batch Payload Submission

2. HTTP Response or Error/ Batch Payload Receipt Confirmation

The following describes the typical Generic Batch Submission interaction as shown in the above diagram.

Reference to Section 4.4.3.2

WS Description Payload Type Table
Sequence .
Transaction Name Column
1 Healthcare Provider submits a Batch Payload to a Health Plan | «  Health Care Claim Request
using a valid PayloadType from the table in §4.4.3. for Additional Information

e Requestfor Information in
Support of a Disability Claim

e Health Care Claim:
Institutional

e Health Care Claim:
Professional

e Health Care Claim: Dental

e Payroll Deducted and Other
Group Premium Payment for
Insurance Products

e Benefit Enrollment and
Maintenance

e Health Care Benefit
Coordination Verification

e Health Care Predetermination

— Professional
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Description

4

Reference to Section
.4.3.2 Payload Type Table

Transaction Name Column

Health Care Predetermination
Institutional

Doctors First Report of Injury

Health Care Service: Data

Reporting

Health Plan responds synchronously in Real time with an
HTTP level error, or an HTTP successful response
accompanied by a CORE envelope level response (or error),
indicating that the Batch was received and the CORE
envelope was processed without errors.

Health Care Claim:
Institutional

Health Care Claim:
Professional

Health Care Claim: Dental
Payroll Deducted and Other
Group Premium Payment for
Insurance Products

BenefitEnrollmentand
Maintenance

Health Care Benefit
Coordination Verification
Health Care Predetermination
— Professional

Health Care Predetermination
— Institutional

Doctors First Report of Injury
Health Care Service: Data
Reporting

©CAQH 2023

Page 76 of 76




