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Logistics
Presentation Slides and How to Participate in Today’s Session
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You can download the presentation slides at www.caqh.org/core/events

after the webinar.

▪ Click on the listing for today’s event, then scroll to the bottom to find the Resources 

section for a PDF version of the presentation slides.

▪ A copy of the slides and the webinar recording will be emailed to all attendees and 

registrants in the next 1-2 business days.

Questions can be submitted at any time using the Questions panel on the 

GoToWebinar dashboard.

http://www.caqh.org/core/events
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Session Outline

▪ Phase IV CAQH CORE Operating Rule Requirements

▪ Phase IV CORE Certification Overview

▪ Challenges & Best Practices for Success

▪ Top FAQs & General Resources

▪ Q&A

3
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Phase IV CAQH CORE Operating Rule 

Requirements 

Robert Bowman

Director, CAQH CORE
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CAQH CORE Operating Rule Overview

CAQH CORE is the HHS-designated Operating Rule Author.
HIPAA covered entities conduct these transactions using the CAQH CORE Operating Rules. 

5

Phase I Phase II Phase III Phase IV

Transactions

▪ Health Plan 

Eligibility — X12 

270/271

▪ Health Plan 

Eligibility

▪ Claim Status —

X12 276/277

▪ Electronic Funds Transfer 

(EFT)

▪ Health Care Payment and 

Remittance Advice (ERA) —

X12 835

▪ Health Claims (or equivalent 

encounter information) — X12 837

▪ Referral, Certification and 

Authorization — X12 278

▪ Enrollment/ Disenrollment in 

Health Plan — X12 834

▪ Health Plan Premium Payments —

X12 820

Manual to 

Electronic Savings 

per Transaction

(2017 CAQH Index)

Eligibility: $6.46 Eligibility: $6.46

Claim Status: $7.98

Claim Payment: $0.88

ERA: $4.14

Claim Submission: $2.35

Prior Authorization: $6.84

Mandatory Voluntary
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Infrastructure Requirements
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Scope of Phase IV CAQH CORE Rule Requirements 
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Infrastructure

Requirement
Prior Authorization Claims

Enrollment/

Disenrollment
Premium Payment

Processing Mode
Batch OR Real Time 

Required

Batch Required;

Real Time Optional

Batch Required;

Real Time Optional

Batch Required;

Real Time Optional

Batch Processing Mode 

Response Time
If Batch Offered X X X

Batch Acknowledgements If Batch Offered X X X

Real Time Processing Mode 

Response Time
If Real Time Offered If Real Time Offered If Real Time Offered If Real Time Offered

Real Time Acknowledgements If Real Time Offered If Real Time Offered If Real Time Offered If Real Time Offered

Safe Harbor Connectivity and 

Security X X X X

System Availability X X X X

Companion Guide Template X X X X

Other N/A
Include guidance for COB in 

companion guide

Timeframe requirements to 

process data after successful 

receipt and verification of 

transaction

Timeframe requirements to 

process data after successful 

receipt and verification of 

transaction

X = Required. 
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Phase IV Batch Requirements
Processing Mode Response Time & Acknowledgment 
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Infrastructure

Requirement

X12N 

v5010 837

X12N 

v5010 278

X12N 

v5010 834

X12N

v5010 820

Batch Processing 

Mode 

Response Time

X
If Batch 

Offered
X X

Applicability of RequirementsResponse Time

Sent by 9 pm ET on a business day. 1

Available by 7 am ET within specified # of business days.2

Infrastructure

Requirement

X12N 

v5010 837

X12N v5010 

278

X12N v5010 

834

X12N v5010 

820

Batch Ack X
If Batch 

Offered
X X

Applicability of Requirements

Batch Acknowledgment

Transaction Action

All Four 

Transactions

Health plan must return an ASC X12C v5010 999 to indicate:

▪ Functional Group was accepted, accepted with errors, or 

rejected.

▪ Transaction Set was accepted, accepted with errors, or 

rejected.

ACS X12N 

v5010 837 

Transaction

Health plan must acknowledge each claim received using the 

ASC X12N v5010 277CA unless previous processing resulted in 

rejection of the Interchange or a Transaction Set in a Functional 

Group. 
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Phase IV Real Time Requirements
Processing Mode Response Time & Acknowledgment
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Infrastructure

Requirement

X12N v5010 

837

X12N v5010 

278

X12N v5010

834

X12N v5010 

820

Real Time Processing 

Mode Response Time

If Real Time 

Offered

If Real Time 

Offered

If Real Time 

Offered

If Real Time 

Offered

Applicability of RequirementsResponse Time

20 Seconds

Round Trip Max Response Time

Infrastructure

Requirement

X12N v5010 

837

X12N v5010 

278

X12N v5010 

834

X12N v5010 

820

Real Time 

Acknowledgement

If Real Time 

Offered

If Real Time 

Offered

If Real Time 

Offered

If Real Time 

Offered

* When claim submitted in real time processing mode without adjudication.

Applicability of Requirements

Real Time Acknowledgment*

Transaction Action

All Four 

Transactions

Health plan must return an ACS X12C v5010 

999 to indicate Functional Group is rejected.

ACS X12N 

v5010 837 

Transaction

Health plan must return an ASC X12N v5010 

277CA to indicate Functional Group is 

accepted or accepted with errors.
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Phase IV System Availability Requirements

10

Infrastructure

Requirement
X12N v5010 837 X12N v5010 278 X12N v5010 834 X12N v5010 820

System Availability X X X X

Applicability of Requirements

Establish amount of time a system must be available to process the transaction.

Minimum of 86 percent system 

availability (per calendar week).

Publish regularly 

scheduled 

downtime.

Provide one week

advance notice on 

non-routine downtime.

Provide information within 

one hour of emergency 

downtime.



© 2018 CAQH, All Rights Reserved.

▪ Introduction. 

▪ Getting started.

▪ Testing with the payer.

▪ Connectivity with 

payer/communications. 

▪ Contact information.

▪ Control segment/envelopes.

▪ Payer specific business rules 

and limitations. 

▪ Acknowledgements and/or 

reports.

▪ Trading partner agreements.

▪ Transaction specific information. 

Phase IV Companion Guide Requirements 

11

Infrastructure

Requirement
X12N v5010 837 X12N v5010 278 X12N v5010 834 X12N v5010 820

Companion Guide X X X X

Applicability of Requirements

Establish the format and flow for any entity that publishes a Companion Guide.

Format & Flow Specified in Template



© 2018 CAQH, All Rights Reserved.

Unique Phase IV Infrastructure Requirements
Not Included in Previous CAQH CORE Operating Rules
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Phase IV 
Operating Rule

Unique Infrastructure Requirement

Health Care Claim

Receiver (defined as the HIPAA-covered provider or its agent) of ASC X12C v5010 999 transaction and 

ASC X12N v5010 277CA transaction required to:

▪ Process transactions within one business day of receipt.

▪ Recognize all error conditions and pass them on to the end user OR display text that describes the 
specific error conditions.

Benefit Enrollment and 

Maintenance

HIPAA-covered health plan or its agent must process benefit enrollment/maintenance data within five 
business days following receipt and validation of data. 

Payroll Deducted and Other 

Group Premium Payment for 

Insurance Products

HIPAA-covered health plan or its agent must process the Payroll Deducted and Other Group Premium 

Payment for Insurance Products data within five business days following successful receipt and 
validation of data. 
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Connectivity Requirements
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Phase IV CAQH CORE Connectivity Rule
Phase IV Rule Enhances Phase II Connectivity Requirements

14

Technical Improvements

Adds implementer feedback to improve the 

clarity of the rule wording.

Increases network transport security.

Separates the payload and processing mode 

documentation into separate documents for 

easier change maintenance.

Simplifies interoperability.
▪ Convergence to single message envelope. 

▪ Single authentication standard.

Contains additional message interactions for 

conducting additional transactions. 

Transaction Support

Adds support for Claims, Premium 

Payments, Benefit Enrollments and Prior 

Authorizations transactions.

CORE Safe Harbor allows entities to 

implement the Phase I, II and/or IV 

Connectivity Rules for all transactions, or 

other connectivity methods.
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Phase IV CAQH CORE Connectivity Rule
Safe Harbor Connectivity & Security Requirements

15

Safe Harbor

 
Health Plan Provider

Enables trading partners to use different communications and security methods in addition to what specified in rule.

▪ HIPAA covered entities must support CORE Connectivity Rule requirements for real time and batch processing modes.

▪ Safe Harbor principle allows HIPAA-covered entities or their agents to implement other connectivity/security methods in 

addition to the requirement to support the CORE Connectivity Rule (no need to de-implement existing connectivity 

methods not compliant with CORE Connectivity Rule).
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Phase IV CAQH CORE Connectivity Rule
Security Requirements

16

1. Submitter Authentication:

▪ X.509 Digital Certificate over SSL/TLS.

▪ Username and Password authentication has been phased out in this rule.

2. Transport Security:

▪ SSL Version 3 or TLS 1.1 or higher (TLS 1.1 or higher can be used in addition to or in lieu of SSL 3.0 for FIPS 140-2 

compliance, or to support an entity’s stronger security policy).

▪ SHA-2 for payload integrity using a checksum (in lieu of SHA-1).

Commercial Health Plan 

(Server)

Federal Health Plan (Server)

Submitter (Client)

TLS 1.1 or higher can be used for higher transport 

security but SSL 3.0 is also permitted.
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Phase IV CAQH CORE Connectivity Rule
X.509 Digital Certificate: A Single Submitter Authentication Method

X.509 Digital Certificate Single Authentication Benefits

Simplicity:

▪ Having single authentication standard reduces implementation costs and complexity.

Security: 

▪ X.509 Client Certificate based authentication over SSL/TLS is stronger than username + password.

▪ Client certificate based authentication requires submitter to access cryptographic (private) key to use public key 

certificate.

▪ Digital Certificates:

• Expire and need to be renewed; potential for a successful brute force attack is low.

• Can be revoked through Certificate Revocation List (CRL) or Online Certificate Status Protocol (OCSP) mechanism.

Industry Alignment:

▪ Clinical initiatives (e.g., NwHIN Exchange) use SOAP over HTTP for clinical data exchanges, and use client certificate 

based authentication for Business-to Business authentication.

17
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Sample Phase IV Implementation Benefits

18

▪ Enhances revenue cycle management during healthcare claim submission as providers 

immediately learn if the claim submission was successfully received by the plan and moved into 

adjudication.

▪ Reduces staff time on manual phone or fax inquiries for prior authorization requests as they are 

informed electronically whether a health plan has received and is reviewing a prior authorization 

request for a specific medical procedure or service.

▪ Alleviates delays or errors in processing employee change-of-life events through acknowledging 

receipt of employee information between health plan and employer.

Tangible Benefits of Phase IV Implementation
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Phase IV CORE Certification Overview

Taha Anjarwalla

Manager, CAQH CORE
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CAQH CORE serves as a neutral, non-commercial administrator. 

Voluntary CORE Certification  
Developed BY Industry, FOR Industry

20

CORE Certification is the most robust and widely-recognized industry program of its 

kind – the Gold Standard. Its approach assures an independent, industry-developed 

confirmation of conformance with operating rules and underlying standards.

Requirements are developed by broad, multi-stakeholder industry

representation via transparent discussion and polling processes. 

Required conformance testing is conducted by third party testing vendors that 

are experts in EDI and testing.

Authorizes the conformance 

testing vendors.

Reviews and approves the Certification applications, e.g. trading 

partner dependencies, number of platforms, and conformance test 

reports before a Certification Seal is awarded.

http://www.caqh.org/core/core-certification
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Recent Certifications

CORE Certifications Phase I-IV
Entities Recognizing the Benefits Continues to Grow

341
Certifications have been awarded 

since the program’s inception.

21

Covered Lives Impacted by CORE-certification

21

Humana

(Phase IV)

PokitDok

(Phase IV)

WorkComp EDI

(Phase IV)

Texas Medicaid

(Phase IV)
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CORE Certification Testing Portal

22
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1 2 3 4

5 6 7 8

Phase IV CAQH CORE Operating Rule Implementation Approach

Assess Rules

Engage 

Internal 

Resources 

Perform 

Analysis

Engage 

Trading 

Partners

Coordinate 

Certification 

Planning

Remediate 

Product/ 

Systems/ 

Applications

Perform 

Certification 

Testing

Apply for the 

CORE Seal

USE CORE ANALYSIS & 

PLANNING GUIDE RESOURCES!

SHARE PROJECT PLANS & 

TIMING; SIGN/SUBMIT CORE 

CERTIFICATION PLEDGE!

23
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CAQH CORE Certification Enforcement

24

▪ Visit the CORE-certified Organization webpage to determine if 

your trading partner is CORE-certified.

▪ For non-certified trading partners, use the CAQH CORE Benefits 

of Operating Rules Tool to identify gaps and encourage your 

trading partner to become CORE-certified.

▪ For instances of non-compliance with CORE-certified trading 

partner, leverage the Enforcement Letter Template to help engage 

and start a conversation with the trading partner.

▪ For those trading partners not cooperating with requests to comply 

with a CORE CAQH Operating Rule(s), begin to document 

instances of non-compliance.

▪ After five documented instances of non-compliance, complete a 

Request for Review of Possible Non-Conformance Form for each 

applicable phase(s) CORE Certification: Phase I, Phase II, Phase 

III, & Phase IV.

Enforcement Toolkit: Engagement in the CORE 
Certification Enforcement Process

http://www.caqh.org/core/core-certified-organizations-pending-and-current
http://www.caqh.org/sites/default/files/CAQH CORE Provider Marketing Materials Dec2016.pdf
http://www.caqh.org/sites/default/files/Enforcement Letter Template Enforcement v4.docx
http://www.caqh.org/sites/default/files/core/phase-i/policy-rules/105.pdf
http://www.caqh.org/sites/default/files/core/phase-ii/policy-rules/205.pdf
http://www.caqh.org/sites/default/files/core/phase-iii/policy-rules/305_Enforcement_Policy.pdf
http://www.caqh.org/sites/default/files/core/Phase IV CAQH CORE Certification and Testing Policies v4 0 0.pdf
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Would you like to schedule a consultation with CAQH CORE staff to see whether PIV Certification is right 

for your organization?

▪ Yes

▪ No

▪ Unsure

Polling Question

25
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Challenges & Best Practices for Success

Robert Bowman

Director, CAQH CORE

Taha Anjarwalla

Manager, CAQH CORE
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Phase IV CORE Certification Challenge
X.509 Certificate

27

“I'm testing for Phase IV, how is that different 

than the past phases?”

“My company doesn’t have a digital certificate, 

how do I get it? Who do I talk to?”

Phase I

Phase II

Phase III

Phase IV

CORE Safe Harbor

Username & Password

HTTP MIME Multipart

SOAP + WSDL

Username & Password

X.509 Certificate

CORE Safe Harbor

SOAP + WSDL

X.509 Certificate

CORE Safe Harbor

“Now I have the X.509 Certificate, how 

do I use it to establish connection to start 

certification testing?”
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Utilizing the X.509 Certificate
Establishing Connectivity

28

How Do I Establish Connectivity?

▪ Obtain an X.509 Digital Certificate based 

authentication over SSL/TLS.

▪ Username and password has been 

removed for Phase IV testing.

Client

(e.g.  Provider)

Certificate 

Authorities

(Issue 

Certificates)

Client presents 

certificate for 

verification

Server presents 

certificate for verification

Server

(e.g. Health Plan)
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Phase IV CORE Certification Challenge
How to Begin Testing

29

How Do I begin Phase IV Testing?
▪ Click to access the Phase IV CORE Certification test 

site HERE. 

▪ Contact Edifecs at Info.CoreCertification@edifecs.com.

https://www.edifecs.com/login/core-login
mailto:Info.CoreCertification@edifecs.com
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Phase IV CORE Certification Testing Steps

30

“What is the next step in testing?”
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I still have questions… Who should I ask?

31

Topic Area My Organization CAQH CORE Testing Vendor

CAQH CORE Operating Rule 

Interpretation and Guidance

CORE Certification Process

Systems Inventory and Evaluation

(I.e. Digital Certificate)

Establishing and Authenticating 

Connectivity with Testing Vendor

Certification Testing Support

(Error Support/Troubleshoot Issues)

Remediation Efforts
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Top FAQs & General Resources
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Phase IV Implementation Tools
1. Frequently Asked Questions (FAQs)

33

CAQH CORE FAQ Website

Includes more than 100 Phase IV CAQH CORE Operating Rule 
FAQs, from general concepts to technical questions.

Part E: Phase IV CAQH CORE Operating Rules

I. Overview of Phase IV CAQH CORE Operating Rules

II. CAQH CORE 450: Health Care Claim (837) Infrastructure Rule

III. CAQH CORE 452: Health Care Services Review - Request for Review and 

Response (278) Infrastructure Rule

IV. CAQH CORE 454: Benefit Enrollment and Maintenance (834) Infrastructure 

Rule

V. CAQH CORE 456: Premium Payment (820) Infrastructure Rule

VI. CAQH CORE 470: Connectivity Rule

VII. Resources for Implementing the Phase IV CAQH CORE Operating Rules

Part G: ACA Section 1104 Certification, CORE Certification, Proposed CORE 

HIPAA Credential, and CORE Endorsement

II. A. i. CORE Certification Overview

II. C. I. CORE Certification Testing Overview

II. C. v. Phase IV CIRE Certification Testing

http://www.caqh.org/core/frequently-asked-questions
http://www.caqh.org/faq-page/549
http://www.caqh.org/faq-page/550
http://www.caqh.org/faq-page/551
http://www.caqh.org/faq-page/552
http://www.caqh.org/faq-page/553
http://www.caqh.org/faq-page/554
http://www.caqh.org/faq-page/555
https://www.caqh.org/faq-page/538
https://www.caqh.org/faq-page/544
https://www.caqh.org/faq-page/561
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Phase IV Implementation Tools
2. CAQH CORE Analysis & Planning Guide

As with previous Phases, CAQH CORE offers an Analysis & Planning Guide

for the Phase IV CAQH CORE Operating Rules. 

Planning Guide should be used by project staff to:

▪ Understand applicability of the Phase IV CAQH 

CORE Operating Rule requirements to organization’s 

systems and processes that conduct the transactions.

▪ Identify all impacted external and internal systems 

and outsourced vendors that process the transactions.

▪ Conduct detailed rule requirements gap analysis to 

identify system(s) that may require remediation and  

business processes which may be impacted.

34

http://www.caqh.org/sites/default/files/core/caqhcore_piv_analysisplanningguide.pdf?token=CmNZzSDA
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Phase IV Implementation Tools
3. Past Phase IV Webinars Available for Download Free of Charge

Phase IV CORE Certification Pioneers Panel

DECEMBER 20TH, 2017

Why Phase IV Implementation is Good for Business

APRIL 20TH, 2017

Phase IV Connectivity Experience with PokitDok

NOVEMBER 10TH, 2016

Phase IV Implementation Experience with Humana

SEPTEMBER 20TH, 2016

Phase IV Infrastructure Requirements

JUNE 10TH, 2016P
re

v
io

u
s
 P

IV
 W

e
b

in
a
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You can download the presentation slides and view the recording at www.caqh.org/core/events.

35

https://www.caqh.org/about/event/phase-iv-core-certification-pioneers-panel-discussion-humana-pokitdok-and-workcomp-edi
https://www.caqh.org/about/event/why-voluntary-implementation-caqh-core-operating-rules-good-business-eligibles-success
https://www.caqh.org/about/event/phase-iv-caqh-core-operating-rule-connectivity-implementation-experience-pokitdok-and
https://www.caqh.org/about/event/humana-phase-iv-caqh-core-operating-rule-implementation-experience
https://www.caqh.org/about/event/new-phase-iv-caqh-core-operating-rules-infrastructure-rule-requirements-and-value
http://www.caqh.org/core/events
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CAQH CORE Q&A

36

Please submit your questions and comments:

Submit written questions or comments on-line by entering them 

into the Questions panel on the right-hand side of the 

GoToWebinar dashboard.

Attendees can also submit questions or comments via email to 

core@caqh.org.

Reminder: A copy of the slides and the webinar recording will be 

emailed to all attendees and registrants in the next 1-2 business days.

mailto:core@caqh.org
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Thank you for joining us!

Website: www.CAQH.org/CORE

Email: CORE@CAQH.org

@CAQH

The CAQH CORE Mission
Drive the creation and adoption of healthcare operating rules that support standards, accelerate 

interoperability, and align administrative and clinical activities among providers, payers and consumers.

http://www.caqh.org/CORE
mailto:CORE@CAQH.org

